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1.1.

1.2

1.3.

1.4.

About this manual

Copyrights

The information in this document is subject to change without notice and should not
be construed as a commitment by ABB Oy. ABB Oy assumes no responsibility for
any errors that may appear in this document.

In no event shall ABB Oy be liable for direct, indirect, special, incidental or
consequential damages of any nature or kind arising from the use of this document,
nor shall ABB Oy be liable for incidental or consequential damages arising from use
of any software or hardware described in this document.

This document and parts thereof must not be reproduced or copied without written
permission from ABB Oy, and the contents thereof must not be imparted to a third
party nor used for any unauthorized purpose.

The software or hardware described in this document is furnished under a license
and may be used, copied, or disclosed only in accordance with the terms of such
license.

Copyright © 2006 ABB Oy
All rights reserved.

Trademarks

ABB is a registered trademark of ABB Group. All other brand or product names
mentioned in this document may be trademarks or registered trademarks of their
respective holders.

Guarantee

Please inquire about the terms of guarantee from your nearest ABB representative.

General

This manual provides thorough information on the installation and commissioning
of the SMS 510, Substation Monitoring System software. This document complies
with the SMS 510 version 1.3.0.

Pictures shown are examples only, and they may represent older program versions.

Additional information such as the Release Note and README.TXT can be found
on the program distribution media.

ABB Oy regularly provides standard training courses on its main products. The
training program is available on the Internet at
http://www.abb.com/substationautomation. Please contact your ABB representative
for more information.
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1.5.

1.6.

10

Use of symbols

This publication includes warning, caution, and information icons that point out
safety related conditions or other important information. It also includes tip icons to
point out useful information to the reader. The corresponding icons should be
interpreted as follows:

to the concept discussed in the text. It might indicate the presence of
a hazard which could result in corruption of software or damage to
equipment or property.

@ The caution icon indicates important information or warning related

The information icon alerts the reader to relevant facts and
ﬂ conditions.

The tip icon indicates advice on, for example, how to design your
Q project or how to use a certain function.

Although warning hazards are related to personal injury, and caution hazards are
associated with equipment or property damage, it should be understood that
operation of damaged equipment could, under certain operational conditions, result
in degraded process performance leading to personal injury or death. Therefore,
comply fully with all warning and caution notices.

Abbreviations

LAN Local Area Network
LON Local Operating Network,
communication protocol developed by Echelon
PST Parameter Setting Tool
RAS Remote Access Service
SPA Data communication protocol developed by ABB
SSS System Self Supervision
TCP/IP Transport Control Protocol/Internet Protocol
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1.7. Related documents

In column Use, E stands for Engineering type of tasks while O stands for Operation.

Name of the manual ‘ Use ‘Document ID

Installation and commissioning

SMS 510 E 1MRS751265-MEN
Installation and Commissioning Manual

SMS 510 User’s Guide 0] 1MRS751267-MUM
LON Gateways Configuration Manual E 1MRS751870-MEN
LoNWORKs PCC-10 PC Card E n/a

User's Guide'

LoNWORKs PCLTA-20 PC LonTalk E n/a

User's Guide?

Relay Tools

LIB, CAP and SMS, E+O [1MRS752008-MUM

Tools for Relays and Terminals,
User's Guide
Applicable on:
RED Relay object types
SPACOM Relay object types
SPACOM Relay Setting Tool
RED Relay Setting Tool
Graphical I/O Setting Tool
DR-Collector Tool
SPA Terminal Emulator
Disturbance Draw Tool
Event Log Viewer

Parameter Setting Tool (PST) (0] 1MRK511114-UEN
User's Manual

REB 500/REB 500sys (0] 1MRB520292-Uen
Operating Instructions

Getting Started CAP2/316 (0] 1MRB520271-Uen
SPTO Configuration Tool, E 1MRS751906-MEN
Configuration Guide

HV/Collect User's Manual (0] 1MRK511117-UEN
REBS500 Selector Operator's Manual 0] 1KHA000967-AEN
Other

SMS 510 Release Note E,O

MicroSCADA Status Codes manual 0] 1MRS750850-MEN

1. A manual from Echelon Corporation, not included in SMS 510. Downloadable in PDF format via
www.echelon.com.

2. A manual from Echelon Corporation, not included in SMS 510. Downloadable in PDF format via
www.echelon.com.
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Document revisions

Version |SW Revision number |Date History

B 1.1.0 20.08.2003 |- Windows 2000 updates
- RER 109 information removed

C 1.2.0 31.08.2004 |- Windows XP updates
- Installation of additional software
- Uninstallation

D 1.2.0-1 20.12.2004 |Maintenance updates

E 1.3.0 07.02.2006 |Maintenance updates
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2.1,

Introduction to SMS 510

Software

Categorization of the software:

Base System Kernel software, additional base tools and services,
providing a framework for the object types and tools.

RED 500 Support RED 500 object types and the RED Relay Setting Tool for
parametrization of RED 500 series relays.

SPACOM Support SPACOM object type and the SPACOM Relay Setting

Tool for parametrization of SPACOM series relays.
REB 500/RE.x16 SupportREB 500 and RE. 216/316 object types.

REx 5xx Interface REx 5xx object type and the interface for the Parameter
Setting Tool.

HV/Collect Tool HV/Collect Tool for working with the disturbance
recorders for REx 5xx series relays.

DR-Collector Tool DR-Collector Tool for working with the disturbance
recorders for RED 500 and SPACOM series relays.

Documentation SMS 510 documentation in PDF format. The Adobe

Reader is needed to view the documentation.

This categorization is also present as installation options in the main SMS 510
installation application.

SMS 510 installation applications

The SMS 510 Program CD contains seven installation applications, which you need
for installing the complete relay object type support to SMS 510. The applications
are the following:

* SMS510.EXE, the main SMS 510 installation application.

* PSTSetup.EXE, which installs the Parameter Setting Tool (PST) and supported
terminal libraries of the REx5xx object type.

* ABB RE 16 Setup.exe, which installs the CAP 2/316 tool for the RE. 216/316
object types.

* REB500 Selector.exe, which installs the REB500 Selector for starting the proper
HMI500 - REBWIN tool version.

* HMI500 REBWIN EN.exe, which installs the HMI500 - REBWIN tool for the
REBS500 object type.

* AdbeRdr602_distrib_enu.exe, which installs the Adobe Reader 6.02.

* ie6_spl _en_full.exe, which installs the Microsoft Internet Explorer 6 with
Service Pack 1.

13
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» Adobe Reader 6.02 needs to be installed only if there is no Adobe

ﬂ Notes about the installation of additional software:
Reader 5.0 or later installed in the system.

* PST needs to be installed only if REx 5xx object types are used.

* Internet Explorer needs to be installed only if REx 5xx object types
are used, and there is no Internet Explorer 4.01 or later installed in the
system.

* CAP 2/316 needs to be installed only if RE. 216/316 object types are
used.

* REB500 Selector and HMI500 - REBWIN need to be installed only if
REBS500 object types are used.

* If newer or other versions of the additional software mentioned above
are available, the applicable tools can be installed in SMS 510. In this

case the new installation must be carried out with caution to proper
folders.

2.2, Documentation

The SMS 510 delivery contains the documentation in electronic format only. The
manuals are listed below:

Table 2.2.-1 SMS 510 manuals

Manual Description

SMS 510 Provides installation and commissioning
Installation and Commissioning Manual |instructions for the SMS 510 software.

SMS 510 Provides information on using the base system
User’s Guide functions of SMS 510.

Tools for Relays and Terminals Provides information on the Relay Setting tools,
(User’s Guide) DR-Collector Tool, SPA Terminal Emulator,

Disturbance Draw Tool, Power Quality Monitoring
Tool, RED and SPACOM object types.

LON Gateways Configuration Provides information on using the communication

Configuration Guide gateway object types.

SPTO Configuration Tool Provides information on monitoring and

Configuration Guide configuring of the SPTO 1D2, 1D5, 1D6 and 6D3
control modules in the SPAC feeder terminal
series.

REB 500 Selector Operator's Manual for the REB 500 Selector

Description

REB 500 Operator's Manual for the REBWIN HMI tool.

Operating Instructions

CAP2/316 Provides information on using the CAP2/316 tool.

PST User's Manual for the Parameter Setting Tool

User's Manual (PST).

HV/Collect User's Manual for the HV/Collect Tool.

User’s Manual

14
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SMS 510

2.3.

Hardware

The communication cables listed in the following table are regarded as accessories

and are not included in the SMS 510 delivery. They can be acquired by placing a

separate order.

Table 2.3.-1 Communication hardware

Relay Type Order number
REF 541, 543, 545 Opto 1MKC950001-2
RET 541, 543, 545

REM 543, 545

REX 521

REJ 51_/52_

REU 513, 523

REC 523 1MRS120520
REF 610 Opto. 1MRS050698*
REM 610 *Contact your nearest ABB

REU 610 representative for availability.

SPTO front connector RS 232 - RS 232 SPA-ZP 17A3
SPCR front connector

SPACOM 100/300 series RS 232 - TTL connector SPA-ZP 5A3
SPAC 300/500/600 rear RS 232 - RS 485 SPA-ZP 6A2
SACO 16A3, 16D1, 16D3 and *Connection cable for SPA-ZP SPA-ZP 21A* and
64D4 B6A2 to SACO screw terminal SPA-ZP 6A2

15
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3.1.

3.1.1.

3.1.2.

Requirements

This chapter describes the requirements for installing the SMS 510 software.

SMS 510 requirements

SMS 510 sets the following hardware and software requirements on the PC. Notice
also the kernel-related dependencies explained in Section “System-wide product
interdependencies” on page 21.

Software requirements

The following table lists the software requirements set by SMS 510.

Table 3.1.1-1 SMS 510 software requirements

Item Required
Operating system Microsoft Windows NT 4.0 Workstation
Microsoft Windows 2000

Microsoft Windows XP Professional

Network

Network software.

Network Protocol

Transport Control Protocol/Internet Protocol (TCP/IP).

Remote Access Service (RAS) |Installation of RAS to enable remote connections from

SMS 510 to SMS 510, SYS 500 and COM 500.

Microsoft Internet Explorer Version 4 or higher to be capable of viewing the HTML

help shipped with the PST tool.

Hardware requirements

The following table lists the hardware requirements set by SMS 510.

Table 3.1.2-1 SMS 510 hardware requirements

Item Minimum Recommended

Processor 233 MHz or higher Pentium 1 GHz or higher Pentium
compatible CPU compatible CPU

Memory 128 MB 256 MB

Display SVGA, 800x600, 256 colours SVGA, 1024x768, 256 colours

File system NTFS file system on the installation
drive

Hard disk space 300 MB 500 MB

CD-ROM drive Any device supported by the
operating system. Required for
installation

Mouse Any device supported by the
operating system

PCI slots One slot for each PCLTA-20 card

PCMCIA slots One slot for each PCC-10 card

Network adapter
card

Any device supported by the
operating system

Modem

Any Hayes compatible modem
supported by the operating system.

17
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3.1.3.

18

Additional requirements

The following table lists the additional requirements set by SMS 510.

Table 3.1.3-1 Additional requirements

Item

Description

User account

You must be logged on to the operating system with administrator
rights in order to install the software successfully. Otherwise the
installation is denied.

MicroSCADA
service

The MicroSCADA service is not allowed to run in the background
during the installation. Otherwise the installation is denied.
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41.

41.1.

4.1.2.

41.3.

Installation
This chapter describes the software installation procedure of SMS 510.

Preparing your computer for the SMS 510 installation

It is highly recommended that you make the following preparations before you
install SMS 510.

Install-time user account

Ensure that you are able to logon to the computer from a user account having
administrator rights.

Operating system software

Network software

Even if your computer will not be connected to a network, install the Network
software, if it has not been done previously. It is recommended to install at least the
TCP/IP network protocol.

Windows NT 4.0/Windows 2000/Windows XP

Before you install SMS 510, consider updating the operating system to the
recommended level, if it has not been done previously.

Additional software

Before installing SMS 510, it is recommended to check the status and, if necessary,
install new versions of the following programs.

Adobe Reader

Adobe Reader is needed to view the documentation included in the SMS 510
delivery. If Adobe Reader 5.0 or later is not already installed in the system, Adobe
Reader 6.02 can be installed by starting the ADBERDR602 DISTRIB ENU.EXE
from the \SETUP subdirectory of the SMS 510 Program CD.

Internet Explorer

Microsoft Internet Explorer is needed for viewing the HTML Help delivered with
the Parameter Setting Tool. If Internet Explorer 4.01 SP 2 or later is not already
installed in the system, Internet Explorer 6.01 SP 1 can be installed by starting the
IEC SP1 _EN FULL.EXE from the \SETUP subdirectory of the SMS 510 Program
CD.

19
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4.2.
4.21.

42.2.

4.2.3.

42.4.

20

Overview

Current version of the product

SMS 510 installations maintain a single current version of SMS 510 on your
computer's system registry. The current version information is the basis for
installations to determine proper install-time actions.

Non-forced installation

A non-forced installation means that the installation allows you to install any
combination of the available installation options. This is possible only when you
install to a destination containing the same version of SMS 510 as determined by the
current version information.

This kind of installation should come into question, if part of the product has
obviously become corrupt or is missing.

Forced installation

A forced installation means that the installation does not allow you to select which
portions of the software to install. This happens if SMS 510 has not been installed
to the target computer previously or another version of SMS 510 has been installed
to the currently selected destination. This is to guarantee consistent software
installations.

License of the product
After the installation of the SMS 510 Base System, you are requested to supply

license information when you start SMS 510 for the first time.

If a valid license is found in the system, you do not need to supply
ﬂ the license information again.

The required information is included in the SMS 510 delivery on the license label,
which is located on the cover of the SMS 510 Program CD case.

ordered without a new license. In that case, the license information
found on the cover of your previous SMS 510 main version delivery
is used.

ﬂ There is no license label on the CD cover if the SMS 510 was

Applications running at install-time

It is recommended to close all the unnecessary applications before installing SMS
510.
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System-wide product interdependencies

Multiple installations of the kernel software

The kernel software is embedded into a line of products. Due to the nature of the
kernel, some issues (described in the next sub-sections) may raise regarding
computers containing multiple installations of the kernel (each product installs its
own copy of the kernel software).

The product line using the same kernel comprises:

* CAP 501 v. 2.0.0 or newer
* CAP 505 v. 2.0.0 or newer
* COM 500 v. 3.0 or newer

* SYS 500 v. 8.4.3 or newer

MicroSCADA service

The MicroSCADA service serves as a core part in execution of the kernel software.
Without a properly installed MicroSCADA service, you cannot use SMS 510 or any
other product utilizing the kernel. A single kernel can execute at a time meaning that
you can use only one of these products at a time.

Controlling the rights to start and stop the MicroSCADA service

By default, you are allowed to start and stop the MicroSCADA service only if your
logon account is granted Administrator rights. However, you may also grant this
right to any user belonging to either the built-in Users group or any non-built-in
Users group, defined on your computer.

Y ou can assign these rights by means of the MicroSCADA Service Access Manager
Tool. However, you should keep in mind that the access configuration is system-
wide, affecting the above mentioned product line. For detailed information on the
tool, see Section “MicroSCADA Service Access Manager” on page 34.

MicroSCADA user account

A user account named MicroSCADA is created during the installation, if the
installation does not detect one on the computer. This user account is required to
enable execution of the MicroSCADA service.

When utilizing remote connections, the password of the MicroSCADA user account
must be identical on both of the involved computers.

MicroSCADA User Password dialog for the purpose, since usage of
the operating system's user account management tools may bring the
kernel into an inoperable state. For detailed information on the tool,
see Section “MicroSCADA user account” on page 33.

@ Regarding the modification of this user account, use only the
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Kernel incompatibility issues

Kernel revisions, that are incompatible with this version of SMS 510 and with the
above mentioned product line, have been shipped with the following products:

* SYS 500 8.4.2A or older

* COM 500 2.0A or older

If you have either of these product versions installed on your computer, please take
into account, that the installation of SMS 510 invalidates SYS 500 versions 8.4.2A
and older, and COM 500 versions 2.0A and older. These products will not be

operable after the installation of SMS 510. To continue using the SY'S 500 and COM
500 products, you must upgrade them according to the following table.

Table 4.2.5.4-1 Required SYS 500 and COM 500 updates

Product Incompatible version Compatible version

SYS 500 8.4.2A or older 8.4.3 or newer
COM 500 2.0A or older 3.0 or newer

The SMS 510 installation notifies you, if it detects a SYS 500 or a COM 500 version
which should be upgraded. You are also provided the option to cancel the
installation without modifying the computer's configuration.

on SYS 500 and/or COM 500, it is recommended that you do not

@ If you are unsure about the possible effects of SMS 510 installation
install SMS 510.

Software installation procedure outlined

Overview

The installation of the SMS 510 software is done according to the following steps
and in the following order:

1. Ensure that the operating system is in an acceptable state, see Section
“Preparing your computer for the SMS 510 installation” on page 19.

2. Install the main portion of the SMS 510 software by executing the
SMS510.EXE installation application.

3. Install the Parameter Setting Tool software by executing the PSTSETUP.EXE
installation application.

4. Install the CAP 2/316 software by executing the ABB_ RE 16 SETUP.EXE
installation application.

5. Install the REB500 Selector software by executing the REB500
SELECTOR.EXE installation application. Note that the default destination
folder "C:\Program Files\ABB\REB500\Selector\" should be selected during the
installation of the REB500 Selector.

6. Install the HMI500 - REBWIN software by executing the HMIS00 REBWIN
EN.EXE installation application.
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Main SMS 510 installation

When you have started the main SMS 510 installation, it first gathers the following
information from the target system:

Operating system If you are not running Windows NT 4.0 or higher, the
installation notifies you that it cannot continue.

User rights If you have logged on with insufficient user rights, you are
prompted to exit the installation and to logon to the
operating system from an account having Administrator
rights.

Current version If a version of SMS 510 has already been installed, the
installation suggests to use the destination drive of the
existing installation. Otherwise the installation looks for
the first suitable destination drive; a physical NTFS
formatted hard disk drive, and uses it as the default
destination drive.

Status of the

MicroSCADA service  If'the installation detects that the MicroSCADA service is
running, you are prompted to exit the application that
utilizes the service. You are not allowed to continue with
the installation while the service is executing.

Incompatible kernel
revisions of SYS 500

and COM 500 Installations of SYS 500 and COM 500, that are known to
contain incompatible kernel revisions, are detected.
Provided, that such product versions are detected to be
installed and superseding versions with compatible kernel
of SYS 500 or COM 500 are not detected on the computer,
you are prompted whether or not to continue the SMS 510
installation.

After these initial checks, the installation welcomes you to the SMS 510 installation
(see Figure 4.4.2.1.-1). Thereafter, the SMS 510 product license agreement is
displayed, explaining you the terms under which the product may be used (see
Figure 4.4.2.2.-1). Once you have accepted the license agreement terms by
continuing the installation, purely informative System Information dialogs, based on
the current version information, inform you about the status of SMS 510 on your
computer.

Next, you enter the Select dialog, which is the main dialog of the installation (see
Figure 4.4.2.6.-1). Provided, that the current version is the same one you are
installing and you are using the suggested destination drive, you can select any
combination of the available installation options. Otherwise, the installation forces
to install all the available options to the selected destination drive. You can change
the destination drive by means of the Select Destination Drive dialog, which you can
access from the Select dialog.
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Once you are satisfied with the settings you have specified, you can start the actual
software installation from the main dialog. Notice that prior to that, your computer
has not been modified in any way.

If you install the Base System, the installation prompts you for the following
information:

» Password for the MicroSCADA user account. Whether this MicroSCADA user
account information is requested depends on the configuration of your computer.

* The operating system user groups to which you wish to grant the rights to start
and stop the MicroSCADA service on your computer.

Finally, when the installation has been completed, you are notified about it.
Depending on the status of some of the installed files, you may be requested to
reboot your computer.

After the installation has been completed, you will find a program folder named
SMS 510 which contains the icons for using the SMS 510 software. In addition, a
shortcut to this program folder will also be added onto your operating system
desktop.

Installation of other software

The installation of Parameter Setting Tool, CAP 2/316, REB500 Selector and
HMIS500 - REBWIN is done separately from the main installation by means of the
related stand-alone installation applications. Note that these tools need not to be
installed if REx 5xx, RE. 216/316 or REB500 relay object types are not used within
the SMS 510.

Note also that it is possible to install these applications (same or newer versions)
from their original installation CDs or any other source, instead of using the versions
located in the SMS 510 installation CD. If doing so, the installation must be carried
out with caution to proper folders.

Installing the software

Starting the main installation

To start the SMS 510 installation, place the SMS 510 Program CD into your CD-
ROM drive. The installation application is named as SMS510.EXE and it is located
in the root directory of the Program CD.

For example, provided, that your CD-ROM drive has been assigned the drive letter
"Y' do the following steps:

* Press the <Control>+<Esc> key combination to open the Start Menu of the
operating system.

* Choose 'Run' and enter the following command in the Run dialog box:
Y:\SMS510.EXE
* Click OK to start the SMS 510 installation.

If the initial checks are passed without any notifications, the installation enters the
Installation Wizard directly, which is explained in the following.



1MRS751265-MEN

SMS 510

Installation and Commissioning Manual

4.4.2.

44.21.

Installation Wizard

The software installation comprises a series of dialogs referred to as the Installation
Wizard, which guides you through the SMS 510 installation. The installation can be
exited virtually at any point by either clicking Exit where available or by pressing
the <Esc>key from the keyboard. You will be prompted to confirm that you actually
wish to exit the installation prematurely.

Most of the information needed to install SMS 510 is gathered in the Installation
Wizard dialogs. Thereafter, the installation transfers the software onto your

computer. However, during the process of transferring the software, you may be
prompted for additional information depending on your computer configuration.

The following paragraphs describe in detail each of the Installation Wizard dialogs
in the order they appear during the installation.

Welcome

The Welcome dialog welcomes you to the SMS 510 installation (see Figure 4.4.2.1.-
1.)

Welcome - SMS 510 Installation x|

Welcome

Thiz program inztallz SMS 510 1.2.0. Click OF. to contine with the inztallation.
Click Cancel, if pou do not want to continue at this time.

LCancel |

welzome fif

Fig. 4.4.2.1.-1 The Welcome dialog

Click OK to continue with the installation. To exit the installation, click Cancel.
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The Product License Agreement dialog contains the license agreement of SMS 510
(see Figure 4.4.2.2.-1).

Product License - SMS 510 Produck Installation x|

Product License Agreement

Pleaze read the following license agreement.

IMPORTAMT | READ CAREFULLY BEFORE LISING

Thiz License Agreement iz a legal agreement between you, the user,
and ABB Oy, Diztribution Autormation far the Substation kMonitoning System Saftware Proc
which includes zoftware, electronic docurmentation and printed materialz.

The software product is pratected by copyright laws and international
copyright treaties.

By uzging thiz zoftware product, you agree the terms of this icenze agreement.
[f you do not agree to the terms of thiz icense agreement, return the unused
goftware product and ather accompanying materials far a full refund.

[arant aof icenze

Thiz licenze grantz you the right install and use one copy of the software
product on a single computer.
|f your have zeveral licenses for the zoftware product vau may have as many

-
4| | »

To proceed you must accept all of the terms of the Product License Agreement by clicking
Yes. |f pou do not accept the terms, click Mo to exit the installation.

Mo | Helm |
PLAtif

Fig. 4.4.2.2.-1 The Product License Agreement dialog

To accept the terms of the license, click Yes to continue. If you do not accept these
terms, click No to exit the installation. This dialog is displayed only once during the
installation.
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If you have previously not installed SMS 510, you will see the System Information

dialog shown in Figure 4.4.2.3.-1.

SMS 510 Installation - System Information x|

SMS 510 Information

S5 510 iz not ingtalled. Click Mewt:» to continue or click ERit to exit the
inztallatiaon.

Information on the installed package:

Package name: - 55 510 iz not inztalled ----
FPackage tupe:

bd ajor release number:

Minar release number:

Fatch level

Releaze date:

Installation date:

Package status;

E xit Helm
si_notinst tif

Fig. 4.4.2.3.-1 The System Information dialog

To display the Select dialog, click Next>>. Otherwise, click Exit to exit the
installation.
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If the installation detects that a SMS 510 version above 1.0.0 has been installed to
the destination, you will see the System Information dialog shown in Figure 4.4.2.4.-
L.

5MS 510 Installation - System Information x|

SMS 510 Information

A werzion af the S5 510 praduct package iz already inztalled. Click
Mext:» to continue or chck EXit to exit the ingtallation.

|nformation on the installed package:

Fackage name: SkS_510

Package tupe: FRODUCT

bd ajor releaze number: 1.1

Minar release nurmber: 1]

Fatch lesvel

Felease date: 2003-01-13 17:14:00
Installation date: 2003-02-21 07:48:10
Package status:

Meuts» Exit Help

si_diff tif

Fig. 4.4.2.4.-1 The System Information dialog

The current version information is available here for viewing. To display the Select
dialog, click Next>>. Otherwise, click Exit to exit the installation.
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If the installation detects that the same version of SMS 510 has been installed to the
destination, you will see the System Information dialog shown in Figure 4.4.2.5.-1.

x
SMS 510 Information
The previouzly installed Sk5 510 product package is up-to-date. Click
Mertz> to continue ar chick Ext to exit the installation.
|nformation an the installed package:
Package name: SkS_A10
Package tupe: PRODUCT
kd ajor release number: 1.2
binor release number: 1]
Patch level
Releaze date: 2004-08-30 0%:50:00
Inztallation date: 2004-08-18 12:43.28
FPackage status;
E xit Helm
si_uptodate tif

Fig. 4.4.2.5.-1 The System Information dialog

The current version information is available here for viewing. To display the Select
dialog, click Next>>. Otherwise, click Exit to exit the installation.
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Select - forced installation

In case of a forced installation, you will see the Select dialog shown in

Figure 4.4.2.6.-1.

be unchecked.

ﬂ As stated in this dialog, the options represented in the dialog cannot

Select - sM5 510 Product Installation x|
SMS 510 Product Installation
SkS 510 options: Notice |
[¥ Baze System 93541k The installation is forced to install with
¥ FED 500 Support ag5ga |, all available options.
[¥ SPACOM Suppart 15172k
[¥ REE 500 / RE .«1E Suppart BE73 k.
¥ RE= Bxx Interface 24280k Chek Start to start inztallation or clhick.
¥ Hv/Collect Taal 1945 | Exit to exit inztallation,
¥ DR Collectar Toal 1015 k
¥ Diacumentation 13325 k
Destination Drive:
C:ASMSRT0N
Hard dizk space:
Space Reguired on C: 2h2607 k
Space dAwalable on C: 4411868 k.
<<Back Start E xit Help
main_init tif

Fig. 4.4.2.6.-1 The Select dialog

This dialog provides the following information:

* The currently selected destination drive and the root directory under which the
software will be installed.

* The amount of hard disk space that is required and available on the currently
selected destination drive.

* A notification that you cannot choose individual options.
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To change the destination drive for the installation, click Change Drive (see the
description of “The Destination Drive dialog” on page 32). To view the previously
displayed System Information dialog, click <<Back. If you are satisfied with the
current settings, click Start to start the actual software installation.

Select - non-forced installation

In case of a non-forced installation, you will see the Select dialog shown in
Figure 4.4.2.7.-1.

Select - SMS 510 Product Installation - x|

SMS 510 Product Installation

5kS 510 options:

W Ease System JIE41 k Select the SMS 5101.2.0 zaftware ko
¥ RED 500 Support 6593 k be installed onto pour computer.

W SPACOM Suppart 15172 k

Iw REE 500 / RE.®16 Suppart BET3T k

¥ RE= Gxx Interface 24280k Click Start to start installation or chick
¥ Hv/Callect T ool 1945 k E =it b et ingtallation.

¥ DR Collector Toal 1015 k

[v Diocument atian 13325k

D estination Drive:

CrhSh5 5104 Change Drive... |

Hard disk zpace:

Space Required on D: 4296 k
Space Available on D: 3843996 |
<<Back Start E wit Help

main_ing tif

Fig. 4.4.2.7.-1 The Select dialog for a reinstallation
This dialog provides the following information:

* The currently selected destination drive and the root directory under which the
software will be installed.

* The amount of hard disk space that is required and available on the currently
selected destination drive.

* The software options which will be installed.

The selected options have a check mark on their left side and are subject to
installation. Clicking with the mouse on an option toggles its selection status.
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To change the destination drive for the installation, click Change Drive to see the
description of the Destination Drive dialog below. To view the previously displayed
System Information dialog, click <<Back. If you are satisfied with the current
settings, click Start to start the actual software installation.

Destination Drive

This dialog allows you to select the destination drive for the installation.

Destination drive - SMS 510 Installation x|

SMS 510 Destination Drive

Destination drve:

Select the destination drive for pour

- SMS 510 installation.

Destination Directany:

L MSMSET0N

Hard dizk space:

Space Required 42396 k
Space Awailable 38439596 k.
(] Cancel Help

sel_drv tif

Fig. 4.4.2.8.-1 The Destination Drive dialog

All disk drives available to the operating system are listed on the drive list
(highlighted in the above figure). In addition, the amount of available and required
hard disk space is also shown on the lower right area of the dialog.

Press the <F4> key from the keyboard or click on the arrowhead on the right side of
the drive list to view it in the drop-down mode. You can either use the arrow keys
on the keyboard or the mouse to select a drive from the list.
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As you change the selection, the installation checks whether the drive can be used
for installing the software. If it cannot be used, you will see a notification message
and the drive that was selected at the time of entering the dialog, is reset as the
destination drive. The possible notifications are described in more detail in Section
“Troubleshooting destination drive error messages” on page 145.

To use the selected drive and to return to the Select dialog, click OK. Otherwise,
click Cancel and the changes to the destination drive will be discarded as you return
to the Select dialog.

Installing

Once you have clicked the Start button on the Select dialog, the progress of the
installation is displayed in a dialog shown in Figure 4.4.2.9.-1.

nstallng___________ x|

Copying Yizual Bazic 5.0 runtime:
CWWH M TS yatem32hOleaut 32, dil

| 1%

installing tif

Fig. 4.4.2.9.-1 The Installing dialog

You may cancel the installation by clicking Cancel.

revert to the SMS 510 configuration that existed prior to the

@ No support for a roll-back is available, meaning that you cannot
installation of the new SMS 510.

MicroSCADA user account

Overview

is essential for SMS 510. The account is added/configured on your
computer by means of the MicroSCADA User Password dialog,
shown in Figure 4.4.2.9.-2.

After the installation of SMS 510, you will find an icon for this tool in the SMS 510
program folder, so you can also later modify the account configuration when
necessary. Usage of this tool requires logging on to the operating system with
administrator rights.

@ Properly configured MicroSCADA user account on your computer

Configuring the account

The MicroSCADA User Password dialog is shown below. This is the only tool you
need for the account configuration.
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MicroSCADA User Password

|lzermame: bdicroS Gl
Paszward: Imxxx Cancel |

Confirm Passwand: I“““““’1

M ate

Tobe able to uze a rezource [guch as a file or a printer] that are not adminiztrated by
thiz computer, the uzer "MicroSCADA" must be defined on ta the remote computer
that administrates the resource.

The pasgword uged an the remote computer haz to be the same ag given here.

me_pwd tif

Fig 4.4.2.9.-2 The MicroSCADA User Password dialog

Enter an appropriate password confirming it. Click OK to apply it. The new
password will take effect the next time you start SMS 510. All other properties of
the MicroSCADA user account are set automatically.

user account is used for accessing non-local printer resources. In
SMS 510, you access non-local printer resources in the logged-on
user's security context.

ﬂ The note text on the dialog incorrectly states that the MicroSCADA

MicroSCADA Service Access Manager

Overview

If you install the Base System, the MicroSCADA Service Access Manager dialog
(shown in Figure 4.4.2.10.-1) appears on the screen. The installation does not
continue until you have closed this dialog. The installation adds an icon for this tool
to the SMS 510 program folder, so you can use it any time after the installation.
Usage of this tool requires that you have logged on to the operating system with
administrator rights.

Purpose

By using the MicroSCADA Service Access Manager you can define those user-
defined user groups whose members are allowed to start and stop the MicroSCADA
service, i.e. start and stop SMS 510 on the computer. In addition to the user-defined
user groups, the built-in Users group can also be granted these rights.

By default, all users belonging to the operating system’s Administrators group are
granted these rights and, therefore, the tool never displays the Administrators group.
If the users of SMS 510 on the computer will not be members of the Administrators
group, you should use this tool to set up a proper configuration by granting the
appropriate user groups the rights to start and stop the MicroSCADA service.
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icrosCADA Service Access Manager e
T e | Defing thozse uzer defined groups whoze
Users Lzers are granted access bo start and stop
the kicroSCADA service, Mote that uzers
belonging to Adriniztratars group are granted
thiz access by default, Alzo note that access
can alzo be granted for Users group.
Add
Service start access Femoye |
Standard Corporate Uzers
Cloze Cancel
sarn tif

Fig. 4.4.2.10.-1 The MicroSCADA Service Access Manager dialog

Granting the rights to a group

To grant the rights to start and stop the MicroSCADA service to the appropriate user
groups, first highlight the group in the upper list labelled ‘No service start access’
and click Add. In the above figure, the user group named Standard Corporate Users
has been granted these rights.

Revoking the rights from a group

To revoke the rights from a user group, first highlight the group in the lower list
labelled ‘Service start access’ and click Remove. In the above figure, the operating
system's built-in user group named Users has been revoked these rights.

products using the same kernel software. For example, if you have
SYS 500 installed on the computer and you grant the rights to a
group named Visitors (intended for ordinary visitors), any logged-on
member of that group is able to start and stop both SMS 510 and
SYS 500 on the computer.

@ This is a system-wide configuration which affects also all the other

Saving the configuration

To save the configuration, click Close. Confirm that action by clicking OK on the
dialog shown in Figure 4.4.2.10.-2.
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MicroSCADA Service Access Man x|

@ Are you sure you wank ko keep all changes?

K, I Cancel |

sam_keep tif

Fig. 4.4.2.10.-2 Confirm to save the service access configuration

Discarding changes to the configuration

To close the tool without saving the configuration, click Cancel in the MicroSCADA
Service Access Manager dialog. Provided that the configuration has been changed,
you must confirm the cancellation by clicking OK on the dialog shown in

Figure 4.4.2.10.-3. Otherwise, click Cancel to return to the Service Access Manager.

MicroSCADA Service Access Man x|

@ Are you sure you wank to keep all changes?
Ik |

Fig. 4.4.2.10.-3 Confirm to discard the changes to the service access configuration

sam_discard if

Installation completed

After the selected software has fully been transferred onto your system, the SMS 510
installation displays the following message to inform you that the installation has
been completed.

Installation/Upgrade Complek El

Your S5 510 1.2.0 spstem has
been successfully installed.

ins_complete tif

Fig. 4.4.2.11.-1 Notification that the installation has been completed successfully
Click OK to acknowledge the message.

System reboot

If some of the installed files were in use at the time of the installation, you are
prompted to reboot your computer (see Figure 4.4.2.12.-1).
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mstall x|
Thiz gystem must be restarted to complete the
installation. Click the OF button bo restart this

computer, Prezs Cancel to return to ‘wWindows
withaut restarting.

k. I Cancel

Fig. 4.4.2.12.-1 Request to reboot the computer

restart tif

Click OK to reboot your computer immediately. You may reboot later if you wish,
by clicking Cancel. However, notice that before starting SMS 510 or installing other
software, you must reboot the computer in order for all of the changes to take effect
in the system.

Cancelling the installation

When you are about to cancel the installation, the dialog shown in Figure 4.4.3.-1
appears on the screen.

mstall___ x|
Setup iz not complete. [F pou guit the setup
pragram now, the program will not be installed.

“f'ou may run the setup program at a later time
to complete the ingtallation.

T o continue instaling, click Besume. Ta quit
the Setup program, click Exit Setup.

Exit Setup |
resume tif

Fig. 4.4.3.-1  Confirmation to cancel the installation

Click Exit Setup to exit the installation. Otherwise, click Resume to continue the
installation normally.

Installing the Parameter Setting Tool software

To install the Parameter Setting Tool, start the PST.EXE and follow the instructions
provided on screen.
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Starting the PST installation

To start the PST installation, place the SMS 510 Program CD into your CD-ROM
drive. The installation application is named as PST.EXE and it is located in the \PST
subdirectory of the Program CD.

For example, provided that your CD-ROM drive has been assigned the drive letter
"Y' do the following steps:

* Press the <Control>+<Esc> key combination to open the Start Menu of the
operating system.

* Select Run and enter the following command in the Run dialog:
Y:\PST\PST.EXE

¢ Click OK to start the PST installation.

The destination location, to where you install the tool, can be freely chosen, since

the PST installation automatically configures the environment so that the tool will
be available in SMS 510.

Installing the CAP 2/316 software

To install the CAP 2/316, start the ABB_RE 16 SETUP.EXE and follow the
instructions provided on screen.

Starting the CAP 2/316 installation

To start the CAP 2/316 installation, place the SMS 510 Program CD into your CD-
ROM drive. The installation application is named as ABB_RE 16 SETUP.EXE
and it is located in the \CAP 2.316 subdirectory of the Program CD.

For example, provided that your CD-ROM drive has been assigned the drive letter
"Y' do the following:

* Press the <Control>+<Esc> key combination to open the Start Menu of the
operating system.

* Select Run and enter the following command in the Run dialog:
Y:\CAP 2.316\ABB_RE 16 SETUP.EXE
* Click OK to start the CAP 2/316 installation.

The destination location (where you install the tool) can be freely chosen, since the
installation automatically configures the environment so that the tool will be
available in SMS 510.

Installing the REB500 Selector software

To install the REB500 Selector, start the REB500 SELECTOR.EXE and follow the
instructions provided on screen.

Starting the REB500 Selector installation

To start the REB500 Selector installation, place the SMS 510 Program CD into your
CD-ROM drive. The installation application is named as REB500
SELECTOR.EXE and it is located in the \REB500 subdirectory of the Program CD.
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4.9.

For example, provided that your CD-ROM drive has been assigned the drive letter
'Y:' do the following:

* Press the <Control>+<Esc> key combination to open the Start Menu of the
operating system.
* Select Run and enter the following command in the Run dialog:

Y: \REB5 00 \REBS 00 SELECTOR.EXE
* Click OK to start the REB500 Selector installation.

The default destination folder
ﬂ "C:\Program Files\ABB\REB500\ Selector\" should be selected

during the installation of the REB500 Selector. If it cannot be used,
then the "ObjType EXE Call" keyword value in the
"\SMS510\ObjTypes\SM_CH\RebS00\REB500.ini" file must be
manually changed after the installation to point to the existing
executable:

[REB500]

ObjType_EXE Call = C:\Program Files\ABB\REB500\ Selector\
selector.exe

Installing the HMI500 - REBWIN software

To install the HMI500 - REBWIN, start the HMIS00 REBWIN EN.EXE and follow
the instructions provided on screen.

Starting the HMI500 - REBWIN installation

To start the HMI500 - REBWIN installation, place the SMS 510 Program CD into
your CD-ROM drive. The installation application is named as HMI500 REBWIN
EN.EXE and it is located in the \REB500 subdirectory of the Program CD.

For example, provided that your CD-ROM drive has been assigned the drive letter
'"Y:' do the following:

* Press the <Control>+<Esc> key combination to open the Start Menu of the
operating system.

* Select Run and enter the following command in the Run dialog:

Y: \REB5 00 \HMI 50 O_REBWIN EN.EXE
¢ Click OK to start the HMI500 - REBWIN installation.

The destination location (where you install the tool) can be freely chosen, since the
installation automatically configures the environment so that the tool will be
available in SMS 510.

SMS 510 program folder

The program folder for SMS 510 is named as SMS 510 and it is accessible to all
logged-on users Figure 4.9.-1. The program folder contains the following
subfolders:
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1. Doc, containing the SMS 510 manuals.

2. Setup, containing additional installation applications.
3. Tools, containing both the maintenance and tools that you can also use outside
SMS 510.

B SMS 510 FEX
'lr

File Edit ‘Wiew Fawaorites Tools  Help i

Setup Tools Skart SM5 510

program_folder_1

Fig. 4.9.-1 SMS 510 program folder
» To start SMS 510, double-click the Start SMS 510 icon.

The three subfolders are explained below.

Subfolder - Doc

Figure 4.9.1.-1 shows the different manuals in the Doc subfolder.

» To view a manual, double-click the appropriate icon entry. Note! This operation
requires that a viewer capable of reading PDF files is installed.

COX

File Edit ‘Wiew Favorites Tools Help '1.'

T CAP 2,516

Cn:nnFiguratin:-n Guide - LOMN Gakeways Configuration
CDnFiguratiDn Guide - SPTO Configuration Tool
Descriptinn - REBS00 Selector

Insl:allati-:nn and Commissioning Manual - SM3 510
Operating Instructions - REG 500

T Liser's Guide - SMS 510

Llser's Guide - Tools For Relays and Terminals

,;a =er's Manual - HWColleck

Llser's Marual - PST

doc_folder_1

Fig. 4.9.1.-1  Subfolder - Doc

Subfolder - Setup
Figure 4.9.2.-1 shows the different installation applications in the Setup subfolder.

* To install the LonWorks PCC-10/PCLTA-20 Device Driver for Windows
2000/XP, close any programs you have running and double-click its icon.

¢ To install the LonWorks PCC-10/PCLTA-20 Device Driver for Windows NT,
close any programs you have running and double-click its icon.

* To install the RER 109 PCLTA Device Driver for Windows NT, close any
programs you have running and double-click its icon.
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File Edit Wiew Favorites Tools  Help

ELDHWWE@ PCC-10, PCLTA-20 Device Driver for Windows 2000, <P
A8l orwarks® PCC-10, PCLTA-20 Device Driver For windaws NT
FMRER 109 PCLTA Device Driver For Windows MT

setup_folder_1

Fig. 4.9.2.-1  Subfolder - Setup

Subfolder - Tools

* To start the MicroSCADA Service Access Manager tool, double-click the
MicroSCADA Service Access Manager icon.

¢ To start the MicroSCADA User Password tool, double-click the MicroSCADA
User Password icon.

» The Notification Window displays messages as they are sent by the system and
tools. All notifications are also stored in the
"..\sys\active\sys \SYS ERROR.LOG" file. The Notification Window can be
used for troubleshooting.

e To start the SPA Terminal Emulator, double-click its icon.

B=1E

File Edit Yiew Faworites Tools  Help .1.’

EMichSCADA Service ACoess Manager
EMichSC.ﬁ.D.ﬂ. User Passwiord

e, Motification Window

&SF‘F& Terminal Emulator

tools_folder_1

Fig. 4.9.3.-1  Subfolder - Tools

Shortcut to the SMS 510 program folder

A shortcut named SMS 510 has been added onto your desktop (see Figure 4.9.4.-1).
This shortcut provides access to the SMS 510 program folder from your desktop.

=
Fl

5MS 510

Fig. 4.9.4.-1  The shortcut to the program folder on your desktop
* To open the SMS 510 program folder, double-click the shortcut.
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5.2.1.

Commissioning

About this chapter

This chapter describes the commissioning activities required after software
installation.

Commissioning tasks
Commissioning the installed software involves the following tasks:

* Applying the license information for SMS 510. Whenever the SMS 510 Base
System has been installed, this task must be performed. Without proper license
information, SMS 510 will not execute. You apply the license information by
using the License tool, see Section “Licensing the product - License tool” on
page 43.

* Preparing the computer for communication. This comprises the following
optional steps:

* Installation and configuration of LON communication card(s) and
accompanying device drivers, if not done previously. For detailed instructions,
see sections “Installing LON cards” on page 64 and “System Configuration
Tool” on page 50. Regarding the computer's serial port communication
capabilities, it is recommended to verify that the serial ports are correctly
configured and working at the operating system level.

* Installation of Remote Access Service (RAS) and modem(s). For detailed
instructions, see Section “RAS/Modem installation on Windows NT” on
page 88, “RAS/Modem installation on Windows 2000 on page 102 or “RAS/
Modem installation on Windows XP” on page 116, depending on the used
operating system.

Ensuring proper Distributed COM (DCOM) identity of the CAP2/316 tool. This
is needed to have the CAP2/316 tool to run in the security context of the
MicroSCADA user account. For detailed instructions, see Section “CAP2/316 -
Distributed COM identity” on page 82.

Optionally, configuring the operating system's user groups whose members are
granted the rights to start and stop the MicroSCADA service on your computer.
You grant these rights by using the MicroSCADA Service Access Manager tool.
For detailed instructions, see Section “MicroSCADA Service Access Manager”
on page 34.

Licensing the product - License tool

General

The License tool is intended for applying the license information. SMS 510 does not
provide any specific entry for accessing this tool. Instead, it appears automatically
at SMS 510 start-up, if the computer does not contain a valid license.
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5.2.2. License Information dialog

Figure 5.2.2.-1 illustrates the License tool dialog as it is initially displayed when the
license information cannot be found, or it is otherwise invalid.

€% SM5510 [1] - License Information X|
Customer: | 2 0K
Syetem 1D: | 2
Suthorization key: | ?

Fleaze fill in the licenzing information that iz avallable on the label on the
CD cover. Be careful ta fill in the information exactly (including spaces].

lic1 tif

Fig. 5.2.2.-1  License tool dialog

Table 5.2.2-1 Dialog items

Customer field For entering the value for the Customer.

System ID field For entering the value for the System ID.

Authorization key For entering the value for the Authorization key.

field

OK button For saving the license information and closing the License tool, see
Section “Entering license information” on page 44.

Apply button For saving the information without closing the License tool, see
Section “Entering license information” on page 44.

Close button For closing the License tool.

5.2.3. Entering license information

SMS 510 delivery contains the license information printed on the license label,
which you find on the cover of the SMS 510 Program CD case. Be sure to store that
information, so that it is available in case you need to re-supply the license
information.

ordered without a new license. In that case, the license information
found on the cover of your previous SMS 510 main version delivery
must be supplied, if requested.

ﬂ There is no license label on the CD cover if the SMS 510 was
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exactly as provided on the license label. All the fields are case

ﬂ When you enter the requested items, be careful to type the text
sensitive; and space characters are also taken into account.

information. Thereafter, you must restart SMS 510 in order for the

ﬂ After you have entered all the items, apply the
new license to take effect.

To enter the license information:

. Type the Customer name into the Customer field.

1

2. Type the System ID value into the System ID field.

3. Type the Authorization key value into the Authorization key field.

4. Click OK or Apply, if you do not want to close the dialog immediately. If the
supplied information is correct, you will see one of the messages shown below:

Message - License Information ﬁl

Lizenze information updated successfullyl - The program
ghould now be restarted to run without limitations!

]9

lic_ak tif

Fig. 5.2.3.-1  License information added successfully

Message - License Information x|
@ Licenze information updated successtullyl
4
lic_ok2 tif

Fig. 5.2.3.-2  License information updated successfully

5. Dismiss the message by clicking OK. When you close the dialog, you will be
further notified with the message shown in Figure 5.2.3.-3.
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SMS 510 starting info x|

The licenze iz walid. To become effective the SkS 570 wil
now cloze, Please restart to run,

]9

lic_restart tif

Fig. 5.2.3.-3  SMS 510 restart required
As stated in the message, you have to restart SMS 510.

5.2.4. Invalid license information

If you have supplied incorrect information, the tool displays the message shown in
Figure 5.2.4.-1.

Message - License Information ﬂ

Licensze information could not be updated due to
authorization key mizmatchl

ok

lic_err Lif

Fig. 5.2.4.-1  Incorrect license information could not be saved

information you supplied corresponds to the requested program
version. If the valid license information to be supplied is for another
program version than the one currently installed, the program
version in question is indicated in the help text of the license dialog.

ﬂ If the license information is not accepted, first check that the license

Click OK to dismiss the message and correct the license information carefully.
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€ SMS 510 - License Information @

2 k.

Customer:

Autharization key:

Fleaze fill in the licensing infarmation that iz available on the label on the
CD cover. Be careful to fill in the information exactly [including spaces).

MWOTE, THAT 50U MUST PROVIDE THE LICEMSE INFORMATION
YOU RECEIVED WITH YOUR SMS 510 1.2.0.

Syztem 10 | 7 Apply
E

lic_info_nok

Fig. 5.2.4.-2  License information for other program version is requested

An example of a correctly entered license information is provided in Figure 5.2.4.-3.

¢' SMS5510 [1] - License Information

|

Cuztomer: | AEE OF QK

System ID: |123456".-‘8

Authorization key: | 1~ ABCD—EF GH- ITKL~HHOP Blose

Fleaze fill in the licensing information that iz availlable on the label on the
CD cover. Be careful ta fill in the information exactly (including spaces].

lic2 tif

Fig. 5.2.4.-3  An example of license information

Communication support

Communication protocol support
The following communication protocols are supported by SMS 510:

* SPA for relay communication
* LON for relay communication
* TCP/IP for LAN and RAS type of connections

For information on which communication protocols are applicable to various relay

terminals, refer to the Tools for Relays and Terminals manual.
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Communication channels

SMS 510 allows you to define the total of eight (8) communication channels in a
project's communication configuration. Each defined serial port using SPA protocol
and each LON card channel occupies one communication channel. For example, a
PCLTA-20 card reserves one communication channel allowing you to define seven
serial ports with the SPA protocol.

Serial port communication

SMS 510 vs. operating system’s serial port configuration

Serial ports

Each serial port defined for use in SMS 510 must also exist at the operating system
level. For example, if you define serial ports COM1 through COM4 in SMS 510,
you must also define them under the operating system. For detailed information on
configuring the serial ports under the operating system, refer to the operating system
Help or other applicable source of information.

Advanced serial port settings

Advanced serial port settings are defined only at the operating system level.
Therefore, you do not have to define them in SMS 510. These settings include:
* Interrupt request line (IRQ)

* Input/output (I/0) addresses

* Data buffering settings

Basic serial port settings

The basic serial port settings that are defined at the operating system level are
overridden by the settings you specify in SMS 510. These settings include:

* Baud rate
* Data bits
* Parity

* Stop bits

Using USB ports

In order to utilize a USB port with SMS 510, you need to use a USB to serial adapter.
You also need to install the driver software for it (this software is distributed by the
adapter). The adapter can be set to a serial port in the range within COM 1 to COM
8. You need to check your operating system setup for a free COM-port.

In the SMS 510 system configuration setting of serial port you select the serial port
you have assigned to be provided by the converter. No further settings are required
in SMS 510 for using a USB port since the USB looks to a serial adapter like a
genuine serial port to SMS 510. USB ports are applicable in Windows 2000 and in
Windows XP, not in Windows NT.
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LON communication

LON communication adapters

Table 5.3.4.1-1 LON adapter support

Device
Adapter Type driver Remarks

PCLTA-20 PCI half-length |PNPLON SMS 510 supports up to 4 PCLTA-
PCI LonTalk Adapter |bus card 20 cards in the system at the time.
Supports Plug-and-Play and
downloadable memory.

PCC-10 A Type Il PC PNPLON Only a single card can be present
PC Card card, in the system at a time, due to the
formerly operating system Type Il PC Card
PCMCIA support capabilities.

Supports Plug-and-Play and
downloadable memory.

ﬂ The PCLTA-10 PC LonTalk Adapter is not supported.

RER 109 PCLTA card is also no longer available. It is supported
only on the Windows NT operating system.

LON communication software components

Table 5.3.4.2-1 Software components for LON communication

Item Remarks

MiSCLONP The device driver for the old RER 109 PCLTA Card. Supplied with an
device driver installation and a configuration tool (only for Windows NT system).
PNPLON The device driver for the PCC-10 and PCLTA 20 Cards.

device driver Supplied as a third party (Echelon) installation and configuration
package.

Net Interface Tool |For initial configuration of the Neuron Chip(s) on the RER 109 PCLTA
Cards.

Time synchronization

Overview

All bay equipment is equipped with a real-time clock for time stamping. When for
example a disturbance occurs in a network, the disturbance recorders are trigged,
and the time is added to the disturbance record in order to enable post-disturbance
analysis. When gathering information from several terminals for analysis, it is of
utmost importance that the clocks of different devices are synchronized. SMS 510
provides time synchronization capabilities both over LON and SPA.

Time synchronization over LON protocol

For the LON protocol there are two different ways of obtaining the time
synchronization functionality. In the first method, the system clock of the SMS 510
workstation is the time source. In the other method, the time source is e.g. a LON
Clock Master equipped with a GPS receiver, which is connected to the LON also
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enabling the synchronization of the system clock of the SMS 510 workstation, if
desired. Both of these methods can be applied on a SMS 510 workstation
simultaneously, provided that there are at least two available LON channels of
which one receives the clock sync and the other one sends it.

The used time synchronization is defined separately for every used LON channel.
Every single LON channel can have only one time synchronization source. This
means that only one device may send the clock sync to the LON bus, and all the other
devices read the clock sync from the bus. Any LON channel can also be defined so
that it does not participate in the time synchronization function.

The relays connected to the LON bus do not require any settings for the time
synchronization; they are preconfigured to receive time synchronization via the
LON bus.

Time synchronization over SPA protocol

For the SPA protocol, the time synchronization capabilities are reduced so that the
system clock of the SMS 510 workstation always acts as the time source, i.e. there
is no option to synchronize the SMS 510 workstation's system clock from the SPA.
As with LON, any SPA channel can also be defined so that it does not participate in
the time synchronization function.

The used time synchronization is defined separately for every used SPA channel.
This is a simple On/OfT setting which defines whether the time synchronization is
sent to a SPA channel or not.

The relays connected to the SPA do not require any settings for the time
synchronization; they are synchronized automatically from the SPA channel.

Procedure for commissioning communication components

Generally, commissioning the communication components comprises the following
tasks:
1. Install the LON communication card(s) into your computer.

2. Install the device driver for the LON communication card(s).
3. Configure the device driver for the LON communication card(s).
4. Configure sufficient amount of serial (COM) ports.

In Windows 2000 and in Windows XP, steps 1 and 2 are done in reverse order. The
main tool for accomplishing these tasks is the SMS 510 System Configuration Tool
in the following section.

System Configuration Tool

Overview
The System Configuration Tool serves the following purposes:

* Creation of the projects' communication configuration which is required to
enable communication/time synchronization with the relays. The communication
configuration has to be done/verified for every project used in SMS 510. This
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functionality is available on the Communication page of the System
Configuration Tool.

* Scheduling of user-defined tasks that are executed automatically without user
intervention. This functionality is available on the Scheduler page of the System
Configuration Tool.

* Specification of general settings; currently this includes the Autologoff
configuration, System Self Supervision and MicroSCADA user password. This
functionality is available on the General Settings page of the System
Configuration Tool.

Scheduler

For detailed information on the Scheduler functionality, refer to the SMS 510 User’s
Guide.

General Settings

For detailed information on the general settings, refer to the SMS 5710 User’s Guide.

Communication configuration

Every project has its own copy of the communication configuration, which is
enforced when the project is opened into the Project Structure Navigator. Likewise,
when a project is closed, its communication configuration is stored with the project.

The System Configuration Tool automatically edits the communication
configuration of the project that is being opened into the Project Structure Navigator.
If there is no project open in the Project Structure Navigator, the System
Configuration Tool will not execute.

In every project's communication configuration you define:

* Serial ports that are to be used for various types of communication
* LON card(s) that are to be used for LON communication
* Time synchronization settings for each SPA and LON channel

modifying LON device driver settings, require administrator rights

ﬂ Some of the System Configuration Tool functions, such as
at the operating system level.

Starting
In order to access this tool, two entry points are provided:

 System Tools menu in the Project Structure Navigator
* The Communication page of the General Object Attributes dialog
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System Configuration Tool dialog
Figure 5.4.3.-1 illustrates the System Configuration Tool dialog.
The Communication page contains two pages:

¢ Serial Ports
* LON

‘£ System Configuration

Eummunicatiunlﬁcheduler |General5&ttings I

Serial Ports |LI:|N |

-

IEEEE El= I

&pply
Delete

Pratacal;

Connection type:

blodem command [AT]:

Braud rate:

Parity:

|
|
|
[rata bitz: |
|
|

Stop bitz:

Header timeaut; < Advanced

[T Send clock synchranization

| Bezet Communication Settings I

sys_conf_1

Fig. 5.4.3.-1  Communication page of the System Configuration Tool dialog

Table 5.4.3-1 System Configuration Tool items

Communication configuration pages

Serial Ports For managing serial port configuration, see Section “Serial Ports
page” on page 53.

LON For managing the LON configuration, see Section “LON page” on
page 57.

Communication configuration buttons

Reset Communication |For resetting the communication settings, see Section “Resetting
Settings communication settings” on page 63.
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Table 5.4.3-1 System Configuration Tool items

Common dialog buttons

OK

For closing the System Configuration Tool and saving the
configuration, see Section “Save configuration - close tool” on
page 62.

Cancel

For closing the System Configuration Tool without saving the
configuration, see Section “Discard configuration changes” on
page 63.

Apply

For saving the configuration without closing the System
Configuration Tool, see Section “Save configuration - proceed
configuration” on page 62.

Serial Ports page

Figure 5.4.3.1.-1 displays the Serial Ports page of the System Configuration Tool.
Initially the configuration is empty, as illustrated.

-/ System Configuration

Senal Ports

Eummunicatiunlﬁcheduler |General5&ttings I

LON |

ok

Cancel

Praotacal;

-

&pply

Delete

Connection pe:

Baud rate:
Drata bits:
Farity:
Stop bitz:

Header timeout;

kaderm cormmand AT

IEEEE ) | I

¢ Advanced

[T Send clock synchronization

| Beset Communication Settings I

sys_conf_1

Fig. 5.4.3.1.-1 The Serial Ports page
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Table 5.4.3.1-1 Serial Ports page items

Serial Ports List for selecting a serial port. Displays all the currently defined
serial ports.

Protocol List for assigning the communication protocol to the currently
selected serial port.

Connection type List for selecting the type of the remote connection. Enabled only
when the protocol is SPA.

Modem command Field for defining the modem initialization command for remote

(AT) connections over a modem. Enabled only when connection type is
'Modem'.

Baud rate List for assigning the baud rate to the currently selected serial port.

Data bits List for assigning the data bits setting to the currently selected serial
port.

Parity List for assigning the parity setting to the currently selected serial
port.

Stop bits List for assigning the stop bits setting to the currently selected serial
port.

Header timeout Field for defining the Header Timeout attribute for the currently
selected serial port. Enabled only after clicking the <Advanced
button.

<Advanced button For enabling the editing of the Header timeout field.

Send clock For synchronizing the relays that are connected to the currently

synchronization check |selected serial port. Not available for modem connections. Enabled

box only when the protocol is SPA.

Add ... button For adding a new serial port, see Section “Serial ports - Adding” on
page 54.

Delete button For deleting the currently selected serial port, see Section “Serial
ports - Deleting” on page 56.

5.4.3.2. Serial ports - Adding

To add a serial port:

1. Click Add ... to bring up the dialog shown in Figure 5.4.3.2.-1.

2. Enter the serial port number, which must be in range of 1 through 8. If you enter
an out-of-range value, or a value which is already in use, you are requested to
enter a proper value.

Add serial pork x|

|nput port nurmber

1

k. | Cancel I
sc_addsp tif

Fig. 5.4.3.2.-1 Define the port number for the new COM port

3. Click OK to add the new serial port, which appears on the Serial Ports list (see
Figure 5.4.3.2.-2). Otherwise, click Cancel to keep the configuration
unchanged.
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= System Configuration

Communication

Scheduler |Eeneral5&ttings |

. k.
Senal Ports |LI:|N I

Cancel

TI=
[l
=8

Pratocal:

5P B
Connection type: | Diirect |£I
kodem command [ST]: |
Baud rate: | 3e00 |£I
Diata bits: | 7 |£I
Parity: | Even |£I
Stop bits: | 1 |£I
Header tirmeout; IT

[¥ Send clock spnchraonization

| Beset Communication Settings I

sc_newcp_2

Fig. 5.4.3.2.-2 A new serial port COM1 added with default values

Certain default values are assigned to the newly added port's basic settings and
communication protocol. If you wish to use other than the default values, you can
configure them as described below.

Serial ports - Configuring

The following table displays serial port properties, which you can configure on a
per-port basis.

Table 5.4.3.3-1 Configurable serial port properties

Property Available values

Communication protocol SPA

Connection type Direct, Modem

Modem command (AT) Any valid AT modem command string

Baud rate 300, 600, 1200, 2400, 4800, 9600, 19200, 38400, 57600
Data bits 5,6,7,8

Parity None, Odd, Even

Stop bits 1,2
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Table 5.4.3.3-1 Configurable serial port properties
Header timeout 0-65535 (ms)
Send clock synchronization |On/ Off
To configure a serial port property:
1. Select the serial port from the Serial Ports list.
2. Configure the item by selecting the desired value from the appropriate list or by

entering the value manually.

The Header Timeout attribute of the SPA lines defines the maximum waiting time
in milliseconds within which the first byte of a response from the slave should be
received after the transmission of a message. By default, the Header timeout field is
disabled to indicate that the value should not normally be modified. When the
<Advanced button is clicked, a warning message is shown before the value can be
changed. The default value for a direct connection is 1200 ms, and for a modem
connection 2000 ms.

5.4.3.4. Serial ports - Deleting

56

Any serial port, defined in a project's system configuration, can be deleted at any
time.

To delete a serial port from the configuration:

1. Select the serial port from the Serial ports list.

2. Click Delete ....
3. When prompted to confirm the deletion (see Figure 5.4.3.4.-1), click Yes to
delete the serial port. Otherwise click No to leave the serial port intact.

System Configuration x|

for those objects that are currently configured to
communicate via it. Are pou sure you wank to delete thiz
porty

& Deleting the part COM3 invalidate: communication zettings

Yes Mo I

sc_delp tif

Fig. 5.4.3.4.-1 Confirm to delete the selected serial port

The deletion invalidates the communication settings of any device objects which
have been configured to use the port you are about delete.

If you accidentally delete ports, you can revert to the most recently
ﬂ saved system configuration by clicking Cancel (see Section “Discard
configuration changes” on page 63).
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5.4.3.5. LON page

Figure 5.4.3.5.-1 displays the System Configuration Tool's LON page. Initially no
card is selected, as illustrated in the figure.

= System Configuration

Communication |5 cheduler |Eeneral5&ttings |

Serial Parts | LON
Adapter type:
Mo zard |£I Apply I

| Device | Subnet | Mode | Time X

=

- B

Configure Channel... || Delete Channel I

| Bezet Communication Settings l

sc_lon_1

Fig. 5.4.3.5.-1 The LON page

Table 5.4.3.5-1 LON page items

Adapter type List for selecting the adapter type. Displays all the supported
adapters.
Card List for assigning the Subnet, Node and time synchronization

settings to the LON channels.

Configure Channel... |For configuring the currently selected channel.
button

Delete Channel... For deleting the currently selected channel.
button
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Selecting the adapter

The System Configuration Tool allows you to use only a single type of a LON card
at a time, that is, you cannot have multiple types of LON cards in-use
simultaneously. The LON card is selected from the Adapter type list. If you do not
use any LON cards, select the option No card from the list.

When you select an adapter from the Adapter type list, the tool scans the computer
for currently defined LON devices for the selected adapter type. If such are found,
they will be displayed immediately, allowing you to take the channel(s) into use by
assigning the appropriate channel settings (see Section “Assigning Subnet/Node
settings” on page 58).

If no LON devices have been defined or you want to modify the current
configuration, for example, by adding new devices or removing currently defined
devices, you must temporarily exit SMS 510. After exiting SMS 510, you can start
the installation application for the appropriate device driver from the Setup
subfolder of the SMS 510 program folder.

Assigning Subnet/Node settings

Each LON channel needs to have a unique Subnet/Node value pair assigned to it,
since it appears as any other node on the network. Valid range is 1 through 127,
inclusive for both the Subnet and Node. It is also required to specify the time
synchronization setting on a per LON channel basis.

To assign the Subnet/Node values to a LON channel:

1. Click on the intended channel's Subnet cell with the mouse to activate it (see
Figure 5.4.3.7.-1).
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-5 System Configuration @

Eummunicatiunlﬁcheduler IGeneraISettings |

Serial Fortz | LON |
Adapter type:
|PCLTA20 card E tooly__|

Device | Subnet | MHode | Time| X

Card 0] Charnel 4|LONT |

I

«[ ] E3

| Configure Channel... I| Delete Channel I

| Bezet Communication Settings I

sc_chnl_1

Fig. 5.4.3.7.-1 Activation of the Subnet cell

2. Type in the appropriate value for the Subnet.

3. Repeat the procedure for the Node cell. When you enter the value for the Node,
the channel is assigned a default time synchronization value, which you can
change as explained below.

When you edit these values, the device name of the edited channel begins to flash,
reminding you, that the edited values have yet to be written to the respective card.
To have the values written to the card, select the channel and press the Configure
Channel... button. Upon pressing the button, the System Configuration Tool
functions are according to the type of the currently selected adapter as follows:

PCC-10 PC card/PCLTA-20 card

If you have not done the initial configuration for the selected channel, then configure
it by means of the LonWorks Plug’n Play control panel as explained in Sections
“PCC-10 initial configuration” on page 68 or “PCLTA-20 initial configuration” on
page 73. In case you are just applying modified Subnet/Node values, just close the
LonWorks Plug’n Play control panel, when it appears.
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— Device Selected
LOM1 - Transceiver... |
NI Application Diagnostics. . |
|PcC1oL7 =l

System Image Path

Ic::hlanwarks'ximages'\.pcd 0

IV Automatic Flush Cancel

— aeneral Settingz

Uplink, Butfering IE _,;'
Select the numernic baze for all Lonkaforks ILDN1 'vI
Flug 'n Play devices:

Help Apply | Cancel | k.
lomwork_pnp tif

Fig. 5.4.3.7.-2 The LonWorks Plug’n Play control panel opened for a PCLTA-20
card

Next, specify the time synchronization setting for a LON channel:

1. Click on the intended channel's time synchronization cell. This brings up the
Time Synchronization dialog, shown in Figure 5.4.3.7.-3, on which you can
specify the appropriate setting.

‘2 Time Synchronization x|
Cetting mode: (@ Basic () Advanced
Mo clock synchronization |£I

] 4 | Cancel I
sc_ts_basic_1 tif

Fig. 5.4.3.7.-3 The Time Synchronization dialog
2. Select the setting mode.
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Time Synchronization in the Basic mode

If you select the Basic mode, you have the following options:

Table 5.4.3.7-1 Basic mode

Option

Explanation

No clock synchronization

The channel does not participate in time
synchronization.

Send synchronization to LON

The time sync will be sent to LON via this
channel. This option maps to the 'Link Type 3 -
Send LSG and minute pulse' advanced option.
This is also the default option when adding
new LON channels.

Receive synchronization from LON

The system clock of the SMS 510 workstation
will be synchronized via this channel. This
option maps to the 'Link Type 4 - Receive LSG
clock sync' advanced option.

Note! Remember that in a project's
communication configuration you can have
only one LON channel at a time configured
with this setting. Otherwise you will be
prompted to change the configuration when
you attempt to save it.

Time Synchronization in the Advanced mode

If you select the Advanced mode, you have the following options:

Table 5.4.3.7-2 Advanced mode

Option

Explanation

Link Type 0 - No clock sync

The channel does not participate in time
synchronization.

Link Type 1 - Send LSG clock sync

Send LSG clock sync (for the relays that
utilize nv warning and nv clock telegrams).

Link Type 2 - Send minute pulse

Send minute pulse (for the relays that utilize
nv time telegram).

Link Type 3 - Send LSG and minute pulse

Send LSG and minute pulse.

Link Type 4 - Receive LSG clock sync

Receive LSG clock sync

Link Type 5 - Receive minute pulse

Receive the minute pulse.

Note! It is recommended to use this option
only when the other synchronization methods
do not work, or when the exact time is not
needed because of the inaccuracy on high
channel load on a LON line with the minute
pulse.

Link Type 6 - Send SLCM Reference Time

Send the SLCM Reference Time.

3. Select the appropriate time synchronization setting.

4. Click OK.

After you have assigned the appropriate values, save the changes to the
communication configuration, as explained below.
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Saving system configuration

The system configuration is saved permanently by using either the OK or the Apply
button. The difference is that the OK button closes the System Configuration Tool,
whereas the Apply button allows you to proceed working with the System
Configuration Tool.

The tool also provides you with the possibility to revert to the most recently saved
configuration, in order to prevent accidental changes to the configuration (see
Section “Discard configuration changes” on page 63).

Save configuration - close tool

To save a changed configuration, closing the System Configuration Tool, click OK.
The System Configuration Tool prompts you to confirm the operation (see
Figure 5.4.4.1.-1).

System Configuration x|

The communication settings have been changed. Click es
to permanently zave the configuration, click Mo to revert to
the ariginal configuration.

ez | Mo I

sc_ok tif

Fig. 5.4.4.1.-1 Confirm to save the configuration

To save the configuration, click Yes. Clicking No enforces the most recently saved
configuration.

Save configuration - proceed configuration

To save a changed configuration without closing the System Configuration Tool,
click Apply. The System Configuration Tool prompts you to confirm the operation
(see Figure 5.4.4.2.-1).

System Configuration x|

to permanently zave the configuration, click Mo to revert to

& The communication settings have been changed. Click es
the ariginal configuration.

ez | Mo I

sc_ok2 tif

Fig. 5.4.4.2.-1 Confirm to save the configuration

To save the configuration, click Yes so that the configuration becomes the most
recently saved configuration. Otherwise click No to proceed without saving.
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Discard configuration changes

To revert to the most recently saved configuration, click Cancel. This closes the
System Configuration Tool without further notifications.

Resetting communication settings

The communication settings of the project can be reset from the System
Configuration dialog. Resetting means clearing the communication settings (done in
the System Configuration) as well as all the object level communication addresses.
The main purpose of this function is to reset the obsolete communication setup of an
imported project. The System Configuration dialog prompts you to confirm the
operation (see Figure 5.4.5.-1).

"2 System Configuration x|

The purpose of thiz funchion iz to rezet the
obsolete communication zetup of an imported
praoject.

Rezet Communication Settingz removes all the
gettings done an the Communication page for the
curment project, and alzo the communication
addreszes on the device object level. Thiz
function does not change zettings of any
hardware.

To be able to communicate with the devices all
theze project and object level settings have to be
re-entered after uzing this function.

Are pou sure you want to reset the communication
zettings?

Yes Mo I

reset_sys_conf tif

Fig. 5.4.5.-1  The communication settings reset dialog

To reset the communication settings, click Yes. Clicking No cancels the operation.

cannot be retrieved by clicking the Cancel button of the System
Configuration dialog. Also, to be able to communicate with the
connected devices again, all the communication settings must be re-
entered.

@ After accepting to reset the settings, the deleted system configuration
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Installing LON cards

PCC-10 PC Card commissioning procedure
The communications hardware and software are configured in the following order:

1. Install the card into the PC (see Section “PCC-10 PC Card configuration” on
page 68).

2. Install and configure the PCC-10 PC Card device driver (PNPLON), (see
Sections “Device driver installation” on page 68 and “PCC-10 initial
configuration” on page 68).

PCLTA-20 Card commissioning procedure
The communications hardware and software are configured in the following order:

1. Install the card into the PC (see Section “PCLTA-20 Card configuration” on
page 72).

2. Install and configure the PCLTA-20 Card device driver (PNPLON), (see
Sections “Device driver installation” on page 72 and “PCLTA-20 initial
configuration” on page 73).

Installation of the PCLTA-20 adapter to Windows 2000 or
Windows XP

Software installation

When drivers are installed to a Windows 2000 Server where Terminal Services are
running, it should be done using the Add/Remove Programs under the Control
Panel. Browse the path where the Driver installation file exists. If the operating
system is Windows 2000 or Windows XP Professional, you can run the self-
extracting installation exe-file directly.

1. Launch the PCLTA-20 software installation program. Choose Setup
Figure 5.5.2.1.-1.

WinZip Self-Extractor - pcxl10_Z20WinZk_¥erZ.0

R | orivorks PCLT4-20/PCC-10/PCLT 4410 for Windows
2000,
Click the Setup button to proceed. Cancel

T hiz wall extract and run the installabion files for the

di

Aot

PCLTA-20_ingtall_prog. tif

Fig. 5.5.2.1.-1 Dialog for launching the PCLTA-20 software installation

2. Follow the instructions on the screen (see Figure 5.5.2.1.-2).
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LonWorks® PCLTA-10,/20/PCC-10 [English] El

Welzome to the Lonworks® PCLTA-10/20/PCC-10
Setup program.

[t iz gtrongly recommended that you exit all ‘Windows programs
befare running thiz Setup program.

Click Cancel to quit Setup and then cloze any programs youl
have running. Click Mest to continue with the Setup program.

WARMIMG: Thig program is protected by copyright law and
international treatizs.

IInauthaorized reproduction or dizgtribution of this program, or ang
portion of it, may resulk in zevere civil and criminal penalties, and
will be prozecuted to the maximum extent possible under law.

Cancel |

Fig. 5.5.2.1.-2 The welcome dialog of the PCLTA-20 Setup program

FCLTA-20_inztal_progz. ki

3. By default, the installation directory is c:\Lonworks. The path may be modified
by using the “Browse” button (see Figure 5.5.2.1.-3).

LonWorks PCLTA-10,/20/PCC-10

Setup will ingtall the Lortwforks PCLTA-10/20/PCC-10 zuppart
files inta the following directony. v'ou may accept the default
directon or modify it uzing the Browse button.

Echelon, LOM, Lovafarks, LonT alk, and the Echelon logo are
I1.5. registered trademarks of Echelon Corparatian.

C:ALarwiorks Browsze. . |
Caricel |

Fig. 5.5.2.1.-3  The dialog shows the default installation directory

" Deztination Foldzr

< Back
PCLTA-20_ingtall_progd. i

4. At the end of the installation, select the restart option.
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PCLTA - 20 Card installation

1. Turn off the PC and remove the power cord.

2. Open the PC case and locate an empty 32-bit PCI slot.

3. Check that RER107 LON Communication Adapter is attached to the PCLTA-20
adapter.

4. Insert the PCLTA-20 adapter into the slot.
5. Re-insert the power cord and then restart the PC.

A “New Hardware Found” window will be displayed briefly, when the operating
system recognizes the PCLTA-20 adapter. You can check if the installation has been
successful by using the Control Panel/ Administrative Tool/Computer Management/
Device Manager.

Configuration settings for PCLTA - 20 adapter

Open the Control panel by selecting the “LonWorks Plug’n Play” icon in the Control
Panel (see Figure 5.5.2.1.-4 and Table 5.5.2.1-1).

LonWorks® Plug 'n Play H B

— Device Selected

Diagnostics. . |

PCCIOLY
Sysfemrinrage

I|::'\Iunwnrks'\images'\pcltm 1]

fﬂf—'——\_\_\_\-\_\-"“-‘_
(\\IV Automatic Flush I:anc_ei)
— General Settings
Uplink Buifering IE _Ij

Select the numeric base for all Lontyorkis ILEIN1 -.I
Flug 'n Play devices: (\

Help Apply | Cancel | ]
PCLTA Contral_Panel.tif

Fig. 5.5.2.1-4 The PCLTA Control Panel
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Table 5.5.2.1-1 Description of the PCLTA Control Panel dialog items

Device Selected

Controls which PCLTA-20 adapter is
selected for configuration.

NI Application

Controls the type of image or application
to be used. Image should be set to
PCC10L7.

Automatic Flush Cancel

Should be checked.

Transceiver

Opens the PCLTA-20 Transceiver dialog.
Settings should be according to
Figure 5.5.2.1.-4.

System Image Path

Specifies the full directory path for the
PCLTA-20 system images. This path is
set by the PCLTA-20 Installation
software but may be modified by the
user.

Upon clicking the Transceiver... button, Figure 5.5.2.1.-5 will appear on the screen.

LOM1 Transceiver

ranscelver

Transcever bupe:

| Single Ended | 1250k

Fiaw data - Laver 1 timing:
| 06-04-00-00-00 5 Bytes

Faw data - Howr narams:
|IZIEI-1 E -80-08-00-00-00-00-00 9 Buytes

r

I ranzcerer_Lanirol

Farel tif

Fig. 5.5.2.1.-5 The Transceiver Control Panel

The chosen options have to be according to the ones presented in the dialog. Click

the Apply button to enable the driver to utilize the chosen features.
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PCC-10 PC Card configuration

Device driver installation

The installer for the PCC-10 PC Card device driver is started from the Setup
subfolder of the SMS 510 program folder. Close any programs you have running
(including SMS 510) and start the LonWorks PCC-10/PCLTA-20 Device Driver
installation application for the proper operating system.

The program, which you start, installs images and the driver
ﬂ (PNPLON.SYYS) for the PCC-10, PCLTA-10 and PCLTA-20 cards.

Selecting the destination directory

By default, the destination directory will be C:ALONWORKS. If you decide to
install to another directory, you have to manually specify the directory path to the
installed system image later.

Selecting the numeric base for LonWorks devices

During the driver installation you is prompted to supply the numeric base for all the
LonWorks Plug’n Play devices. To be compatible with SMS 510, please use 1 as the
numeric base, so the device name will be created as LONI1.

After the driver installation, restart the computer and perform the initial device
driver configuration as explained below.

PCC-10 initial configuration

After you have installed the PCC-10 card and its device driver, and rebooted the
computer, you have to verify that correct settings are to be used. Initialize also the
node state of the card’s channel as configured. This means that the following tasks
have to be done:

* Select the correct type of transceiver. The default setting FT-10 has to be changed
to Custom with appropriate data.

* Select the correct type of the network interface application (NI Application). By
default, the device driver installation program configures the NSIPCC as the NI
Application. However, NSIPCC has to be changed to PCC10L7.

* Initialize the card to the configured node state, along with the initial Subnet/Node
settings.

To configure:

1. Start SMS 510 and enter the LON page of the System Configuration Tool.

2. Ifnot selected, select the PCC-10 card as the type of the adapter. By this time, a
LON channel should be available on the System Configuration Tool. If there are
none, then the device driver has failed to start and needs to be re-configured. See
Section “PCC-10 PC Card preferences” on page 77.

3. Enter values for the Subnet and Node, and press the Configure Channel... button
to open the LonWorks Plug’n Play control panel.
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Selecting the network interface application

4. First, select the PCC10L7 network interface application, as shown below.

LonWorks® Plug 'n Play

— Device Selected
LOMA j Tranzceiver... |

NI &pplication Diagrostics. . |
PCC10L7

Syztem Image Path

Ic:hlanwnrkshimages'&pcﬂ 0

¥ Automatic Fluzh Cancel

— General Settingz

I plink, Butfering IE _Ij
Select the numernc baze for all Lomtaforks ILEIN1 vI

Flug 'n Play devices:

Help Apply | Cancel | k.

ni_application ti

Fig. 5.5.3.2.-1 Selecting the correct NI Application

5. Check the Automatic Flush Cancel option as in Figure 5.5.3.2.-1 above.

6. Click Apply to apply the selections.

Selecting the type of the transceiver

7. Click the Transceiver... button to open the dialog shown below.
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TP-485/39
TP-485/78
TP-485/625
TP-485/1250
H| n
Tranzceiver type: Bit rate:

|singleEnded =] [1250Kb =

Cancel

LON1 Transceiver |
Transceiver

|: Cuztom
PL-30 2pply |

ol

Faw data - Layer 1 timing:
| 02-05-0C-0E-OF 5 Eytes

Fiaw data - #cvr params:
IEIIII-IZId-EIEI-.M-EIEI-EIEI-EIEI-EIEI-EIEI 9 Bytes

pcc 1O transcEiver it

Fig. 5.5.3.2.-2 Switching from the default transceiver setting to the Custom
transceiver

8. From the Transceiver list, select the Custom option.
9. Select Single Ended as the type of the transceiver.
10.Set the Bit rate to 1250 Kb.

11. For Raw data - Layer 1 timing, ensure that the following data ‘08-05-0C-0E-
OF’ is used.

12.For Raw data - Xcvr params, ensure that the following data ‘00-04-00-A4-00-
00-00-00-00" is used.

13.Click OK to save the configuration closing the Transceiver dialog. Next,
initialize the card to the configured state as explained below.

Initializing the node state to be configured

14.0n the LonWorks Plug’n Play control panel (see Figure 5.5.3.2.-1 above), click
the Diagnostics... button to open the Diagnostics dialog shown below.
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LON1 Diagnostics i |
k. I Test Caomm Service R estart | Reszet |
— Comments

LonWork=s® PCC10-PCLTA10-PCLTAZ0 Dewvice Driwver :J

Verzion: 2.01

Card Twvpe: PCC-110

Driver Status:
Humber of Free LTA Output Buffers-

Hon-Priority: 31, Priority: 15
Loaded Image Size: 16384
Interrupt Count: 17177572

[

Ready pocl0_reset fif

Fig. 5.5.3.2.-3 Some basic diagnostics information available indicating that the
device driver has been started and can be configured

15.Initialize the node state to configured by clicking Reset.
16. Verify the initialization by clicking Test. Observe that the Node State is reported
to be Configured as in the figure below.

LON1 Diagnoskics

2%

R ezet |

ok | [ Test |

— Mode State: Configured
Humber of Free LTA Output Buffers-—

Comm Service R estart |

=)

Hon-Priority: 31, Priority: 15
Loaded Image Size: 16384
Interrupt Count: 17180224

Hetwork Interface Hode Status

Hode State:
Ho=t recent error:
Fe=et Cau=e:

CRC Errors: [6E535]
TE Timeouts: [00000]
Lo=t (AFF) Hessages=: [o0000]
Miz=ed (HET) Me==sages=: [00000]

Conf igured
0
External

Feady

peel0_configured tif

Fig. 5.5.3.2.-4 Results of the Test function, the state is now configured

17.At this stage the card is ready for use. Click OK to close the dialog. Close also
the LonWorks Plug’n Play control panel by clicking OK on it and continue your
work with the System Configuration Tool.
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For additional information on configuring the PCC-10 device driver, you may want
to view the Windows Help shipped with the device driver package. See also Section
“PCC-10 PC Card preferences” on page 77.
To access the Help, open the operating system’s Control Panel and open the applet
titled LonWorks Plug’n Play, shown in Figure 5.5.3.2.-5.
Lomaforksz®
Flug 'n Play
Topen |
Create Sharkout
Fig. 5.5.3.2.-5 Starting the LonWorks Plug’n Play applet
Once the LonWorks Plug’n Play applet is running, click Help to view the Help for
the package.
5.5.4. PCLTA-20 Card configuration
5.5.4.1. Device driver installation

72

The installer for the PCLTA-20 Card device driver is started from the Setup
subfolder of the SMS 510 program folder. Close any programs you have running
(including SMS 510) and start the LonWorks PCC-10/PCLTA-20 Device Driver
installation application for the proper operating system.

The program, which you start, installs images and the driver
ﬂ (PNPLON.SYS) for the PCC-10, PCLTA-10 and PCLTA-20 cards.

Selecting the destination directory

By default, the destination directory is C\LONWORKS. If you decide to install to
another directory, you have to manually specify the directory path to the installed
system image later.

Selecting the numeric base for LonWorks devices

During the driver installation you will be prompted to supply the numeric base for
all the LonWorks Plug’n Play devices. To be compatible with SMS 510, please use
1 as the numeric base, so the first device name will be created as LON1, the second
as LON2 and so on.

After the driver installation, close SMS 510 prior to restarting the computer and
perform the initial configuration as explained below.
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PCLTA-20 initial configuration

After you have installed the PCLTA-20 card(s) and its device driver, and rebooted
the computer, you have to verify that correct settings are to be used. Configure also
the node state of each of the channels as configured. This means that the following
tasks have to be done:

* Ensure that the correct type of transceiver is used for each channel.
* Ensure that the correct type of the network interface application (NI Application)
is used for each channel.

* Initialize the card to the configured node state along with initial Subnet/Node
settings.

To configure:

1. Start SMS 510 and enter the LON page of the System Configuration Tool.

2. Ifnot selected, select the PCLTA-20 card as the type of the adapter. By this time,
the System Configuration Tool should have as many LON channels as there are
PCLTA-20 cards in computer. If there are not, most probably the operating
system has failed to provide the card with sufficient/suitable IRQ and I/O
resources. Try to free some resources and reboot the computer.

3. For each LON channel, enter values for the Subnet and Node, and press the
Configure Channel... button to open the LonWorks Plug’n Play control panel.

Selecting the device name

4. First, ensure that the selected device matches the device name of the channel
you selected in the System Configuration Tool (see Figure 5.5.4.2.-1 below).

Charnel A[LONT 1 127 LON1 El Transceiver... |
| |

Fig. 5.5.4.2.-1 Device name LONI is selected both in the System Configuration
Tool and in the LonWorks control panel

Device| Sul:unet| Mode | IVIDE“CEEHEQEEI

Selecting the network interface application

5. Select the PCC10L7 Application, as shown below.
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LonWorks® Plug ‘n Play
—Device Selected
LOM1 - Transcever... |
M| &pplication Diagnostics. . |

|Pcc1oL? =l
Syztem Image Path

Il::'\.Il:nnwnrks"-.images'xpclm 1]

v Automatic Flush Cancel

— General Settings

Uplirk. Buffering |5 =

I il
Select the numernc baze for all Lontworks ILEIN'I TI

Plug 'n Play devices:

Help Apply | Cancel

]9

peta20_ni_application tif

Fig. 5.5.4.2.-2 Selecting the correct NI Application

6. Check the Automatic Flush Cancel option as in the figure above.

7. Click Apply to apply the selections.

Selecting the type of the transceiver

8. Click the Transceiver... button to open the dialog shown below.
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TP-485/39
TP-48R/78
TP-485/625
— [ TP-485/1 250
iCuztom
Tranzceiver type: Bit rate:

|singleEnded =] [1250Kb =

Cancel

LON1 Transceiver |
Transceiver

|: Cuztom
PL-30 2pply |

Faw data - Layer 1 timing:

|01-04-00-00-00 5 Bytes

Fiaw data - #cvr params:
IEIIII-EIEI-EIEI-EI#-EIEI-EIEI-EIEI-EIEI-EIIZI 9 Bytes

poita20_trarEcerer tif

Fig. 5.5.4.2.-3 Switching from the default transceiver setting to the Custom
transceiver

9. From the Transceiver list, select the Custom option.
10. Select Single Ended as the type of the transceiver.
11. Set the Bit rate to 1250 Kb.

12.For Raw data - Layer 1 timing, ensure that the following data ‘01-04-00-00-00’
is used.

13.For Raw data - Xcvr params, ensure that the following data ‘00-00-00-04-00-
00-00-00-00’ is used.

14.Click OK to save the configuration closing the Transceiver dialog box. Next,
initialize the card to the configured state as explained below.

Initializing the node state to configured

15.0n the LonWorks Plug’n Play control panel (see Figure 5.5.4.2.-2 above), click
the Diagnostics... button to open the Diagnostics dialog shown below.
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LON1 Diagnostics |
2k, I Test Comm Service Fieztart | Fezet |
— Comments

LonWorks® PCC10-PCLTALO0-PCLTAZ0 Device Driver :J
Verszion: 2.01
Card Type: PCLTA-Z20
Driver Status:
Humnber of Free LTA COutput Buffers-—
Hon—-Frioritw: 31. Prioritw: 15
Loaded Image Size: 16384
Interrupt Count: 17179360

[

Feady pchta20_reset tif

Fig. 5.5.4.2.-4 Some basic diagnostics information available indicating that the
device driver has been started and can be configured

16. Initialize the node state to configured by clicking Reset.
17. Verify the initialization by clicking Test. Observe that the Node State is
reported to be Configured as in Figure 5.5.4.2.-5 below.

LON1 Diagnostics el

]9 | { } Coarnm Service Restart | Bezet |

—Mode State: Configured
Hunber of Free LTA Output Buffers- ;I
Hon—-Frioritw: 31. Prioritw: 15
Loaded Image Size: 16384
Interrupt Count: 17179360
—————— Hetwork Interface Hode Status —————
CRC Errors: [65535]
TE Timeouts: [ooooo]
Lozt (APP) Hessages: [oooooj]
Hiz=ed (HET) Me==ages: [ooooo]
Hode State: Configured
Ho=t recent error: ]
REezet Cause: External
Ready petta20_configured tif

Fig. 5.5.4.2.-5 Results of the Test function, the state is now configured

18. At this stage the card is ready for use. Click OK to close the dialog. Close also
the LonWorks Plug’n Play control panel by clicking OK on it and continue
your work with the System Configuration Tool.
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5.6.

5.6.1.

For additional information on configuring the PCLTA-20 device driver, you may
want to view the Windows Help shipped with the device driver package.

To access Help, open the operating system’s Control Panel and the applet titled
LonWorks Plug’n Play (shown in Figure 5.5.4.2.-6).

[
1]
A

F'iug 'n Pla

Topen |

Create Sharkcut

Fig. 5.5.4.2.-6 Starting the LonWorks Plug 'n Play applet

Troubleshooting LON

PCC-10 PC Card preferences

It may be necessary to configure the preferences of the PCC-10 card’s device driver,
if you are unable to configure the card to the configured state. In such a case, open
the Preferences page of the LonWorks Plug’n Play control panel and try another IRQ
and/or I/O range setting for the card (see Figure 5.6.1.-1 below). You can modify the
current settings by means of the up/down buttons on the dialog (see the cursor in the
figure).
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5.6.2.
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Preferences |

PCLTAAD PECI0 | PoiTa-20 |

—Select the | /0 range far the PCC-10

- =
0120 - 0123 =

—Select the IRQ far the PCC-10

Device Hame Baze

Select the numeric base for all ILEIN1 'I
Laonitfarkz Plug 'n Play devices.

| k. I Cancel |

poc] O-preferences. b

Fig. 5.6.1.-1 PCC-10 preferences

The default IRQ setting is automatic. However, on Windows it may happen that the
automatic IRQ assignment results in a non-working configuration even if the
assigned IRQ appears to be free for use. You can use e.g. the operating system’s
diagnostics application (WINMSD.EXE) to determine the IRQs that are free and try
to manually set a new IRQ for the PCC-10 card. In the figure above, IRQ 9 has been
set for the card. The new setting will take effect on the next computer reboot.

LON channel configuration failure

Figure 5.6.2.-1 shows the error message, which may appear upon pressing the
Configure Channel... button in computers having the Lon Network Tool (LNT 505)
installed. In this case, dismiss the message by clicking OK. Do the corrective
measures explained in Section “Recovering from failure to configure PCLTA Card
channels” on page 79 and retry the channel configuration.



1MRS751265-MEN SMS 510

Installation and Commissioning Manual

System Configuration Ed |

An ermar haz occured during chanaging address aof
PCLTA-card. Mew addresz information iz nat transfemed

completely to PCLT A-card.

0K,
pelta_addr_err.tif
Fig. 5.6.2.-1  Failure in card initialization
5.6.3. Recovering from failure to configure PCLTA Card channels

This section provides instructions to fix a situation where the usage of the Lon
Network Tool (LNT 505) has prevented the channel configuration in SMS 510.

Both LNT 505 and SMS 510 use a common file NETTOOLS.INI. This file is
located in the Windows directory of the computer, e.g. C:\WINNT. If you cannot
find it there, then you have to reinstall the SMS 510 Base System in order to get a
working copy of the file.

LNT 505 may modify the values of the following NETTOOLS.INI keys, so that they
cannot be read by the SMS 510 kernel:

* FTR
« LOOKUP
* OFFLINE

These keys can be found under the section STATUS (see Figure 5.6.3.-1).
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File Edit 5Search Help

DEVICE=LONEO -]
SUENETO=5

HNODED=118

AUTHO=FF FF FF FF FF FF
DOMAIN1=

AUTH1=FF FF FF FF FF FF
SUENET1=0

HNODE1=0

[NETAGENT]

LOGCTRL=255

MM AUTH=0

VERSION=1.3.6
DIR=D:%3M3510% Tool'Nethgent
[LON]

MM_AUTH=0

DEF_TIMERS=33 03

MM TIMERS=63 06

SPEED=

FREQ=

[TOOLS]

LNT=d:" lnt505
LNTVERS=1.0.1d

AUTHO=FF FF FF FF FF
SPEED=

FREQ=

Fig. 5.6.3.-1  An example of the file NETTOOLS.INI. As the selection indicates,
lengthy data has been written for the critical keys.

The solution for the problem is to empty the values of the addressed keys, which is
a safe operation to do.
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To empty the values:

1. Preferably, exit LNT 505 if it is running.

2. Open the file NETTOOLS.INI in any ASCII editor, for example Notepad
(NOTEPAD.EXE).

3. Under the section STATUS, empty the values of the keys FTR, LOOKUP and
OFFLINE as illustrated in Figure 5.6.3.-2 below.

File Edt Search Help

DEVICE=LOMEO =]
SUENETO=5

HODEOD=118

AUTHO=FF FF FF FF FF FF
DOMAIN1=

AUTH1=FF FF FF FF FF FF
SUENET1=0

HODE1=0

[NETAGENT]

LOGCTRL=255

MM AUTH=O

VERSION=1.3.6
DIR=D:%3M3510% ToolyNetligent
[ LON]

MM AUTH=O

DEF_TIMERS=33 03

MM TIMERS=63 06

SPEED=

FREC=

[ TOOLS]

LNT=d:" 1nt505
LNTVERS=1.0.1d

[STATUS]

LiOoETR=

fined nettools ini tif *l =

Fig. 5.6.3.-2  An example of the file NETTOOLS.INI. As the selection indicates,
the values have been removed.

4. Save changes to the file and close the editor.
5. Retry the channel configuration of the PCLTA card.
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5.7.

5.71.

5.7.2.

5.7.3.

82

CAP2/316 - Distributed COM identity

Overview

The CAP2/316 tool needs to be configured under Distributed COM (DCOM) to run
in the context of the MicroSCADA user account.

When to apply the DCOM identity
The DCOM identity has to be configured when:

* You have installed the option REB 500 / RE.x16 Support.

* You have changed the password of the MicroSCADA user account on the
computer.

* You have renamed a computer, on which this DCOM identity has already been
configured.

DCOM identity configuration

The identity configuration is done by means of the Distributed COM Configuration
Properties dialog (DCOMCNFG.EXE), which is part of the operating system
installation.

To configure the identity:

1. Choose Run from the operating system’s Start menu.

2. Type ‘DCOMCNFG.EXE’ in the Run dialog and click OK. This opens the
Distributed COM Configuration Properties dialog shown in Figure 5.7.3.-1.
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SMS 510

Distributed COM Configuration Properties

Applications | Default Properties | Default Secunty | Default F'rl:utl:nccnlsl

Applications:

Paint Shop Pro Image

Paintbruzh

PCLIOutFroc

PSMASMS Communication Stream for SPA/RER device running 5P p
RE_1E

Remote Debug kanager forJava

Remote Storage Recall Hotification Clent

R exPros

Selectar Application

SEMS Logon Events

SEMNS Metwork Events

SEMS OnMow Events

SEMS Subzcriber for EwentSystem EventObjectChange events
SetuplogServices Class

Snhapzhat File

Sound Recorder

The Main wizard class far the canflict resalver

TInESwr

Broperties... |

-

Lo

k. I Cancel Amply

deom_apps tif

Fig. 5.7.3.-1  The list of registered DCOM applications

3. Browse for the application titled ScilComApp, as in the above dialog, and click

the Properties... button.

4. On the opening dialog, click the Identity tab and select the option This user:.
5. Asin Figure 5.7.3.-2, type in MicroSCADA as the User. Type in the same
password as is used for the MicroSCADA user account on your computer.
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scilComApp Properties 7] x|

Generall Ll:u:aticunl Security  Identity | Endpuintsl

Wwhich user account do you want to uze to run this application’?

" The interactive user

" The launching user

' This user:
Ilzer MicraS Cals, &l
EaSSWDfd: HRRRHRRRHHH

HHMEMMMNREM

Confirm Paszword:

£ The System Sccount [zemvices anly)

k. I Cancel | Apply |

Fig. 5.7.3.-2  MicroSCADA user account as the identity for the application

deom_id tif

6. Click OK to return to the previous dialog.
7. Click OK to close also the Distributed COM Configuration Properties dialog.

The identity configuration will take effect the next time you start SMS 510.

The following DCOM settings for the ScilComApp object are set by the SMS 510
installation. See Figure 5.7.3.-3 - Figure 5.7.3.-6.
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scilComApp Properties 7] x|

General |L|:u:ati|:|n| Securityl Identityl Endpuintsl

— eneral properties of thiz DCOM application
Application name: ScilComépp

Application ype: local server
Authentication Level

Local path: C:ASMS510NproghexechSCILCO ™1 . EXE

k. I Cancel Apply

Fig. 5.7.3.-3  The General page of ScilComApp Properties

dcom_general tif
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scilComApp Properties 7] x|

General Location | Securityl Identityl Endpuintsl

The following zettings allow DCOM ta locate the correct compter for this
application. [ you make more than one selection, then DCOM uses the first
applicable one. Client applications may overnde pour selections.

[T Fun application an the computer where the data is located

v Bun application on this computer

™ Fun application on the following computer:

I Browse... |

k. I Cancel Apply

Fig. 5.7.3.-4  The Location page of ScilComApp Properties

decom_location tif
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ScilComApp Properties

Generall Location  Security I Identityl Endpuintsl

' se default access permissions

— 17 Use custom access pemmissions
You may edit who can access this application.
Edit...
£+ se default launch permissions
7 Use custom launch permiszions
ou may edit who can launch thiz application.
Edit. .

" Use default configuration permissions

£+ |se custom configuration permissions

You may edit whao can change the configuration information for this
application,

Edi. |

] I Cancel Apply
decom_security tif | |

Fig. 5.7.3.-5

The Security page of ScilComApp Properties
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5.8.

5.8.1.
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scilComApp Properties 7] x|

Generall Ll:u:aticunl Securityl |dentity Endpoints |

DCOM Protocaolz and endpoints:;

Add Bemoyve Eroperties,.. Elear

Drezcription

The =t of protocolz and endpaointz available for uze by clients of thiz
DCOM zerver. The system defaults entry indicates that the default zet
af DCOK pratocols and endpaintz for the maching will be wuzed.

k. I Cancel Amply

Fig. 5.7.3.-6  The Endpoints page of ScilComApp Properties

dcom_endpoints tif

RAS/Modem installation on Windows NT

This section describes the installation of Remote Access Service (RAS) and the
installation of modem(s) in Windows NT.

Overview

RAS service is not installed automatically in the express installation of Windows
NT. It must be installed afterwards, both in the server and in the client computer to
enable Remote connections between SMS 510/other systems. The server is
configured to accept incoming calls, while the client is configured to make outgoing
calls.

The installation procedure comprises the following steps, which will be detailed
below:

¢ Installing modems to both of the involved computers

* Installing RAS in both of the involved computers

* Installing MS Loopback Adapter driver (in the RAS server computers only)

» Configuring start-up of Remote Access Server on the RAS server



1MRS751265-MEN SMS 510

Installation and Commissioning Manual

* Configuring dial-in permissions (in the RAS server computers only)
* Preparing for dial-up from the client computer

5.8.2. Installing modems

To install a modem:

1. Double-click the icons My Computer and Control Panel. From Control Panel

double-click the Modems icon to bring up the Install New Modem Wizard (see
Figure 5.8.2.-1).

Install Hew Modem

“indowes MT will now try bo detect your modem. Before
continuing, you should:

1. If the modem iz attached to your
computer, make sure it is turned on.

2. Quit any programs that may be uzing the
rnodern.

Click Mest whern pou are ready to continue.

I ;_Qn:nn't detect my madem; | will zelect it fram a list;

< Back I MNest > I Cancel

ihz_modem] . if

Fig. 5.8.2.-1  Installing a new modem in Windows NT

2. You can either use automatic modem detection or enter the RAS communication
media manually.

* If you use automatic modem detection, select Next> and follow the instructions
on the screen.

* In case you do not wish to use automatic modem detection, the following

dialogs will be shown (see Figure 5.8.2.-2 and Figure 5.8.2.-3). Select the type
of modem.
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Install New Modem |

@} Click the manufacturer and model of your moderm. [F pour modem iz nat listed,
P

ar if you have an installation digk, click Have Dizk.

M anufacturers: bodelz
FTD Spstems :I Rl T ech Systems MTEE000D5WD

Mulogic bl T ech Spstems M TEOE00ED
FUILT ech [Ger] Ey FLUINT ech Suztemns kA TR0
FUILT ech Systems

FultT ech Systems .
hIET hd
A | | 3

Have Disk... |

< Back I Hest = I Cancel |

Fig. 5.8.2.-2  Selecting the modem manually in Windows NT

ins_modemz2 tif

The installation program searches for the type of the connected modem in the
MODEMLINF file, in the directory \WINNT\SYSTEM32\RAS. An error message
will be produced, if the modem type is not found.

Check that the modem types you are using are mentioned in the MODEM.INF file.
If not, add the required code to the file. The code might be provided on a diskette
delivered with the modem.

3. Click Next> to select the serial ports for the modem.
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SMS 510

Install Hew Modem |

Y'ou have selected the following rmodem:
IMuItiTech Syztems MTOEOLZDEN

On which parts da pau want ta install it
Al ports

= Selected ports

Car1

< Back I Mest > I Cancel |

ins_modern3 tif

Fig. 5.8.2.-3  Selecting the communication port manually in Windows NT

4. The modem installation completes with the following dialog (see Figure 5.8.2.-

4). To finish the installation, click Finish>.

Inztall Hew Modem Ed

Your modem hazs been set up succezsfully,

|f you want ta change these settings, double-click
the Modemsz icon in Cantral Panel, select thiz
modem, and click Propertiez.

¢ Bachk [Earze]

ing_modem_dane.

Fig. 5.8.2.-4  Modem installation is ready in Windows NT
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5.8.3. Installing Remote Access Service

RAS must be installed both in the client and server computers. A step-by-step
description of the RAS installation is shown below. The configuration differences
between the server and the client computers are pointed out. Refer also to the
applicable operating system documentation, if necessary.

1. Double-click the icons My Computer and Control Panel. Double-click the
Network icon from the Control Panel to bring up the Network tool.

2. Select the Services page and click Add to open up the Select Network Service
dialog (see Figure 5.8.3.-1).

Select Hetwork Service EH |

Click the Hetwork Service that you want to install, then click OF. |
yau have an installation dizk far this compaonent, click Hawve Disk.
.

Hetwork Service:

=
RIP for Internet Protocol

RPC Configuration J
RPC zupport for B arpan
SAP Agent

[ =g ;I
Hawe Digk... |

ak. | Cancel |

ze|_net_swvo tif

Fig. 5.8.3.-1  The list of network services

3. Select Remote Access Service and click OK.
4. Select the installation media, e.g. E:\Setups\[386\ (see Figure 5.8.3.-2 below).

Windows MT Setup

I
[@ Setup needs to copy some Windows MT files.

Setup will laak Far the files ik the location zpecified belaw,
If your want Setup to look in a different place, type the
new location. When the location iz corect, chick
Continue.

Cancel

|E:\SetupshI 366Y
MT_szetupd tif

Fig. 5.8.3.-2  Selecting the installation media. Here RAS will be installed from a
directory on a local hard disk drive
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5. Click Continue to start file copying starts. When it is ready, you are asked the
following question if your computer does not contain any modems (see
Figure 5.8.3.-3)

Remote Access Setup

@ There are no R4S capable devices to &dd. Do youw want BAS zetup to invoke the b odem installer to enable pou to add a
rnodern’?

raz_invoke_modem. ki

Fig. 5.8.3.-3  Question related to RAS setup

6. Make sure that the modem is connected to the desired COM port, and click Yes.
This initiates the modem installation procedure explained above.

7. Click OK to use the selected modem for the RAS connection. To install
additional modems, click Install Modem.. ., eventually you will return to this
dialog (see Figure 5.8.3.-4).

Add BAS Device

R4S Capable Devices: ]

COMZ - MultiT ech z MTEEOOED

Cancel
Help
[nztall Modem...

Inztall =25 Pad...

40ddd]

ras_add_dey tif

Fig. 5.8.3.-4  Selecting the RAS device
8. Select the appropriate device and click Configure (see Figure 5.8.3.-5).

Hemote Access Setup

Part Device Type

M TEEO0. .. Continue

t odemn [unirmoder]
Cancel

Hetwork...

Help

dudl}

Add... Bemowve Configure... Clone |

raz_=etup tif

Fig. 5.8.3.-5  Remote Access Setup dialog
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9. Be sure to select the option Dial out and Receive calls in the server computer
Note! The Receive calls option only will not work properly on the server

computer. Select Dial out only in the client computer and click OK (see
Figure 5.8.3.-6).

Configure Port Usage |
Part: COp2
Device:  MuliTech Spstems MTEE00DEN

Cancel |
Part Lzage
Help
" Dial out anly 4'

" Receive callz only
(o Dial out and Receive calls

cfy_port_usage tif

Fig. 5.8.3.-6  Configuring Port Usage

10.Click Network (see Figure 5.8.3.-5).
11.Select the TCP/IP protocol and click Configure (see Figure 5.8.3.-7).

Metwork Configuration
— Dial out Pratocaols:
el ;
Er ; I:anl:el
¥ TCPAP —l
P Heb |

— Server Settings:

Allowe remate clientz rinning:

™ HelBEUI [Emmfigure..
¥ TCEAP Canfigure. ..

[P Eantgure.,

il

Encryption zettings:
= Allow any authentication including clear text
" Require enciypted authentication

' Require Microsoft encypted authentication

[ Fequire data encivption \

srv_net_cfg tif

Fig. 5.8.3.-7  Network Configuration dialog
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5.8.4.

RAS Server TCP/IP Configuration

Allove remate TCPAP clients o access: 0

™ Ertire network

Cancel

.............................................

0!
=
w“
{l]
]
3
=
ful
o]
]
=
\— \— X

Help

" Use DHCP to aszign remote TCPAP client addresses

& Use static addiess pool:

Begin: |192_1EE. 0.2 Emd [192.162. 0 . 2

Excluded ranges

Fram: |

To |

Add = | < Remove

[ Allow remaote clients to request a predetermined |P address

grv_TCPIP_cfo.kif

Fig. 5.8.3.-8  Entering TCP/IP addresses in the server computer

12.Configure as shown in Figure 5.8.3.-8. Define a range of at least two [P
addresses; RAS assigns one IP for both ends of the RAS connection. Do not
include the IP for the Loopback adapter in this range.

13.Click OK and Continue.

14.1f you are operating on a computer which will act as a RAS server, install the
MS Loopback Adapter driver (see the instructions below). Otherwise, you can
exit the Network control panel application and restart the computer for the new
configuration to take effect.

Installing MS Loopback Adapter driver

On the RAS server computers, installation of MS Loopback Adapter driver is
required. This driver is a part of the operating system delivery.

To install the driver:

1. Double-click the icons My Computer and Control Panel. Double-click the
Network icon from the Control Panel to bring up the Network tool.

2. Select the Adapters page and click Add to open up the Select Network Adapter
dialog (see Figure 5.8.4.-1). Select the MS Loopback Adapter from the list.
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Select Metwork Adapter

Click the Metwork Adapter that matches pour hardware, and then
EH%J click OF. [f you have an inztallation digk for this component, click
o Hawe Digk.

Hetwork Adapter:

B8 1 adge Smart 1624 PCI Ringnode and B2
B8 t1adge Smart 1644 PCI Ringrnode BM

ER Microdyne ME10/100 PC Adapter

BB MicroG ate SyncLink Intemet &dapter

M5 Loopback Adapter

BEE D Crael ARl ACH T aliman Dien A b

5

|

hd

Hawe Dizk... |
()4 | Cancel |

zel_net_adapter.tif

Fig. 5.8.4.-1  MS Loopback Adapter driver selected

3. Click OK. On the following dialog, accept the default value '802.3' by clicking
OK (see Figure 5.8.4.-2).

M5 Loopback Adapter Card Setup E2

Frame Type: a02.3 i Cancel
Help

loopback_frame.tif

Fig. 5.8.4.-2  Specifying the frame type for the driver

4. Next, specify the location of your operating system distribution files on the
opening dialog (see Figure 5.8.4.-3).

Windows NT Setup E2

\ﬁ Setup needs to copy zome Windows MT files.
Setup will ook, for the files in the location zpecified below,

If you want Setup to look in a different place, type the L
new location. When the location iz corect, click
Continue.

|E:\S etupshI 386Y

MT_zetupl tif

Fig. 5.8.4.-3  Specify the location of the operating system distribution files
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5. Click Continue to install the software. Upon completion, you will return to the
Network dialog. Make note that the MS Loopback Adapter has appeared to the
list of installed adapters.

6. Next, switch to the Protocols page, select TCP/IP Protocol as in Figure 5.8.4.-4.

Metwork B |

net_topiptif
Identificatiunl Services Protocols |.ﬁ.dapters| Bindingz

Hetwark, Protocals:

W NetBEUI Pratocol
T WwLink IP/5P% Compatible Transport
W NwLink NetBIOS

Add... Bemove Properties... [Jpdate

— Dezcription:

Tranzport Contral Protocol/ nternet Protocal. The default wide
area netwark protocal that provides communication across
diverse interconnected netwarkz.

Cloze I [ranze]

Fig. 5.8.4.-4  Selecting the TCP/IP protocol

7. To specify the TCP/IP address for the MS Loopback Adapter, click Properties
and select MS Loopback Adapter on the opening dialog as shown in
Figure 5.8.4.-5.
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Microzoft TCP/IP Properties EHE |

net_loopback_ip.tif
IP Address | DNS | WINS Address | Routing |

A P addrezs can be automatically azsigned to this network card
by a OHCP zerver. |f wour netwark, does not hawve a DHCP zerver,
azk your netwark. adminiztrator for an addresz, and then bope it in
the space below,

Adapter:
| (31 M5 Loopback Adapter =l

¢~ Obtain an IF address from a DHCP zerver

— ' Specify an P address

|F Address: |1E|2_1EE. 0.1

Subriet Mask: | 2FR 255 2R . O

Default Gateway: |

Advanced... |
0k, I Cancel | a1 |

Fig. 5.8.4.-5  Ready to specify the adapter's IP address

8. Set the [P Address to ‘192.168.0.1° (see the note below for details) and the
Subnet Mask to ’255.255.255.0°. The Default Gateway can be left empty.

9. Click OK and close the Network dialog by clicking Close to finish the
installation. The binding information will be updated, when the dialog box
closes. The settings will take effect the next time you start the computer.

5.8.5. Considerations when specifying IP addresses

If you want a fast and trouble free installation, follow the above examples to the
letter (the above described settings are from a working configuration and can be
applied as such).

The IP addresses used in this manual are examples (they are part of reserved IP-
ranges or nets that are reserved for private use). It is thus safe to use them anywhere,
provided that the same IP addresses are not used for other purposes in the local
network. Discuss with someone knowledgeable in TCP/IP networking, if you are not
familiar with it yourself. It may/will save you much grief and frustration.
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5.8.6.

Configuring start-up of Remote Access Server service

In a RAS server computer, the Remote Access Server service should be configured
to start up automatically when the operating system starts. Otherwise, this service
has to be manually started to enable RAS client computers to dial-in the server

computer.

all the COM port(s) that have been configured to accept incoming

ﬂ When configured to start-up automatically, the RAS server reserves

calls. This must be kept in mind, when configuring the serial port
communications of the SMS 510 projects to avoid overlapping COM
port usage in RAS and SMS 510. If overlapping settings have been
specified when turned on, the SMS 510 System Self Supervision
will indicate the COM port(s) that are inaccessible.

To configure:

1. Double-click the icon My Computer and Control Panel. Double-click the

Services icon from the Control panel.

2. Select Remote Access Server and click Startup (see Figure 5.8.6.-1). This
procedure opens the next dialog (see Figure 5.8.6.-2).

Cloze

Services
Service Status Startup
Metwork, Azsociates Management Agent Started Akamatic ;I
Metwork DDE b arsal
MWetwaork DDE DSDM b anuial
MT Lk Security Support Provider b anuial
Plug and Play Started Akamatic
Protected Storage Started Akamatic
Remote Access Autodial MM anager Started Akamatic
Remote Access Connection b anager Started bd anuial

Remote Ao Brver

Remate Pracedure Call [RPC) Locatar

Startup Parameters:

b anuial
b anwal

Start |
Slom |

J Eauze
[Eantinue |

Hw! Profiles. ..

Help |
A

Fig. 5.8.6.-1  The Windows NT window for managing services
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5.8.7.

5.8.8.

100

Service |

Service: Remote Access Semver

— Startup Type
; . ] I
Cancel |

Help |

i~ Dizabled

— Log On Az
% System Account

[T Allow Service to Interact with Deskiop

™ Thiz Account; I J

Bazsword: |

[Emmfinm I
Fazsward

raz_svie_cfg tif

Fig. 5.8.6.-2  Selecting automatic startup

3. Select Automatic startup.
4. Click OK.

Verifying Remote Access Server service

The operating system provides the Remote Access Admin tool (RASADMIN.EXE),
which can be useful in diagnosing the RAS installation and the connections. Under
Windows NT 4.0, this tool is started from the 'Start Menu/Programs/Administrative
Tools' menu.

: Femote Accesz Admin on WFIMIT-RVS-W0378 M= B

Semver Users Yiew Options  Help raz_admir. tif

Parts I se

Semver Conditiarn Tuatal Portz

Rurining

Fig. 5.8.7.-1  Viewing the status of the Remote Access Server service on a server
computer

For more information, please refer to the Help shipped with the tool.

Configuring dial-in permissions in the RAS server computer

The RAS client computer dials the server in the security context of the
MicroSCADA user account. This means that the account must be granted the
permissions to dial-in the RAS server computer.
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To grant the permissions:

1. Open the operating system's User Manager application. On Windows NT 4.0 it
can be found under Start Menu/Programs/Administrative Tools menu.

2. Select the MicroSCADA user account (see Figure 5.8.8.-1).

i User Manager M=l

User Policies Option: Help hk_uzer_rngr. bif
Username Full Name Description

€ Administratar Built-in accou |
€ Guest Built-in accat
€ IUSR_FIMIT-RYSAW0378 Internet Guest Account Internet Sera
e AR FIMIT-ENS-4W0378 Web Application Managetintermet Sera

wAlcroSCAalAs, wAlcro S Cas, o not chandgs
.i!_r1|r C kdicr C Cia not ch r|
Groups Description
Administrators tembers can fully administer the compia ]|
Backup Operatars tembers can bypass file security to ba
Guests Users granted gquest access to the com —
bE_Ghost
bSBuilder -

Fig. 5.8.8.-1  The User Manager application

3. From the User menu, choose Properties and on the opening dialog, click Dialin
to open the Dialin Information dialog shown below (see Figure 5.8.8.-2).

Dialin Information

Dzer:  MicroSCADS [MicroSCalih) 0

Cancel

dild].

v Grant dialin permission to use Help

Call Back

+ Mo Call Back

" Set By Caller

" Preset To: |

mzcada_dialin_perm. kit

Fig. 5.8.8.-2  Dialin information for the MicroSCADA user account

4. Mark the check box 'Grant dialin permission to user' and click No Call Back. If
you wish to apply a more secure Call Back configuration, refer to the operating
system help.

5. Click OK twice and close the User Manager by selecting Exit from the File
menu.
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5.9. RAS/Modem installation on Windows 2000

The server is configured to accept incoming calls, while the client is configured to
make outgoing calls.

Overview:
The installation procedure comprises the following steps:

* Installing modems to both of the involved computers

* Creating an incoming connection to server computers

* Installing MS Loopback Adapter driver in server computer
* Preparing for dial-up from the client computer

* Configuring MS Loopback Adapter

To install a modem on Windows 2000:

1. Open the Phone and Modem Control in the Control Panel.

2. (Optional) If you are prompted for location information, enter the dialing
information for your location and click OK.

3. On the Modems tab, click Add (see Figure 5.9.-1).

4. Follow the instructions in the Install New Modem Wizard.
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Phone And Mode e |
Dialing Fules  Modems |.-’-'u:|vanced|
The following modems are installed:
b odem | Aittached To |

Add/Remove Hardware Wizard

Install New Modem
Do pou want Windows to detect your modem?

Yfindows will o by to detect your modem.  Before
continuing, you zhould:

1. If the maodem i attached to pour
computer, make sure it is turned on.

2. Quit any programs that may be using
the: rmodern.

Click Mext when pou are ready to continue.

[ Don't detect my madem; | will zelect it fram a list,

< Back I Mext > I Cancel

Fig. 5.9.-1 Installing a new modem in Windows 2000

ins_modem_w2k_1 tif

5. You can either use automatic modem detection or enter the incoming
communication media manually.

* If you use automatic modem detection, select Next> and follow the instructions
on the screen.

* In case you do not wish to use automatic modem detection, the following dialogs
will be shown (see Figure 5.9.-2 and Figure 5.9.-3). Select the type of modem.
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Add /Remove Hardware Wizard

Inztall New Modem

Select the manufacturer and model of wour moderm. IF yaur madem iz nok lizted, ar if pou
hawve an installation dizk, click Hawve Dizk.

bl anufacturers: b odels:
Muotorola ;I MultiTech 56K, Data Fax Voice Modem MT5E000 5D ;I
M otorola International MultTech 56K, Data Fax Yoice Modem MTEE00EDE
MTD Spztemns i Multitech MT1432BG
b ulogic Multitech MT1432M0G
MultiTech Spstems | | MultiTech MT 28347F
:' 'I' = | LI—I PultiTech MTBEOLE D j

Hawe Digk... |

< Back I M et > I Cancel |

ins_mocdem_w2k_2 tif

Fig. 5.9.-2  Selecting the modem manually in Windows 2000

The installation program searches for the type of the connected modem in the
MODEM.INF file. An error message will be produced, if the modem type is not
found.

Check that the modem types you are using are mentioned in the MODEM.INF file.
If not, add the required code to the file. The code might be provided on a diskette
delivered with the modem.

6. Click Next> to select the serial ports for the modem.
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Add/Remove Hardware Wizard

Inztall New Modem
Select the port[z] you want ko install the modem an.

You have zelected the fallowing maderm:
IMuItiTech MTEE00ZD=

On which ports do pou want to install it?

i Al porte
%" Selected ports

CCOMI

¢ Back I Mewt » I Cancel |
ins_modem_w2k_3 tif

Fig. 5.9.-3  Selecting the communication port manually in Windows 2000

7. The modem installation completes with the following dialog (see Figure 5.9.-4).
To end the installation, click Finish>.
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Add/Removye Hardware Wizard

Install Hew Modem
kadem installation iz finished

'our modem has been set up successfully.

[F you want b change these settings, double-click the
Phone and kModem Options icon in Control Panel, click the
kadems tab, zelect this moderm, and then click Properties.

¢ Back

Canzel |

ins_modem_w2k_4 tif

Fig. 5.9.-4 Modem installation is ready in Windows 2000

Incoming connections:

By creating an incoming connection, a computer running Windows 2000
Professional or stand-alone Windows 2000 Server can act as a remote access server.

To make an incoming network connection:

1. Open the Control Panel and choose Network and Dial-Up Connections (see
Figure 5.9.-5).

2. Double-click Make New Connection and click Next (see Figure 5.9.-6).

3. Click Accept incoming connections and click Next. Then follow the instructions

in the Network Connection Wizard. The following dialogs will be shown (see
Figure 5.9.-7 - Figure 5.9.-11)
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%.ﬁ.dd,l'l:temwe Hardware .ﬁ.dd,l'Remc-ve Programs [ Adminiskrative Toals
W Ciisplasy ﬂEasy Access Buttons ﬁFDHEF Options
%Game Controllers @Internet Cptions &Java Plug-in 1.3.1_01
ﬁk{eybnard gLDnWDrks@l Plag 'n Play K-\', Mouse

Phione and Modem Options ?L%F‘Dwer Cpions Printers

@Regiunal Ciptions aﬁcanners and Cameras acheduled Tasks

¢} Sounds and Multimedia L system &5 Users and Passwords

control_panel w2k tif

Fig. 5.9.-5 The Control Panel in Windows 2000

] Fle Edt VWew Favorites Took Advanced Hedp

| wBack ~ = - 3] | Qsearch [GFoders (Hrstory | U5 B2 X = | EE-

' Address I Metwork and Dial-up Connections

-l e

NEtWﬂl'k a“_d C MNetwork Connection Wizard
up Connection

Metwork Connection Type

Make New Connection 'ou can chooze the Wpe of netwark, cormaction wou waril o create, based on
your network configuration and vour networking needs.

d = Mame / | Tvpe I Stakus
(I B Make New Connection
local Area Connection LAR Enabled

The Mebwork, Connection v
helps you create a new oo
so kthat vour computer car fall:T 5
access to other computers Dial-up to private network

retworks, Connect uzng my phane line [rmodanm or ISDN].

" Dial-up to the Internet
Connect to the Intemet using my phons line modem of [SDM],

" Connect o a private network through the Internet

1 abject(s) selectad

* Accept incoming connections

" Connect directly to another computer
Cannect ugng my sedal, parallel, or infrared port,

Create a'iual Private Network [WVPN] connection or Tunnel' thraugh the [rermet,

Let athes computers connect to mine By phane line, the Intetnet, or direct cable.

< Back I et > I

Cancel

accept_inc_conntif

Fig. 5.9.-6 Choosing the network connection type in Windows 2000
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Metwork Connection YWizard

Devices for Incoming Connections
“'ou can chooze the devices your computer uses to accept incoming connections,

Select the check box next to each device you want ko use for incoming connectiong.

Connection devices:

# Direct Parallel [LPT1)

Properties |
< Back I Mext = I Cancel |

Fig. 5.9.-7 Choosing devices for incoming connections in Windows 2000

Metwork Connection Yizard

Incoming Yirtual Private Connection
Aniother computer can create a wirtual private connection to pour computer

through the Intemet or another public network.,

sel_device w2k tif

Yirtual private connections to your computer through the Intemet are pogsible only if
wour computer haz a known name or IF addrezz on the Internet.

Choose whether to allow witual private connechions:

{= llow virtual private connectians

" Do not allow vitual private connections

< Back I Mest = I Cancel

virtual _connection_wzk Lif

Fig. 5.9.-8 Allowing virtual private connections in Windows 2000
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Metwork Connection Wizard

Allowed Uszers
“'ou can gpecify which users can connect to this computer.

Select the check box nest to the name of each uger you want to allow to connect to
thiz computer. Mate that ather factars, such az a dizabled user account, may affect a
uzer'z ability to connect.

|Jzerz allowed to connect;

|:| ﬁ Guest

€ MicroSCaDa MicroSCADA)
£ test [test]
Add.. | Delete Froperties |

¢ Back I et = I Cancel

Fig. 5.9.-9 Specifying allowed users to be connected to your computer

allowed_users_w2k tif

Metwork Connection Wizard

Hetworking Components
Metworking components enable this computer o accept connections fram ather

kinds of computers.

Select the check box nest to the name of each networking component you want o
enable far incoming connections.

Metworking compaornents;

Client for Microsoft Wetwarks LI

[nstall... [drinztall Properties |

Drescription:

Transmizzion Control Protocol/nternet Protocol. The default wide area network, protocol
that provides communication across diverse interconnected networks.

< Back I M et I Cancel

Fig. 5.9.-10 Selecting networking components

netwrk_comp_w2k tif
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Metwork Connection Wizard

Hetworking Components
Metwarking companents enable thiz computer to accept connections fram ather

kinds of complters.

Select the check box next to the name of each netwaorking cormponent you want ko
enable far incoming connections.

Metworking components:;

T Inkernet Pratocal [TCRAR)
@ File and Printer 5
Clignt for Microzc

Incoming TCP/IP Properties 7] x|

—Metwork access |

[T Allow callers to access my local area network

D ezcription;
Tranzmizzion Cantrol Pral - TEFAP address assignment

Ml aruiEies TomTTise £ Azsign TCPAP addresses automatically uzing DHCP

£+ Speciy TCPAP addreszes

Franir | 192 188 . 0 . 2
Tor | 192 168 . 0 . 3
Tatal: |2

[ Allow calling computer to specify its own P address

k. I Cancel

TCPAP_prop w2k tif

Fig. 5.9.-11 Specifying incoming TCP/IP properties

To install the Microsoft Loopback Adapter in Microsoft Windows 2000:

1. Open the Control Panel, choose Add/Remove Hardware, and then choose Next.

2. Choose Add/Troubleshoot a device, and then choose Next.

3. From the Devices list, select Add a new device, and then choose Next (see
Figure 5.9.-12).

4. Choose “No, I want to select the hardware from a list”, and then choose Next.

5. From the Hardware types list, select Network adapters, and then choose Next
(see Figure 5.9.-13).

6. From the Manufacturers list, select Microsoft.

7. From the Network Adapter list, select Microsoft Loopback Adapter, and then
choose Next (see Figure 5.9.-14).

8. Choose Next, and then choose Finish.
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Add/Remove Hardware Wizard

Chooze a Hardware Device
Which hardware device do yvou want to troubleshoot?

The fallowing hardware iz already inztalled on your computer. |f yow are having problems
with one of these devices, select the device, and then click Mext.

IF wour are attempting to add a device and it iz fot shown below, zelect Add a new
device, and then click Mest.

Devices | -

&dd a new device
@ Default Manitor
= Floppy dizk drive
='W axtor S0E400 4
ST 302324
ISAPMP Rlead Data Port
[ F| 5o 45 G aria Sumer =l

¢ Back I et » I Cancel |
choose_hardwr_w2k tif

Fig. 5.9.-12 Adding a new hardware device

Add/Remove Hardware Wizard

Hardware Type
wihat twpe of hardware do pau want to install?

Select the type of hardware you want to install

Hardware types:

@ Modems ;I
= builti-port zenial adapters

(M etwork, adapters
P MT &pm/Legacy Support
c@ Other devices

% PCMCIA adapters

5 Parts [COM % LPT)

@ Frinters

EB el and BAIN combrallars ll

¢ Back I Mext » I Cancel |
harware_type_w 2k tif

Fig. 5.9.-13 Selecting network adapters to be installed
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Add/Remove Hardware Wizard

Select Hetwork Adapter
Which network, adapter do pou want to install?

Click the Metwork, Adapter that matches your hardware, then click OF. [F you have an
inztallation disk for thiz component, click Have Disk.

b anufacturers: MHetwork Adapter:
Microzoft ;I Microzoft Loopback Adapter
kitran
M ational Semiconductor
HOC ==

Movellddnthern -
d I _>|_|

Hawve Dizk... |

¢ Back I Meut » I Carcel |

Fig. 5.9.-14 Microsoft Loopback Adapter selected to be installed

sel_netwrk_adapt w2k tif

Preparing dial-up from the client:

* To open Network and Dial-up Connections, click Start and point to Settings.Then
click Network and Dial-up Connections.

¢ Double-click Make New Connection, and then click Next.

¢ Click Dial-up to private network and click Next. Then follow the instructions in
the Network Connection wizard.

Configuring Loopback Adapter in Windows 2000

1. Select the Control Panel and choose Network and Dial-up Connections (see
Figure 5.9.-15).

2. Choose Local Area Connection, Microsoft Loopback Adapter (see Figure 5.9.-
16).
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ﬁ YirusScan

"£.| Accessibility Options %.ﬁ.dd,l'l:temwe Hardware .ﬁ.dd,l'Remc-ve Programs [ Adminiskrative Toals

] Date/Time W Ciisplasy ﬂEasy Access Buttons ﬁFDHEF Options
A|Fonts %Game Controllers @Internet Cptions &Java Plug-in 1.3.1_01
@Java Plug-in 1.3.1_02 ﬁk{eybnard gLDnWDrks@l Plag 'n Play K-\', Mouse

Metwork and Dial-up Connections Phione and Modem Options ?L%F‘Dwer Cpions Printers
G- QuickTime @Regiunal Ciptions %Scanners and Cameras acheduled Tasks
(3| 5oundraa ¢} Sounds and Multimedia L system &5 Users and Passwords

control_panel w2k tif

Fig. 5.9.-15 Selecting Network and Dial-up Connections in Windows 2000

File Edit \jew Favorites Tools  Advanced  Help

% Network and Dial-up Conneckions -0 %

‘= Back « = - | ‘Qisearch [YFolders o4 | e W X | Ed-

Address I Metwork and Dial-up Conneckions

1

Mame | Tvpe | Skakus | Device Mame | Chaner

A Make New Connection

eLocal Area Connection LA Enabled IEM 10/100 EtherJet PCL...  Swskem
Local Area Connection 2 LA Enabled Microsoft Loopback ddap...  Swstem

|Mi|:r|:|5|:|ﬂ: Loopback gdapter

rietwrk_connt_w2k tif

Fig. 5.9.-16 Starting to configure Loopback Adapter in Windows 2000

3. Click the right mouse button and choose Properties. Then choose Internet
Protocol (TCP/IP) and click the Properties button (see Figure 5.9.-17).
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Local Area Connection 2 Properties 7] x|

General | Sharing I

Connect using:

I icrozoft Loopback Adapter

LConfigure |

Components checked are uzed by thiz connection:

Client for Microzoft Metworks
File and Frinter Sharing for Microsoft Metworks
(R |nternet Protocal [TCR/IP]

Irgtall... | Uninztall | | Froperties I

D'ezcription

Tranzmizzion Contral Pratocalf/lnternet Pratocal. The default
wide area nebwork, protocal that provides communication
acrozs diverze interconnected netwarks.

[ Show icon in tazkbar when connected

ak. | Canicel |
intermet_pricl _wek tif

Fig. 5.9.-17 Opening the TCP/IP properties in Windows 2000

4. Choose “Use the following IP address” (see Figure 5.9.-18). Set the IP Address
to ‘192.168.0.1° (see Section 5.9.1. for details) and the Subnet Mask to
’255.255.255.0°. The Default Gateway can be left empty. Click OK.
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Internet Protocol {TCP/IP) Properties 7] x|

eneral

'ou can get |P zettings azsigned automatically if your network, supparts
thiz capability. Othenwize, you need to azk your nebwork, administrator for
the appropriate IF zettings.

" Obtain an IP address automatically

£+ Use the following IP address:

|P address: | 192 188, 0 . 1
Subnet mask: | 55 . 255 . 285 . O
Default gateway: I

€ Obtain DN S server address automatizally
£+ Use the following DMS server addiesses:

Prefered DMS zerver: I

Alternate DMS server: I

Advanced... |
k. I Cancel |

Fig. 5.9.-18 Configuring the TCP/IP Properties in Windows 2000

conf_internet_pricl w2k tif

5.9.1. Considerations when specifying IP addresses in Windows 2000

If you want a fast and trouble free installation, follow the above examples to the
letter (the above described settings are from a working configuration and can be
applied as such).

The IP addresses used in this manual are examples (they are part of reserved IP-
ranges or nets that are reserved for private use). It is thus safe to use them anywhere,
provided that the same IP addresses are not used for other purposes in the local
network. Discuss with someone knowledgeable in TCP/IP networking, if you are not
familiar with it yourself. It may/will save you much grief and frustration.
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5.10. RAS/Modem installation on Windows XP

It is very important that the following is taken care of. Otherwise the
@ RAS connection will not work.

In the Network Connections, the Windows Firewall in the Advanced
page must be turned off (by default it is on, which prevents any
incoming connection to the XP-computer).

@ Make sure that the following steps for Security settings are carried
out:

1. Start the Control panel.

2. Choose Administrative Tools and Local Security Policy settings.

3. Choose Local Policies and the Security Options. Set the value of the
option "Network access: Sharing and security model for local
accounts" to "Classic - local users authenticate as themselves."

To do this, click the right mouse button and choose Properties.
Open the Local Security Settings page and choose "Classic - local
users authenticate as themselves."

(By default this option is set to "...local users authenticate as Guest",
which leads to "access denied" errors).

The server is configured to accept incoming calls, while the client is configured to
make outgoing calls.

Overview:
The installation procedure comprises the following steps:

¢ Installing modems to both of the involved computers
 Creating an incoming connection to server computers

* Installing MS Loopback Adapter driver in server computer
* Preparing for dial-up from the client computer

* Configuring MS Loopback Adapter

To install a modem on Windows XP:

1. Open the Phone and Modem Options in the Control Panel.

2. (Optional) If you are prompted for location information, enter the dialing
information for your location and click OK.
3. On the Modems tab, click Add (see Figure 5.10.-1).

4. Follow the instructions in the Install New Modem Wizard (see Figure 5.10.-2).
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-Phnne and Modem Options @EJ

Digling Fiules | Modems | Advanced

ﬁ The following modemsz are inztalled:

B

b odem Attached Ta

ak. ] [ Cancel

ins_modernd_xp tif

Fig. 5.10.-1 Adding a new modem in Windows XP

Add Hardware Wizard

Inztall Hew Modem
Do wou want \Windows b detect vaur modem?

YWindows will now try to detect wour modem.  Before
continuing, you should:

1. IFthe modem iz attached to vaur
computer, make sure it iz turned on.

2. Quit any programs that may be uzsing
the modem.

Click. Mest when yau are ready to continue,

[ ;_Q::un't detect my modem; | will select it from a list

< Back “ MHest » ][ Cancel

ins_rmodernz_xp tif

Fig. 5.10.-2 Installing a new modem in Windows XP

5. You can either use automatic modem detection or enter the incoming
communication media manually.
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If you use automatic modem detection, select Next> and follow the instructions on
the screen.

In case you do not wish to use automatic modem detection, check the box “Don’t
detect my modem; [ will select it from a list.” The following dialogs will be shown
(see Figure 5.10.-3 and Figure 5.10.-4). Select the type of modem.

Add Hardware Wizard

Install Mew Modem

ﬂ Select the manufacturer and model of pour modern. [F wour modem iz not listed, o if you
w have an installation disk, click Have Disk.

M arufacturer Models i
[Standard Modem Types] S Commurications cable betwesn two computers
Rockwel 5 Parallel cable betwesn bwo computers

S Standard 200 bpz Modem

S Standard 1200 bps Modem =

o ' e

3&' Thiz driver iz digitally zsigned.

Tel me why diver signing is imporkant

< Back ” Hest » I[ Canicel ]

ins _modernd_xp tif

Fig. 5.10.-3 Selecting the modem manually in Windows XP

The installation program searches for the type of the connected modem in the
MODEM.INF file. An error message will be produced, if the modem type is not
found.

Check that the modem types you are using are mentioned in the MODEM.INF file.
If not, add the required code to the file. The code might be provided on a diskette
delivered with the modem.

6. Click Next> to select the serial ports for the modem.
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Add Hardware Wizard

Inztall Hew Modem
Select the part[z] you want ta inztall the moden an.

Y'ou have selected the following moden:

|Enmmunicatinns cable bebween two computers

On which parte do you want to install ity
&l ports

ins_rnodermnd_xp tif

Fig. 5.10.-4 Selecting the communication port manually in Windows XP

7. The modem installation completes with the following dialog (see Figure 5.10.-
5). To end the installation, click Finish>.
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Add Hardware Wizard

Install Mew Modem
kodem inztallation iz finighed

Y'our modemn has been zet up succesziully.

[f you want to change these settings, double-click the
Phone and Modem Options icon in Control Panel, click the
todems tab, select thiz modem, and then click Properties.

Firizh

inz_rmodernd_xp tif

Fig. 5.10.-5 Modem installation is ready in Windows XP

Incoming connections:

By creating an incoming connection, a computer running Windows XP Professional
can act as a remote access server.

To make an incoming network connection:

1. Open the Control Panel and choose Network Connections (see Figure 5.10.-6).

2. Double-click New Connection Wizard and click Next (see Figure 5.10.-7).

3. Choose “Set up an advanced connection” and click the Next button (see
Figure 5.10.-8).

4. Choose “Accept incoming connection” and click the Next button (see
Figure 5.10.-9). Then follow the instructions in the New Connection Wizard.
The following dialogs will be shown (see Figure 5.10.-10 - Figure 5.10.-14).
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B Control Panel

File Edit ‘\jew Favorites Tools  Help

? /.- ) Search Folders Elv F'

._x'. =

Address |3 Contral Panel

& X D W & =

Accessibility  Add Hardware Add or Adminiskrative Date and Time Display

Cpions Remoy, .. Tools
=31 g

" = 1 =N s

_- = 2, e
Internet Kevboard LonWorks@ Mouse Mebwork, Phone and
Ciptions Plug 'n Plaw Conneckions Madern ...

2 © o ¥

o 3 9 & %
Scheduled Soundrag Sounds and Speech Sysbem Taskbar and

Tasks Audio Devices Skart Menu

cantrol_panel _xp if

Fig. 5.10.-6 The Control Panel in Windows XP

!Q Mew Connection Wizard

Welcome to the New Connection
Wizard

0 Back - 7,

Thiz wizard helps you:
Address | &4 Nebwork Conne P

* Connect to the Internet,
Marme

Incoming * Caonnect to a private netwark, such ags wour workplace

riebwork.

1 . .
“= Incoming Connections .
- d * Setup a home ar zmall office netwark.

LAM or High-Speed Inte

<L Local Area Connection 2
b Local Area Connection

YWizard

T tirwe, click Mest
IE[ Mew Connection Wizard 7 ERntinue. Sles Hex

? Metwork Setup Wizard

{ H H
new_conn_wiz_sptif MEM z | [ Cancel

Fig. 5.10.-7 Opening New Connection Wizard in Windows XP
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Mew Connection Wizard

Metwork Connection Type
What do you want bo do’?

() Connect to the Intemnet
Connect to the Intermet 2o vou can browse the Web and read email.

{_) Connect to the network at my workplace
Connect to a buzinesz network. [using dial-up or WPM] 20 pou can work, from home,
a field office, ar anaother location.

") Set up a home or zmall office network

Connect to an existing home or small office netwark. or zet up a new one.

{(*) 5et up an advanced connection

Connect directly to anather computer using your serial, parallel, or infrared port, or
zet up this computer =0 that other computers can connect to it

netwrk_conn_type_xp tif [ ¢ Back ” Mt > ] [ Caricel ]

Fig. 5.10.-8 Choosing the network connection type in Windows XP

Mew Connection Wizard

Advanced Connection Options
whhich type of connection do wou want to set up?

Select the connection type you want;

{*)iAccept incoming connections
Allows other computers to connect to thiz computer through the Internet, a phone
lime, or a direct cable connection,

") Connect directly to another computer
Connect to another cormputer uzing your zenal, parallel, or infrared poart.

< Back ” Mewt > l[ Cancel

accept_imc_conn_xp tif

Fig. 5.10.-9 Accepting incoming connections in Windows XP
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New Connection Wizard

Devices for Incoming Connections
You can chooze the devices your computer uses to accept incoming connections,

Select the check box next to each device pou want to uze for incoming connechions.

LConnection devices:
& Rockwell Extermnal oice Modem

] Cirect Parallel [LPT1]

[ < Back ” Met > l[ Cancel ]

devices_inc_conn_xp tif

Fig. 5.10.-10 Choosing devices for incoming connections in Windows XP

Mew Connection Wizard

Incoming Yirtual Private Metwork [VPH] Connection
Another computer can connect bo pours through a YPH connection

Yirtual private connections to your computer through the Intermet are pozsible anly if
your computer haz a known name or [P addrezs on the Internet.

[f pou allow YPH connections, ‘Windows will modify the Internet Connection Firewall to
allaw your computer o zend and receive YPM packets.

Do you want ko allow virtual private connections ta thiz computer?

() iAllow vitual private connections

() Do nat allovs vitual private connections

< Back ” Hest > ][ Cancel

virtual _conn_xp tif

Fig. 5.10.-11 Allowing virtual private connections in Windows XP
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Mew Connection Wizard

Uszer Permizsions
Y'ou can specify the users whio can conneck to this compker.

Select the check box nest to each user who should be allowed a connection to thiz
computer. Mote that other factors, such as a dizabled user account, may affect a uger's
ahility to connect.

Uszerz allowed to connect:

L& Adminiztrator

] 3 ASPMET [ASP.MET Machine Sccount]
@ Guest

O Helpdzsistant [Remote Dezktop Help Assigtant Account)

O 5 kokeilu (kokeilu)

7 MicroSCaDa [MicroSCalA b

[ Aadd... H Bemove H Eroperties ]

user_perm_xp tif [ < Back ” Mest > l [ Cancel

Fig. 5.10.-12 Specifying allowed users to be connected to your computer

To configure the TCP/IP properties, click the Properties button (see Figure 5.10.-
13).
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af camputers.,

Select the check box next to each tupe of nebworking zoftware that zhould be enabled
far incoming connections.

Metworking software:

B File ard Prirter Sharing for Microzaft Networks
Qa5 Packet §cheduler w

T Internet Protocol [TCRAR)

Dezcrption:
Tranzmizzion Control Protocol/Internet Protocol. The default wide area nebwork. protocol
that provides communication acrozs diverse interconnected networks,

< Back ” Met > l[ Cancel

rnetwrk_softw_sp tif

New Connection Wizard

Metworking Software
Metworking software allows this computer to accept connections from other kinds

Fig. 5.10.-13 Selecting networking components in Windows XP

Incoming TCP/IP Properties

Metwaork, access

[#]idllaw callers to access my local area network

TCPARP addresz aszignment
() Assign TCRYIP addresses automatically using DHCP

(¥ Specify TCPAP addresses

From: | 192 .88 . 0 . 2
T | 192 188 . 0 . 4
Total: 3

[ Allow calling computer to specify its own [P address

[ ak. l [ Cancel

inc_tcpiip_prop_sp tif

Fig. 5.10.-14 Specifying incoming TCP/IP properties in Windows XP
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Installing the Microsoft Loopback Adapter in Microsoft Windows XP:

1. Open the Control Panel, choose Add Hardware, and then choose Next.

2. Choose “Yes, I have already connected the hardware” and then click Next (see
Figure 5.10.-15).

3. From the Devices list, select “Add a new hardware device” and then choose
Next (see Figure 5.10.-16).

4. Choose “Install the hardware that [ manually select...”, and then choose Next
(see Figure 5.10.-17).

5. From the Common hardware types list, select Network adapters, and then
choose Next (see Figure 5.10.-18).

6. From the Manufacturer list, select Microsoft.

7. From the Network Adapter list, select Microsoft Loopback Adapter, and then
choose Next (see Figure 5.10.-19).

Choose Next, and then choose Finish.

Add Hardware Wizard

Iz the hardware connected? R

Havve you already connected this hardware bo pour computer?

() Mo, | have not added the hardware et

< Back H Mewt > l[ Cancel

hardware_xp tif

Fig. 5.10.-15 Opening Add Hardware Wizard in Windows XP
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Add Hardware Wizard

The following hardware is already installed on your computer

From the list below, zelect an installed hardware device, then click Mest to check
properties or troublezhoot a problem you might be having.

To add hardware not shawn in the list, chick “Add a new hardware device."

Inztalled hardware:

5& Intelr] B28010B/DEM USE 2.0 Enhanced Host Cantraller - 24C0 ~
& 1SB Root Hub
&2 1USB Root Hub
&2 1USE Root Hub
& 1USE Root Hub

Add a new hardware device

< Back ” Met > l[ Cancel

chioose_hardwr _«p tif

Fig. 5.10.-16 Adding a new hardware device in Windows XP

Add Hardware Wizard

The wizard can help you install other hardware

The wizard can zearch for other hardware and automatically install it for yow, O, if you
ko exactly which hardware madel pau want ta install, you can select it from a list.

“What do you want the wizard to do?
() Search for and inztall the hardware automatically [Fecommended]

< Back ” Met > l[ Cancel

install_hardwr _«p tif

Fig. 5.10.-17 Selecting the hardware in Windows XP
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Add Hardware Wizard

From the list below, select the tppe of hardware you are installing

If your do not zee the hardware categon vou want, click Show All Devices.

Conman hardware types:

&2 1EEE 1394 Bus host controllers ”
=4 Imaging devices

,EI Infrared devices

:’E Intel[R] Unified Graphics Drivers

L Moderns

= Multi-port zerial adapters

Metwark adapters
:.;:} MT ApmLegacy Support

Bl prudris adantars b

[ < Back H Mewt > l[ Cancel ]

hardwr_type_xp tif

Fig. 5.10.-18 Selecting network adapters to be installed in Windows XP

Add Hardware Wizard

Select Metwork Adapter
“W'hich network, adapter do you want to install’?

Click. the Metwork Adapter that matches vour hardware, then click OF. IF pou have an
inztallation disk for this component, click Have Dizsk.

bd anufacturer M etwork, Adapler:
Intel
Microzoft

_-5} Thiz driver iz digitally zigned.

Tell me why diver signing is imporkant

zel_netwrlk_adapt_xp tif < Back ” Hest > l [ Lancel ]

Fig. 5.10.-19 Microsoft Loopback Adapter selected to be installed
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Configuring Loopback Adapter in Windows XP

1. Select the Control Panel and choose Network Connections (see Figure 5.10.-6).

2. Choose LAN or High-Speed Internet and Local Area Connection, Microsoft
Loopback Adapter (see Figure 5.10.-20).

* Network Connections !m

File Edit Wiew Faworites Tools Advanced Help | .','
- ! 1 w f .‘:I -
G Back. \‘_’J le‘ 7 Search i Folders E
Address | Network Connections = Go
2| LAN or High-Speed Internet
Metwork Tasks 2
cl Local Area Conneckion
[ Create anew %S Enabled
connection T M Inkel(R) PROJ100 WE Metwork .,
& Disable this network —

device

% Repair this connectian ocal Area Conneckion 2
IEI[I Rename this conneckion nabled

- . . [—
& View status of this

Wicrosafk Loophack Adapker

conneckion Microsoft Loopback, Adapker
hange settings of this
canneckion
j retwrki_connt_xp tif

Fig. 5.10.-20 Starting to configure the Loopback Adapter in Windows XP

3. Click the right mouse button and choose Properties. Then choose Internet
Protocol (TCP/IP) and click the Properties button (see Figure 5.10.-21).
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-+ Local Area Connection 2 Properties

Gieneral | Advanced

Connect using:

B8 Microzoft Loopback Adapter

Thiz connection uzes the following items:

fg', Client for Microzoft Metworks
.@ File and Printer Sharing for Microzoft Webworks

[ [nstall... Fropertiez

Dezcription

Tranzmigzion Control Protocol/intermet Pratocal. The default
wide area network protocol that provides communication
acrozz diverse interconnected netwarks.

Show icon in notification area when connected

internet_prtcl _xp tif [

Ok H Cancel ]

Fig. 5.10.-210pening Internet Protocol (TCP/IP) properties in Windows XP

4. Choose “Use the following IP address” (see Figure 5.10.-22). Set the [P Address
to 192.168.0.1" (see Section 5.10.1. for details) and the Subnet Mask to
’255.255.255.0°. The Default Gateway can be left empty. Click OK.
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Internet Protocol [TCP/IP) Properties

General |

Y'ou can get IP gettings azsigned autormatically if your netwaork, supparts
thiz capability. Othenwize, pou need to azk your nebwork, adminiztrator for
the appropriate [P zettings.

(") Obtain an P address autamatically
(#)ilze the follawing |P address:

IP address: (192168, 0 . 1 |

Subnet mask: | 255 . 255255 . 0 |

Default gateway: | . . . |

{(®) Uze the following DS zerver addreszes;
FPrefered DMS zemver: | . . . |

Alternate DMS zerver: | ) ) ) |

[ OF. H Cancel ]

conf_intermet_pricl _xp tif

Fig. 5.10.-22 Configuring TCP/IP properties in Windows XP

5. Open the Advanced page. Leave the Internet Connection Firewall box
unchecked and click OK (see Figure 5.10.-23).
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-L Local Area Connection 2 Properties

General Advanced

Internet Cannection Firewall

|:| Pratect my computer and netwark, By limiting or preventlng
‘ancess ho thiz computer from the [nternet i

Learn miore about [Rternet Connection Firewall.

Internet Cannection Sharing

[ ] Allow other netwark. users to cannect through this
computer's Internet connection

Learn rare about [nternet Cannection Sharing.

[f wou're not sure how to 22t theze properties, use
the Hetwork. Setup Wizard instead.

internet_conn_adu_xp tif I Ok l [ Cancel

Fig. 5.10.-23 Configuring the Advanced TCP/IP options
6. Click OK and close the Network dialog by clicking Close to finish the

installation. The settings will take effect the next time you start the computer.

Local firewalling (in this example, the Internet Connection Firewall)
ﬂ must be turned off. Otherwise the RAS connection will not work.

Considerations when specifying IP addresses in Windows XP

If you want a fast and trouble-free installation, follow the above examples to the
letter (the above described settings are from a working configuration and can be
applied as such).

The IP addresses used in this manual are examples (they are part of reserved IP-
ranges or nets that are reserved for private use). It is thus safe to use them anywhere,
provided that the same IP addresses are not used for other purposes in the local
network. Discuss with someone knowledgeable in TCP/IP networking, if you are not
familiar with it yourself. It may/will save you much grief and frustration.
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5.11.

5.12.

5.13.

5.13.1.

About phonebooks and SMS 510

SMS 510 uses a private phonebook, which is not accessible through the operating
system's Dial-up Networking functionality. This phonebook is managed by means
of the Remote Connection Properties dialog. For more information on utilizing
remote connections in SMS 510, see the SMS 5710 User’s Guide.

Dialing-Up in SMS 510

In SMS 510 the dial-up takes place when you activate a Remote connection from the
Project Structure Navigator. The Project Structure Navigator automatically hangs up
the call, when you switch to another connection or open a local project.

Configuring SMS 510 start-up

This section provides information on how to avoid possible SMS 510 start-up
problems that may occur under some operating system configurations. Unless you
are experiencing SMS 510 start-up problems, you can skip this section.

Avoiding virtual memory overlap at SMS 510 start-up

The MicroSCADA service of SMS 510 uses a hard-coded address for the address of
the memory pool.

However, it is possible that in certain PC configurations, some other system
component (e.g. a hardware driver) happens to map on an address within the pool.
The MicroSCADA service start-up itself has a search mechanism to handle the
address overlapping, but it has no chance to prevent other MicroSCADA processes
or external programs from failing to map the memory pool. Consequently, SMS 510
does not start.

If this happens, an error message of the following format will be shown in the SMS
510 error log file \SMSS510\SYS\ACTIVE\SYS \SYS ERROR.LOG and on the
Notification Window (it can be opened from the SMS 510 Tools program folder
under Start menu).

Add the following line to sys_config.par and restart MicroSCADA

MEMORY POOL HOLE = 30000000 - 301FFFFF
? Map_Global Memory (MapViewOfFileEx) : 487

Since the situation causes SMS 510 (e.g. PICA.EXE program) to crash, the
computer must be restarted in order to take the corrective measures explained below.

As the remedy, the MEMORY_ POOL_HOLE parameter must be activated in the
file \SMS510\SYS\ACTIVE\SYS \SYS CONFIG.PAR. This parameter advises
the MicroSCADA start-up code not to use the specified virtual memory area for the
global memory pool.

To change the value, open the file SYS CONFIG.PAR in a text editor (for example,
NOTEPAD.EXE) and specify the memory pool hole copying the line containing
parameter name MEMORY POOL _HOLE exactly as shown in the message (note
that the address range below is an example only, and the actual values to be used are
always configuration dependent):

MEMORY POOL HOLE = 30000000 - 301FFFFF
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The possibly existing parameter MEMORY POOL_ADDRES should not be
touched. The configuration file may also contain several MEMORY POOL HOLE
lines, because there is a slight possibility that even the second start-up fails now
suggesting another range to be excluded.

Save your changes and exit the editor. Be careful not to make any inadvertent
changes to the file! After the restart SMS 510 should be initialized without errors.

Below is an example of a modified SYS_CONFIG.PAR:

; File: Sys_config.par
; Description: Configuration for 'static' base system parameters
: Leading ';' indicates commented line

; Base system version 8.4.4

7

7

MEMORY_POOL_HOLE = 30000000 - 301FFFFF ;Excluded virtual memory area
;MEMORY_ POOL_SIZE = 20 ;Must be 4,8,12,16,20,24,28,... (MB)
PICO_MEMORY_ POOL_SIZE = 16 ;Memory Pool for Monitor processes
;REPR_MEMORY_ POOL_SIZE = 4 ;Memory Pool for Report processes

; PRIN_MEMORY_ POOL_SIZE = 2 ;Memory pool for Printer processes

7

;ASYNCHRONOUS_SHADOW_RECEIVER

Il
=

;Should be used in cross-shadowing systems

7

;ANALOG_SWITCH_STATE_OPEN = 2 ;The semantics for MicroTOPOLOGY of AI
; ANALOG_SWITCH_STATE_CLOSED = 1 ;process objects used for indicating the
;ANALOG_SWITCH_STATE MIDDLE = 0 ;state of a switching device
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6.1.

6.2.

6.3.

6.4.

Uninstallation

Overview

The uninstallation is done by means of a special-purposed program (Uninstaller)
designed for the removal of software products. Each product comes with its own
designated Uninstaller installed with the product.

Features
The Uninstaller has the following features:

» Removal of files, folders, services, registry keys, user accounts

* Logging of uninstallation operations

* Validation of the integrity of the data the uninstallation is based on
* Ability to cancel/abort the uninstallation

* Ability to re-run the uninstallation as long as the data the uninstallation is based
on is available

¢ Detection of the need to reboot

* Graphical user interface (Uninstall Wizard)

Scope of uninstallation
Uninstalling the product comprises the following operations:

* Permanent removal of the product's main installation directory

* Permanent removal of the product's program folder(s)

* Permanent removal of the product's key system registry entries

* Permanent removal of the shared MicroSCADA components. This covers for
instance the MicroSCADA Service and MicroSCADA User Account. However,

the shared MicroSCADA components are removed only if the product utilizes the
MicroSCADA Service and no other such a product has been installed.

product, not the additional software mentioned in Chapter 4. The
uninstallation of Parameter Setting Tool, CAP 2/316, REB500
Selector and HMI500 - REBWIN is done separately by means of the
related uninstaller applications or by other related instructions
provided.

ﬂ Note that SMS 510 uninstallation covers only the main SMS 510

Preparing for uninstallation
Prior to starting the uninstallation, it is recommended to:

» Have backups of the data produced with the product. The only way to recover the
data is to recover it from your personal backups.
* Close all other applications that are running

* Logon from an administrator account
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6.6.

6.7.
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Backing up the data

It is recommended to use the Project Export/Import Tool to backup the created
project(s). More information about the Project Export/Import Tool can be found in
the Operator's Manual.

In addition to the project data, there are also two optional data locations to be
considered before uninstallation. These locations include data, which may be useful
later, but which is not mandatory from the project's point of view:

1. If the user-defined application libraries for REC 52x, REF 54x, RET 54x and/or
REM 54x relay types need to be saved, it is recommended to export each
configuration to a safe location by means of the object type's "Apl Utils"
function. More information on this can be found in the Tools for Relays and
Terminals manual.

2. If the uploaded disturbance recordings need to be saved, the contents of the
"\SMS510\ApI\SMS510\RECORDER" directory must be copied to a safe place.

Make sure you store the data outside the product's main installation directory
(installation drive/SMS 510 directory).

Cancelling/aborting the uninstallation

As long as the Cancel button is enabled on the Uninstall Wizard, clicking on it
causes the Uninstaller to prompt you to confirm that you wish to stop prematurely.

At a certain point, the Cancel button will be disabled during the actual uninstallation.
This is because at that point, the Uninstaller removes the mandatory components for
re-running itself.

started, you must not try to use the product before you have fully re-

@ If you abort the uninstallation when the removal has already been
installed it.

Starting the uninstallation

The Uninstaller is started via Control Panel's Add/Remove Programs applet as
shown below in Figure 6.7.-1:

% Add or Remove Programs -0l =

% Currently installed programs: Sork by: IName j
SRR | |4 Outlook Express QE23353 -

Add Flew
Programs

Fig. 6.7.-1 Add/Remove Programs applet
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Prior to entering the Uninstall Wizard, the Uninstaller prompts you whether to
proceed as shown below in Figure 6.7.-2:

Uninstall SM5510 ]

9

\.,_*/ Are you sure you wank ko continue with Uninstall SMs 5107

To enter the Uninstall Wizard click Yes or click Mo to quit now

confirm_start tif

Fig. 6.7.-2  The Confirmation dialog

6.8. Uninstall Wizard

This section describes the Uninstall Wizard in detail.

6.8.1. Overview

The Uninstall Wizard comprises a series of dialogs which guide you through the
steps required to uninstall the product. Your computer setup will be modified only
after you make the decision to remove the product.

In addition to the dialogs depicted below, the Uninstaller may display other dialogs
not documented here. Such dialogs appear, for example, if you decide to abort the
uninstallation or unrecoverable error(s) occur at any point of the program execution.

Generally, you will be clearly notified about the end-result of the uninstallation and
about the status of your computer setup.

6.8.2. Uninstall Wizard dialogs
The sequence of the dialogs that appear upon a successful operation is described
below.

6.8.2.1. Welcome to Uninstall

This dialog welcomes you to the uninstallation (see Figure 6.8.2.1.-1). Just click
Next to proceed to the next dialog.
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VWwelcome to Uninstall

Wiglzome ko the Uninztall 'wfizard.

Thiz WWizard will walk you through the steps required ta remove the praduct fram paur
conputer.

Pleaze close any unhecezsary applications running currently. By doing zo, pou will
minimize the chance of a reboot being required upon completion of the uninstallation.

Click Mest > to proceed to the next dialog.

x <o Back  |i Mesb:: LCancel

welcome_to_uninstall tif

Fig. 6.8.2.1.-1 The Welcome dialog

Backup Notice

This dialog notifies you to ensure backups of the data produced with the product (see
Figure 6.8.2.2.-1). All directories subject to removal are displayed. Notice that if
you have installed the product in multiple locations (various drives), the list contains
all of the main installation directories your installations have used. Be sure that you
do not lose data accidentally.

Backup MNotice

Fleaze notice that any uninstalled file can anly be restored fram your perzonal backups,
z0, If neceszan, backup now any data you wish to save befare uninstalling the product.

All directories subject bo permanent remaorval are lizted below:

c:hamsh10
o documents and settingzhall uzershstart menusprogramsams 510

Click Mest > to proceed to the nest dialog,

x <¢ Back

Cancel l
achkup a tif

Fig. 6.8.2.2.-1 The Backup Notice dialog
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6.8.2.3.

6.8.2.4.

Ready to Uninstall

This is the dialog where you start the actual uninstallation by clicking on Uninstall
(see Figure 6.8.2.3.-1). Remember that by clicking on Uninstall, your product
installation becomes immediately unusable.

Ready to Uninstall

'ou are niow ready o remove the product.
Pleaze notice that pau may abork an in-progrezs uninstallation by clicking Cancel. [f you do

20, youl will be prompted to confirm whether to abaort or proceed with the uninstallation.
Motice, howewver, that any file already removed at that point will not be recovered.

Click Uningtall to begin the uninstallation.

x << Back

Cancel

ready_to_uninst tif

Fig. 6.8.2.3.-1 The Ready to Uninstall dialog

Uninstall in Progress

This dialog is displayed while the Uninstaller removes the product (see
Figure 6.8.2.4.-1).

This dialog displays the progress of the uninstallation while the product is being
removed. To abort the uninstallation, click on Cancel (if enabled) and confirm the
abort when prompted to do so.
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Uninstall in Progress __.

IJninztalling ... | Rezult
Directony: [cihemeb10]

1 |

deleting: c:hemz510hobjlupeshem_redirechz2ehibiuze

[ ]]
» << Back I Hrimztall .

Fig. 6.8.2.4.-1 The Uninstall in Progress dialog

6.8.2.5. Uninstall Completed

This dialog is displayed when the Uninstaller has successfully removed the product
(see Figure 6.8.2.5.-1). You may view the produced log file, if you wish.

Uninstall Completed

Uninztall completed succeszfully.

Click Einizh to exit I ninztall,

<< Back Einizh Lancel
uninst_completed Lif

Fig. 6.8.2.5.-1 The Uninstall Completed dialog
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6.9.

6.10.

Rebooting

Uninstaller operations may require a reboot in order to be fully carried out. Under
such circumstances, the Uninstaller will prompt you to reboot the computer, when
you exit the Uninstall Wizard.

It is mandatory to reboot the computer at least prior to installing any
@ new software in the computer. Failure to adhere to that may cause
malfunctioning software installations.

Troubleshooting

In case the uninstallation fails, please ensure that the produced log file remains
available to aid in troubleshooting. It will be the only source of information usable
for the purpose. You may open the log file in a text editor and save it in a location
where it will not be modified further.
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71.

7.2,

7.3.

7.4.

Troubleshooting installation

This chapter provides information that aims to help your recovering from problems
that you have encountered during the SMS 510 installation.

Incorrect operating system detected

If you attempt to install SMS 510 on an operating system other than Windows NT
4.0, Windows 2000 or Windows XP, the installation notifies you with the message.
Ensure correct computer configuration and rerun the installation.

Incorrect operating system version detected

If you attempt to install SMS 510 on a Windows NT operating system lower than
version 4.0, the installation notifies you with the message. Ensure correct computer
configuration and rerun the installation.

Insufficient user rights to install

If you have logged on to your computer having non-administrator rights, the
installation notifies you with the message shown in Figure 7.3.-1.

SMS 510 1.1.0 Installation.
Inzufficient Rights.

I order to inztall thiz zoftware pou must logon
to the computer with Adminiztratar Bights.

Click OF. ta ext the installation.

Fig. 7.3.-1 Insufficient user rights to install SMS 510

To recover, click OK and logon to the computer having administrator rights and
restart the installation.

logged on with administrator rights. When encountering such
behavior, the problem most probably relates to the TEMP
environment variable setting on your computer (see Section “TEMP
environment variable” on page 148 for instructions to recover).

ﬂ You may erroneously receive this notification even if you have

MicroSCADA service is running

If the MicroSCADA service is running when you start the SMS 510 installation, you
are notified with the message shown in Figure 7.4.-1.
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7.5.
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Installation Motification |

& [r order to instal SMS 510 7.7.0, you must first

zhop the MicroSCADA zervice which appearz
ta be runhing an yaur corputer,

T o ztop the service, ensure that none of the
following applications i rinning:

CAP 501, CAP 505, 55 510, COM 500, 545
500.

Click ez to proceed or click Mo bo exit the

inztallatiaon.
Mo |

Fig. 7.4.-1 MicroSCADA service must be shut down before continuing with the
installation

mz_gery. tif

In order to continue, exit the application currently utilizing the MicroSCADA
service and click Yes. The application is one of the applications listed in the
message. Notice that you cannot continue with the installation while the service is
executing. To exit the installation, click No.

Failing to install the MicroSCADA service

If the installation of the MicroSCADA service does not succeed, the installation
displays the message shown in Figure 7.5.-1.

Micro5CADA Service Installation |

Q Could nat ingtall the service.

sery_ierm. hif

Fig. 7.5.-1 MicroSCADA service installation has failed

The most probable reason for this is that the MicroSCADA service has started
during the SMS 510 installation. In order to recover from this, click OK to dismiss
the message and exit the installation by clicking Cancel on the Installing progress
dialog. Restart the installation and install at least the Base system.
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7.6.

1.7.

7.8.

Troubleshooting destination drive error messages

Depending on the current destination drive setting and your computer configuration,
you may be notified with a message that SMS 510 cannot be installed to:

a CD-ROM drive
¢ anon-NTFS drive

 a network drive

* aremovable media drive
* avirtual (substituted) drive

To proceed, click OK and select a suitable destination drive in the Installation
Wizard's Select Destination Drive dialog.

Insufficient disk space

Provided that the selected destination drive does not contain sufficient free disk
space, the installation displays the dialog shown in Figure 7.7.-1.

Inztall |

Thiz zoftware requires an additional 34430 K, byutes free
an the E: drive ta ingtall. Please remove any
unneceszzary files and try again.

Rty |grore:

zonik. i

Fig. 7.7.-1 Insufficient disk space to install
The available options are:

* Abort, which aborts the installation immediately. Note! Your computer
configuration has not yet been modified at this point, so you can safely select this
option to exit installation.

 Retry, which checks the disk space and redisplays this dialog if the amount of
available disk space has not increased sufficiently. Otherwise, the software
installation continues normally.

* Ignore, which causes the installation blindly to continue copying the software to
the destination. Notice that it is not recommended to use this option as the
installation might eventually fail in its operation.

No suitable destination drive available

If your computer does not contain any drives formatted to NTFS and you have not
installed SMS 510 before, the installation displays the message shown in
Figure 7.8.-1.
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Installation Error | |

Thiz gystemn does not contain any appropriate
drive far instaling Sk45 5101.7.0.

Yau can inztall SKS 510 1.1.0 zoftware anly
onto a local HTFS hard disk.

Click OF. to exit the inztallation.

rio_dr. kif

Fig. 7.8.-1 No suitable destination drive available for installation
Click OK to dismiss the message and to exit the installation.

In order to install SMS 510, you must format a drive to NTFS. Use the operating
system tools to accomplish this task.

7.9. Incompatible SYS 500 and/or COM 500 installed

During the start-up of the installation, you may see the notification displayed in
Figure 7.9.-1.

Proceed SM5 510 1.1.0 Installation ? |

Q [t iz highly recommended that you update 5%'S
A00 . 8.4.248 to v. 8.4.3 or newer and update

COR 500w, 205 tovv. 3.0 or newer since
inztallation of SMS 510 1.7.0 will permanently
bring the mentioned productz] inta at
inoperable ztate.

Click %'es to continue ar click Mo to exit the

inztallation.
Ma
_UDEIE\L gpgconm. fif

Fig. 7.9.-1 Product upgrades will be required if SMS 510 is installed

As stated, the old versions of SYS 500 and COM 500 cannot be used if you install
SMS 510. If you are unsure about installing SMS 510, click No to exit the
installation. Otherwise, click Yes to continue with the installation.

500 and COM 500 must be updated to the respective versions stated

ﬂ Provided that you choose to install SMS 510, remember that SYS
in the message before you can continue using those products.
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7.10. Galaxy Debug window during first start-up

If a Galaxy Debug window is shown when you try to start SMS 510 the first time
after its installation, you must restart your computer and try again. See Figure 7.10.-
1:

An error has occurred. The following chain of information iz availahle:
error 1: /Memory- Alloc/
errno: 2: Mo zsuch file or directory

requested size: —-24
Hit a key to exit...
Hit a key to exit...

Fig. 7.10.-1 Galaxy Debug window

7.11. CAP 2/316 does not start

Ifthe CAP216/316 tool does not start as it should, the reason may be that the DCOM
identity password and the MicroSCADA user password are not the same. Make sure
that the passwords are configured according to Section 4.4.2.10. and Section 5.7.3.
of this manual.

7.12. Error when opening Remote Connection Properties dialog

In some circumstances the private phonebook of SMS 510 may get corrupted. The
Remote Connection Properties dialog cannot be opened due to this corruption and
this kind of error will be shown instead:

Error: 421 SCIL_ATTRIBUTE_NOT_FOUND
In program: START DLG\TOOLMGR\TREENAVIG 4\TOOLBAR\CP REMOTELIST.UPDATELIST
On line: 29 .Modify This = List (Id2 = Cmd_RemoteList ival:vId, -

This can be solved only by manually deleting the private phonebook file
\SMS510\Services\Communication\Use\BGU_CMGR_RAS.PBK and then
restarting SMS 510. After this the remote connection settings must be redefined.

7.13. Miscellaneous

7.13.1. Repaired operating system installations

If your computer experiences operating system failures and you repair the operating
system installation, it is recommended that you reinstall at least the following
options of the SMS 510 in order to guarantee correct installation of SMS 510:

* Base System
* REB 500 / RE.x16 Support

In addition, reinstall the Parameter Setting Tool (PST).
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7.13.2.
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TEMP environment variable

The TEMP environment variable must be defined on your computer and its content
must have reference to an existing directory to which you have read/write access.
Also, make sure that the drive on which this directory exists is not running out of
storage capacity.

To define the TEMP environment variable on Windows NT 4.0:

1. Open the System applet from the Control Panel.

2. Choose the Environment page as shown in Figure 7.13.2.-1 and locate the
TEMP variable from one of the lists. The setting may be defined both as a
System and a User variable. If found, the User variable setting overrides the
respective System variable setting.

System Properties BEE |
Startup./S hutdown I Hardware Profilez | Ilzer Profiles |
General I Performance Environment

System Y ariables:

W ariable | Walue |i|

FROCESSOR_LE... &
FROCESSOR_RE... 0502

; c:\kemp

THP o hkemnp —

uTIL et hd
Uzer Wanables far MITRMEAR:

Y ariable | Walue | -

detach o hkemphdetach

HOMEDRIME H:

HOMEPATH Y b

HOMESHARE YWPOW-RR1SAITRMEARS

Fath c:horoaram fileshcammon fileshmicrosaft shar.. LI
"Wariable: ITEMF'
e Iu::"-.temp

Set | Delete |

0k, I Cancel | Sy |

Fig. 7.13.2.-1 TEMP environment variable setting

gpg_prop. kit

3. Make sure that the defined directory actually exists on your computer. In the
figure above, the directory is 'CA\TEMP'. Use e.g. the Windows NT Explorer to
browse for this directory.
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To define the TEMP environment variable on Windows 2000:

1. Open the System applet from the Control Panel.
2. Select the Advanced page as shown in Figure 7.13.2.-2.

System Properties

Generall Netwnrkldentificatiunl Hardwarel Uszer Profiles  Advanced |

2 x|

— Performance

Perfarmance optioh: control how applications uze memany,
which affects the zpeed of pour computer,

Ferformance Options. ..

— Environment ' ariables

Ervironment wariables tell your computer where to find certain
twpes af information.

E nwironment Y aniables. .

— Startup and Recovern

Startup and recovery options tell your computer how to start
and what to do if an error cauzes your compter to ztop.

Startup and Recowvery... |

| k. I Cancel | Spply

gys_propl _w2k tif

Fig. 7.13.2.-2  Advanced page of System Properties

3. Choose the Environment Variables and locate TEMP variable from the list (see
Figure 7.13.2.-3). Verify that you have read/write access to the referenced

directory and that there is enough storage capacity.
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Environment Yariables ed |

—User variables Far Administratar

Yariable | Walue
CDocuments and Settings)Administrat, ..
THP ZiiDocuments and SettingsiAdministrat. ..
Mew,., Edit... | Delete |

—System variables

Yariahle | Walue |*

ComSpe: CWIRNT system3zZcrmd  exe

MUMEER_OF PR... 2 o

05 Windows T

CszZLibPath CWIRNT system3 2 os 2, dll;

Path CWIRMT system 32 COOWIMMT ;C WM, . j
e, ., | Edit... | Delete |

(0] 4 I Cance| |

Fig. 7.13.2.-3 TEMP environment variable setting in Windows 2000

sys_prop2_w2k tif

To define the TEMP environment variable on Windows XP:

1. Open the System applet from the Control Panel.
2. Select the Advanced page as shown in Figure 7.13.2.-4.
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System Properties ed B

Syztem Restore I Automatic Updates I Femate |
Gereral I Computer Mame I Hardware Advanced

ou muzt be logged on as an Administrator to make most of these changes.

— Performance
Yizual effects, proceszor zcheduling, memmary uzage, and wirkual rmemaony

Settings

— zer Profiles

Dezktop settings related ta vour logon

Settings

.

— Startup and R ecoverny
Syetem ztartup, suztem failure, and debugaging information

Settings |

Error Reporting |

] | Cancel | Spply |

sys_prop1_zp tif

Fig. 7.13.2.-4 Advanced page of System Properties in Windows XP

3. Choose the Environment Variables and locate TEMP variable from the list (see
Figure 7.13.2.-5). Verify that you have read/write access to the referenced
directory and that there is enough storage capacity.
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Environment Yariables 7| x|
~User wariables for MITRIAPT
Yariable Value
C:iDocuments and Sekkings. ..
C:\Documents and Settings). ..
MeEw Edit | Delete |
—System variables
YWariable | Walue | -
ComSpe: CHWINDOWSsystem 32 crmd, exe
MUMBER._OF P... 1 —
05 Windows_MT
Path CW IRDOW St system 32 CHOWINDOWS;
PATHERT (COM; EXE; BAT; .CMD; VBS; VBE; J5;.... |
MEw | Edit | Delete |
(0] 4 I Cancel |
sys_prop2_xzp tif
Fig. 7.13.2.-5 TEMP environment variable setting in Windows XP
7.13.3. Incorrect printouts

152

Printing from Visual SCIL based tools sometimes produces incorrect printouts.
Black stripes may be added to the printout, or some images or texts are not printed

at all.

Incorrect printouts are due to the "metafile spooling" option used in the current
printer driver. This option should be disabled in the printer properties dialog.
Different printer drivers may use different names for this "metafile spooling"
feature; e.g. the term "advanced printer features" is used by some Hewlett-Packard

drivers.
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