
Power Generation

Water Care
Cyber security patch delivery

ABB Water Care delivers tested and 
validated control system security patch 
updates for power generation facilities

The potential impact of a security incident includes 
endangerment of public or employee safety, loss of 
production, violation of regulatory requirements, harm to 
the environment and equipment damage. ABB evaluates 
all Microsoft security updates for relevance and system 
compatibility and published validation status as they are 
released by Microsoft.

Security has become a major concern for Power Generation
owner/operators. ABB understands the need for our customers
to maintain a secure, reliable, control environment with  
minimal time and effort expended.

ABB’s cyber security patch delivery service delivers on a monthly 
basis all validated patches and associated documentation. 
McAfee VirusScan patches, scan engine and virus definition file 
updates are included along with ABB’s Microsoft security update 
testing. Information about the latest patch level, scan engine,
and virus definition file versions validated are published together 
with the Microsoft security update test results. 

Cyber security patch updates are available as an option with 
all Water Care levels.

Other security services are available including NERC CIP
compliance services, assistance and consultation with update
installations, and solutions for automated deployment of 
system patches through a dedicated server.

Benefits
– Provides protection from intrusion and malicious 
 software
−	 Reduces	potential	for	system	disruptions	due	to	
 implementation of maintenance security patches  
 and settings by testing on an off-line system
−	 Insures	security	policy	compliance	with	government	 
 or corporate objectives
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91The information contained in this document is for general information purposes 

only. While ABB strives to keep the information up to date and correct, it makes 
no representations or warranties of any kind, express or implied, about the 
completeness, accuracy, reliability, suitability or availability with respect to the 
information, products, services, or related graphics contained in the document 
for any purpose. Any reliance placed on such information is therefore strictly 
at your own risk. ABB reserves the right to discontinue any product or service 
at any time. 
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ABB Inc.
Power Generation
Wickliffe, Ohio, USA
Phone: +1 440 585 78 04
E-Mail:  pspmarketing@us.abb.com
 
ABB AG
Power Generation
Mannheim, Germany
Phone: +49 621 381 33 33
E-Mail:  powergeneration@de.abb.com
 
ABB Pte. Ltd.
Power Generation
Singapore
Phone:  +65 62 22 77 78
E-Mail:  powergeneration@sg.abb.com
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Abu Dhabi, AE
Phone:  +971 2 493 80 00
 
ABB Co.
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Beijing, China
 
ABB A/S
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ABB Pty
Power Generation
Modderfontein, South Africa

ABB S.p.A.
Power Generation
Genoa, Italy
Phone: +39 010 607 3512
E-Mail:  powergeneration@it.abb.com
 
www.abb.com/powergeneration


