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Connecting an RVG200 to |ntrOdUCti0n

the internet via wireless
gateway ARR600 . X X
Communications protocols have been used in

industry for many years. Profibus® and Modbus® are
well-known protocols that enable the
communication of data from a slave device to a
Master device, but its range is limited. The
introduction of Ethernet enabled devices to
communicate over greater distances both in familiar
protocols (for example, Modbus over TCP) or by
using Internet protocols such as FTP (file transfer
protocol). However, if an operation’s location is too
remote even for Ethernet, how can we then enable
devices to communicate with the outside world?

This Technical Description explains how to connect
an RVG200 to the internet over a cellular network
connection using ABB'’s Arctic ARR600 wireless
gateway. There are 2 possible ways of connection
over a cellular network:

« Arctic-to-Arctic Open VPN connection

« PC-to-Arctic Open VPN connection

Connecting an RVG200 to the
internet via wireless gateway
ARRG00

Measurement made easy

The ARR600 provides wireless monitoring and
control of field devices via a cellular network from a
site or control centre. Devices can be connected via
either an Ethernet or serial connection and 2
ARR600 devices are then used to create a mobile
WAN which has its own VPN over which the data or
communications can be exchanged.

For more information on the Arctic ARR600 Wireless
gateway, click on the following link:

https://new.abb.com/medium-voltage/
distribution-automation/communication-devices/
arctic-wireless-gateway/wireless-io-gateway-
arr600



https://new.abb.com/medium-voltage/distribution-automation/communication-devices/arctic-wireless-gateway/wireless-io-gateway-arr600
https://new.abb.com/medium-voltage/distribution-automation/communication-devices/arctic-wireless-gateway/wireless-io-gateway-arr600
https://new.abb.com/medium-voltage/distribution-automation/communication-devices/arctic-wireless-gateway/wireless-io-gateway-arr600
https://new.abb.com/medium-voltage/distribution-automation/communication-devices/arctic-wireless-gateway/wireless-io-gateway-arr600
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Key features

Digital I/O and analog input interfaces

- Enables always-on TCP/IP routing and serial over
TCP/IP-based two way communication

« Secure communication maintained with VPN and firewall

« Communications monitor for Cellular network

- Remote operation & Monitoring of RVG200 over Ethernet
without cable or fibre optic infrastructure

- Wireless Process data transfer from RVG200

paperless recorder

Providing connectivity to remote plant locations

Configuring a bridged Arctic-to
Arctic OpenVPN connection

In this system, a single Arctic ARR60O is situated at the
remote site and connected to up to 5 devices using standard
RJ45 Ethernet cables. A second ARR60O is situated at the
central site and connected via a standard RJ45 Ethernet
cable to a PC. The two devices use a cellular network to
create their own VPN across which the PC communicates
with the devices at the remote site.

VPN tunnel

/\ Remote site

Central site

v

Figure1l Arctic-to-Arctic OpenVPN connection

Hardware setup, connections and
configuration

1 Referring to Figure 2, insert a data-enabled SIM card in
slot @ in the back panel.

e

Figure2 SIM card slot location

2 Referring to Figure 3:

a Connectal2to 48V DC power supply to terminal block
@ on the front panel of the unit.

b Turn the ARR600 on using switch .

c Plug an Ethernet cable into LAN connection @ and the
other end into a PC
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Figure3 ARR600 power terminal and on/off switch
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3 Configure the PC to use the same IP address as the 6 Enter the following username and password:
ARR600. The default IP address of the ARR60O is: Username: arctic-adm
10.10.10.10. The PC address can be modified by going to Password: arcticm2m

the following:
wing The ARR600 System:Welcome Page is displayed:
Control Panel > Network & Sharing Centre > Change

adaptor settings > Local Area Connection > Properties ABR [T
> Internet Protocol Version 4 > Properties: o -

= /0 Gasevay ARREDD (3eRE0DASZELN)

Internet Protacol Version 4 (TCP/IPvd) Properties [2 [t
e

General

You can get IP settings assigned automatically if your network supports —
this capability. Gtherwise, you need to ask your network administrator
for the appropriate [P settings.

Do nouse the browsers back b sines tht il gt 8 waing.

() Obtain an [P address automatically
@ Use the following P address:

1P address: 10 .10 .10 .1 |

Subnet mask: 255.3255.255. 0

Default gateway:

| Obtain DNS server adress automatically The left-hand panel contains the menu parameters
:“&"Li“"“dd“ — enabling configuration and customization of the device
e e settings. To simplify this process we have created some
basic configurations that may be loaded into devices that
require simple customizations to operate. Download the
o ] configurations from the following links:
‘ PC to ARR60O profile

4 Open Internet Explorer and type the address of the ARRG60O to slave device profile

device: https://10.10.10.10

[ validate settings upen exit

7 Toload the configurations, select Tools > Configuration
A warning is displayed regarding the security of the web profiles:
site:

A'n Tools:Configuration Profiles

E !e itps://192168.2199/ 0 - 0|ECerlmateEvmr:Nwlgahum x E e

Network D8 Checkzum Lo Mo
[ There is a problem with this website's security certificate. ven [e]
Frewai (o)
Services o)
O | st s
The security certificate presented by this website was issued for a different website's address. o]
O [resen TR ECaET)
The security certifcate presented by this website was not issued by 2 trusted certificate authority. PR
Lot [y EETTa
Security certficate problems may indicate an attempt to fool you or intercept any data you send to the EerT T i st 1

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.
& Continue to this website (not recommended).

@ More information

[showan]

8 From the Actions list select Import a profile from an
XML file:

Actions:

5 Click the option to continue to the website. A login
prompt is displayed:

from the current acfive configurstion

A'I' Tools:Configuration Profiles:import Profile
=
System [ ———
e [wn ]
il [ p—
= =y =]

[showan]


http://search.abb.com/library/Download.aspx?DocumentID=9AKK107046A6959&LanguageCode=en&DocumentPartId=&Action=Launch
http://search.abb.com/library/Download.aspx?DocumentID=9AKK107046A6960&LanguageCode=en&DocumentPartId=&Action=Launch
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...Configuring a bridged Arctic-to Arctic OpenVPN connection

9 Select the required profile (configuration): 12 Assign the ARR600’s IP address:
=
iy =
“““““ ‘ S
|
Once the profile has been uploaded, certain parameters
require changing depending upon the information given Contact the network provider and request a fixed IP
from the network provider and also local network address for one of the SIM cards. Enter this address into
requirements. the ARR600, and assign the IP address of the second
ateway and the PC accordingly.
10 When the profile has loaded, select Network > Mobile 9 Y gy
WAN from the left hand panel and set Enable to Yes: When both Wireless gateways are configured as required,
ABB NETaTEMGEIEWAN connect the ARR600 with the network-provided IP
e address to the PC using an Ethernet cable and the other

Ethemet Port

ARRG0O to the instrument(s) in the field.

Fiover

11 Contact the SIM card network provider and obtain the
settings for the following parameters:

APN
The mobile network access point name.

Authentication

The point-to-point authentication method specified by
the network provider.

Username & Password

The username and password used to access the
network.

DNS selection

Select Automatic if the network provides the address
automatically. If the network cannot supply the address
automatically, enter the address of the server.
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Configuring a bridged PC to Arctic OpenVPN connection

In this system, a single Arctic ARR60O is situated at the

remote site and connected to up to 5 devices using standard

RJ45 Ethernet cables. A software program is then installed
on a local PC enabling it to create an OpenVPN connection
across its standard network connection to the ARR600 via a
cellular network.

Virtual LAN

Figure4 PC-to-Arctic OpenVPN connection

Hardware setup, connections and
configuration

1 Referring to Configuring a bridged PC to Arctic
OpenVPN connection, Hardware setup, connections and
configuration on page 2, steps 1 to 12, configure the
ARR600.

2 From the left-hand panel in the ARR600 System:Welcome
Page, select Firewall > General. Set the Allow access to
OpenVPN server parameter to Yes and click Submit.

3 From the left-hand panel in the ARR600 System:Welcome
Page, select VPN > Open VPN Static Key > Create New
Complete the fields in the server settings tab as follows:

Server Settings Client Settings

These settings define OpenVPN Static Key server configuration.

Basic Information

Enabled Yes v | Enable to use this OpenVVPN server

Name static_server_0 1dentiying name for the connection

Description servert Free text

Port 1194 ‘ The port server listens (range: 1194 - 1198)

Static Key 7 Copy this key to the client that wants to connect to this server

0
#2048 bit OpenV/PN static key
,,,,, BEGIN OpenV/PN Static key V1--

97“:19 SestedTOTbedaT3se0035%s

en 920e8bb010bf
1076b2ac 213557

B o taod e e e

o 1655
e Tandaa0 15355 aabatE1caAE0

| Submit || Reset |

Note. Each server’s static key is unique and different to
that shown in the example above.

4 Click Submit and reboot the ARR600.

Installing the OpenVPN client ona PC

1 Download the latest version of the software from this

link:
http://openvpn.net/index.php/open-source/
downloads.html

Select the package named Windows Installer with the
filename: openvpn-install-n.n.n-Ix.x.x-<architecture>.exe
(where n.n.nis the current version of the software) and
click the filename to download it:

Sign in
®
DPEN [ 5ovo
Home VPN Service VPN Solution Downloads Search b
s Downloads
Downloads
= -~ OpenVPN 2.4.6 - released on 2018.04.24 (Change Log)

Thi is primarly  mainienance release wils inox bugfies and mprovements, and one securiy elevan e forthe Windows,

Documentation Interactive Servce. Windows installer OpenVPN GUI Installer 1501
51 Whch o0t Sty T e choppes Vi ndows s upport. HOWEs, i FLSs 02w hal 102w bk o 3.
HOWTO windows 8.212 due o driver geltng reject on freshily installed Windows 10 rev 1607 and laler when Secure Boot was enabled.

4 - The failure was due to the new. more strict driver signing requirements The 8.22 1 version of the driver is in the process of getiing
cmby Oy approved and signed by Microsoh and will be bundied in an upcoming Windows installer

Examples

Please nots that LibraSSL is not 2 supporte and wa o OpanBSD 6.0 which comes.

GuaphicllUserniadaca | vty LEneSSL b i norss voroons o reSSL sk AP SCpaLEA v 60 ke oapaH 1o et

B Al tethat Windows istallrs have boan bt wth IS varsion tht s beer pfched against sovera )

Changa Lsg exe on problems. Based on ou testing, though, older Windows versions.such as Wi ot
Benchion these Tes. Wo hus ovongly encoursgs you 1o wags MOV NSIS etalrs 108 non sse- il loceton belors

Instalation Notes running them. Our long-term plan is to migrate to using MS! installes instead

Release Notes

Compared to OpenVPN 2.3 this is a major update with a large number of new features, improvements and fixes. Some of the.
s major features are AEAD LGCM} ciphar and Elip: Curve DH kay axehango suppor, improved IPVATPAS cual tack support and
er-ID). Also, the new —tis-crypt feature can be used to

Non-English Increase users connection privacy
File Signatures A summary of the changes is available in Changes.rst. and a fulllist of changes is available here
Atticles

OpenPN GUI bundled wih the Windows installer has a large number of new features compared to the one bundled with
FaQ Open¥PN 23 One of maior features is the abily to run GipenVPN GUI without administrator privileges. For full details, see the
changslog The new OpenVVPN GUI features are documented here.

General Please note that OpenVPN 2.4 installers wil ot work on Windows XP.

Clent o frd o i G ofscos ploeos 0 8 g gt ok . In uncenan cases lease contact our developers
e or the developer pn-devel atire freenode net). For generic
forums, ops ot and vser IRC channel (Foporpr ot
Books irc freenode net)
P——— =
Forums
Contributing Souc Tal )
Soweaze
[er———— CryrT |[GnuPS Signature

NOTE: the GPG key used to sign the release files has been changed since Open'VPN 2.4 0. Insiructions for verifying the
signatures, as well as the new GPG public key are available here

We also provide static URLS pointing to latest releases to ease automation. For a fist of files look here.

This release is also available in our own software repositories for Debian and Ubuntu, Supported archilectures are (366 and
AmdRd For details. Inok here

Run the Installer and when prompted click Allow to let the
installer make the required system changes.

The OpenVPN configuration files must be created and
saved to the correct directory. Use a text editor (for
example, Notepad) to create two text files with the
following content:

) Untitled - Notepad
[ File Edit Format View Help
A proto udp
remote ﬂ({k_ﬂ‘(‘(_ﬂi(‘(_ﬂ‘(‘(
b port SR e

ifconfig #ww, wew wesg #ws 255,255.255.0
secret static key
keepalive 10 120
ping-timer-rem
persist-key
resolv-retry infinite
user nobody

group nogroup

verb 1

mute 10

nobind

@ The IP address of the ARR600 as given by the
cellular APN (network provider)
The OpenVPN server port within the ARR600

The IP address and subnet mask the PC is to use
when the OpenVPN tunnel is running

Note. The PC’s IP address must belong to the same
subnet as the ARR600’s LAN IP Address.


http://openvpn.net/index.php/open-source/downloads.html
http://openvpn.net/index.php/open-source/downloads.html
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...Configuring a bridged PC to Arctic OpenVPN connection

Installing the OpenVPN client on a PC 9 Start OpenVPN and if prompted, allow the program to
. make changes to the computer. The OpenVPN icon is
5 Save the two text files as: . . . .
. displayed in the right-hand side of the task bar:
Static.conf

Static.ovpn

in the following location:
Computer\program files\ OpenVPN\ config

.. . . Right-click the icon and select Connect:
Note. Administrator rights may be required to access the
location. Lot
Disconnect
6 Copy the OpenVPN static key from the ARR600: it
View Log !
e by
These settings define OpenVPN Static Key server configuration Change Password il
Enabled Yes v Enable to use this OpenVPN server Settings... ]
“Name e eror.0 Tdentiying nams fo e comection o
Description Servert Free fext —
Port 1194 The port server listens (range: 1194 - 1198)
ke > = s o s Vo o T e

0
#2048 bit OpenVPN static key

—BEGIN OpenVPN Static key V1-——

572¢feac Sa6fe4707beda73580a3698
b9341725:

G B %D

STt e s The connection screen is displayed momentarily until a
:Qibéesiu7cacbc87ol346c53éezldﬁ7 - . . .
S esdneoTese sotamsTcanE |/ connection is established:

Submit || Reset

S R ==
Curent State: Connecting
I

Paste the static key to a text editor and save it with the
filename static.key in the OpenVPN configuration |
directory as described in step 5. “

In the windows Start menu, right-click OpenVPN and
select Properties. On the Compatibility tab, ensure the
Run the program as an administrator box is checked and

click OK.

Once connected, the PC can connect to devices within the

Ao vepee: B == ARR600’s LAN subnet.
Secuty | Detals | _ PreviousVersions
General Shottout Compatbiity

Ifyou

; o Note. In both set ups, ensure that one SIM card has a fixed IP
an eatlier version of Windows, select the compatibility mode that

matches that eailier version,

Fil i st s address provided by the network provider. This enables easy
Compatibiéty mode . . .

(LY TB——— communications between the units.

‘Windows %P (Service Pack 3] -

Settings

[ Runin 256 colors

7] Runin 540 x 480 screen resolution

[ Disable visuai themes

[ Disable desktop composition

7] Disable display scaling on high DFY settings

Priviege Level

—
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Configuring the RVG200

The software configuration for both scenarios is the same
and there are no special parameters in the RVG200 that are
required to communicate across this type of network. The
RVG200 will view it as no different to an ordering hard wire
WAN across which it would normally communicate.

To configure the Ethernet settings in the RVG200:
1 Pressthe @ icon and press ﬂ to enter the configuration
level.

2 Select the operator to use and enter the associated
password (if required).

3 Select Edit current configuration.

4 From the main configuration menu press EIE to enter the
/0 module configuration page and press to enter the
Ethernet configuration page.

5 Enter the values for the IP address, subnet mask and
default gateway:

IP-address |

Subnet mask |

Default Gateway |

Note. This information can be obtained from the local IT
administrator for the same LAN the PC is networked to.
Only the Arctic ARR600 device(s) have a different IP
address.

6 Configure the FTP usernames, passwords and access
levels required:

Ethernet FTP  |Email |Email 1|Email 2

— \

Fl?userlli @/
Fl?userlli @/
FI'PuserS,i @f
Fl?user4|7 @f

Uszer name ’7 @ &

Paszward ’7 G

Access Level ’7 @ &

Fiemote Operation &ccess ’7 @ Y

7 Exit the configuration level and touch il to save the
changes to the current configuration:

15_38_25 040913 RVG200.cfg

Apply Changes P ag;
Export Configuration a"
Return ko Configuration Maode .fﬁ"

Discard Changes

H

8 Connect one end of an Ethernet cable into the rear of the
RVG200 and the other end into the RJ45 connector on the
ARRG0O.

9 Check communications pinging the ARR600 using the
DOS command prompt.

= \>ping 18.44.92.29
[Pinging 10.44.92.29 with 32 hytes of dat

The RVG200 and remote monitoring
applications

The RVG200 is ideally suited for remote monitoring
applications. Standard fit Ethernet communications enable
full remote operation of the RVG200.

The comprehensive webserver enables not only remote real-
time monitoring of the process values but also full remote
operation providing the viewer with the ability to log on to
the recorder and fully operate it as though they were
standing in front of the it.

ABB’s Datamanager Pro software provides regular transfer
of data files at user-defined intervals via the Ethernet
connection using the RVG200’s embedded FTP server. This
means that data can be retrieved remotely from the unit and
charts generated without attending the site.

Features which make the RVG200 ideal for remote
monitoring applications are:

- Ethernet connection as standard

- Largeinternal memory

« Inbuilt webserver

« Full remote operation

« Inbuilt FTP server

- Email notification

- Datamanager Pro’s FTS functionality
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