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3

Notes on the instruction manual

Please read through this manual carefully and observe the information it contains. This will

assist you in preventing injuries and damage to property, and ensure both reliable operation and

a long service life for the device.
Please keep this manual in a safe place.
If you pass the device on, also pass on this manual along with it.

ABB accepts no liability for any failure to observe the instructions in this manual.
Safety

Warning

Electric voltage!

Dangerous currents flow through the body when coming into direct or indirect
contact with live components.

This can result in electric shock, burns or even death.

— Disconnect the mains power supply prior to installation and/or disassembly!

— Permit work on the 110-240 V supply system to be performed only by
specialist staff!

Intended use

This device is used for door communication and video transmission. It makes communication
possible between the ABB-Welcome IP door communication and the local IP network.
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4.1

Environment

Consider the protection of the environment!

Used electric and electronic devices must not be disposed of with household
waste.

— The device contains valuable raw materials that can be recycled. Therefore,
dispose of the device at the appropriate collecting facility.

ABB devices

All packaging materials and devices from ABB bear the markings and test seals for proper
disposal. Always dispose of the packing materials and electric devices and their components via
an authorized collection facility or disposal company.

ABB products meet the legal requirements, in particular the laws governing electronic and
electrical devices and the REACH ordinance.

(EU-Directive 2002/96/EG WEEE and 2002/95/EG RoHS)
(EU-REACH ordinance and law for the implementation of the ordinance (EG) No.1907/2006)
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5 Product description

5.1 Control elements
5 o
{ T
v =
1 2 3 4
Fig. 1: Control elements
No. Function

1 LAN port
Link to a router or switch

5 Uplink port
Link to outdoor ABB-welcome IP system

3 DC+, GND
Power supply interface
Reset button

4 When the device is powered on, hold this button for more than 3 s to enter the factory
reset mode within 30 s.
Status indicator

5 When the device is powered on and the connection of the indoor station is detected,
the LED indicator blinks.
After entering the factory reset mode, the indicator lights up for 3 s and then goes out.

Tab.1: Description
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5.2 Feature

= Standard MDRC device

= 1 LED indicator

= Dual LAN port to isolate private devices from public device
=  Support Welcome APP connected (Android and iOS)

=  Support multiple indoor station(s) in one apartment
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6 Technical data

Designation Value
Operating voltage 27 VvDC
Standby current <100 mA
Operating current <100 mA

Dimension 107 mm x 89.6 mm x 64.5 mm
Temperature -25°C - +70°C

Humidity <93% RH, non-condensing
Protection IP 31

Tab.2: Technical data
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7 Mounting/Installation

Warning

Electric voltage!

Dangerous currents flow through the body when coming into direct or indirect
contact with live components.

This can result in electric shock, burns or even death.

— Disconnect the mains power supply prior to installation and/or disassembly!

— Permit work on the 110-240 V supply system to be performed only by
specialist staff!

7.1 Requirement for the electrician

Operating Instructions VER:1.0

Warning

Electric voltage!

Install the device only if you have the necessary electrical engineering
knowledge and experience.

— Incorrect installation endangers your life and that of the user of the electrical
system.

— Incorrect installation can cause serious damage to property, e.g. due to fire.

The minimum necessary expert knowledge and requirements for the installation
are as follows:

— Apply the "five safety rules" (DIN VDE 0105, EN 50110):
Disconnect

Secure against being re-connected

Ensure there is no voltage

Connect to earth and short-circuit

Cover or barricade adjacent live parts.

— Use suitable personal protective clothing.

— Use only suitable tools and measuring devices.

— Check the type of supply network (TN system, IT system, TT system) to
secure the following power supply conditions (classic connection to ground,
protective grounding, necessary additional measures, etc.).

o N =
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7.2 Mounting

7.2.1 Product dimension

107 mm

89.6 mm

Fig. 2: Product dimension

7.2.2 Mounting

Fig. 3: Mounting

7.2.3 Dismantling

Fig. 4: Dismantling

Operating Instructions VER:1.0
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8 Commissioning

8.1 Overview

The IP gateway has a user interface that can be reached via an Internet browser. The user
interface can be opened from every computer that is part of the same network as the gateway

that is to be configured.

For the initial startup of the IP gateway a few basic settings need to be made in this user

interface.

2 options are available to you for commissioning:

Commissioning

Description

Version 1 - UPnP

Commissioning with the Windows UPnP service

Version 2 - IP address

Enter IP address directly

Tab.3: Overview of commissioning

@) Information regarding documentation
The Windows 7 interface is used to describe the configuration options.

Operating Instructions VER:1.0
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8.2 Commissioning with the Windows UPnP service

Preconditions:

= There is a DHCP server on the network, e.g. integrated in the router.
= The IP gateway is connected to the router by a LAN cable.

= The PC is connected to the network.

= The IP gateway is connected and ready for operation.

Operations:

= Open Windows Explorer.

= Click the "Network" entry below the displayed drives. The window on the right now displays
all devices currently on the network.

= Double-click the IP gateway icon. A browser window with the configuration interface
automatically opens.

e ® T

File Edit View Tools Help

Organize »  Networkand Sharing Center  Add aprinter  Add a wireless device

4 Network Infrastructure (1)
o Wireless Router TL-WRT2ON
4 Other Devices (1)

1 p-Gateway
-

3 IP-Gateway Properties ==

NetorkDevie |

IP-Gateway
Device Details

Manufacturer: BB Genway
http:ffwwiw.abb.com

Model: TP-Gateway
http: /i, abb. comfe-

Model number; 20

Device webpage: http: /182,168, 1. 101 findexc html

Troubleshooting Information
Serial number: 0123456789

MAC address: 80:72:7F01:2zad

Unique identifir: wuid:01

1P address: 192.168.1.101

oK Cancel

| € Network |

Fig. 5: Commissioning with Windows UPnP service

O Note
If the browser does not open automatically, the device properties appear
instead. Copy the displayed IP address, e.g. 192.168.1.101, and enter it

manually into the browser's address bar.

If the IP gateway icon can’t be found, you can check the Windows firewall. For
example, turn off the Windows firewall. If you still can’t find the IP gateway icon,
you can go to version 2.
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8.3 Commissioning with IP address

8.3.1 Getting the IP address fro

Preconditions:

m the router

= There is a DHCP server on the network, e.g. integrated in the router.

= The IP gateway is connected to the router by a LAN cable.

= The PC is connected to the router by a LAN cable

= The IP gateway is ready for operation.

Operations:

= Open "Control Panel", select "Network and sharing center".

= Click on "Change adapte

r settings”

o [E=E=l =)
@Qv‘:‘ Control Panel + All Control Panel tems » Nebwork and Sharing Center [ 4| Searc 2]
o
Fie Edit View Tools Help
@

Control Panel Home

Manage wireless networks

Change adapter settings

Change advanced sharing
settings

Internet Options

Windows Firewall

View your basic network information and set up connections

g 2 Seefull map
7Y > @

CN-L-0460131 Jacky Internet
(This computer)

View your active networks Connect or disconnect
/‘ Jacky Access type: Internet
\.L S eonmit Connections: =5 Network Connection
Change your networking settings
ik Set up a new connection or network
=" Setupawireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
4 Connect te a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
Choose homegroup and sharing options
Sce also Access files and printers located on other network computers, er change sharing settings.
HomeGroup

[=¥ Troubleshoot problems
Intel® PROSet/Wireless Tools k=] P

Diagnose and repair network problems, or get trubleshooting informatien.

Fig. 6: Change adapter settings
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Commissioning

= Double click the network connection icon to enter the "Network Connection Status" window.
= On "Network Connection Status" window, click "Properties".

= On "Network Connection Properties" window, select "TCP/IPv4", click "Properties".

= On "TCP/IPv4 Properties" window, select "Obtain an IP address automatically", click "OK".
= Back to "Network Connection Status" window, click on "Details".

= On "Network Connection Details" window, you can find the IP address of the router.

— Local Area Connection
Network 3

ﬁg Intel(R) Ethernet Connection 1217...

~ N — ™
U Local Area Connection Status = U Local Area Connection Properties =
General Networking
c . Connect using:
IPv4 Connectivity: No Internet access ¥ Intel(R) Ethemet Connection 1217-LM
IPv6 Connectivity: No network access
Meda tate: Encbled
Duratioi: 00:53:21 This connection uses the following items:
Speed: 100.0 Mbps & Client for Microsoft Networks
421005 Packet Scheduler
-6 ™ S Fie and Printer Sharing for Microsoft Networks
4 Versi P/IPy
- Intemet Protocol Version 4 (TCP/IPv4) | 3
Activity W . Link-Layer Topology Discovery Mapper 1/0 Driver
- W -a. Link-Layer Topology Discovery Responder
Sent — &g —  Received 4
ig Install Uninstall | Properties |
Bytes: 993,734 7,366,096 .
¥ 2 | b
Transmission Control Protocol/Intemet Protocol. The default
[@Pmperhes ——— ] . wide area network protocol that provides communication
J o JT J gl across diverse interconnected networks.
\ OK Cancel
\ p.
L Protocol Version 4 (TCP/IPv4) Properties (L9 [t
Network Connection Details u
> General | Alternate Configuration
You can get IP settings assigned automatically if your network supports
Property Value this capability. (_Jtherwise, you need to ask your network administrator
o fic DN.. for the appropriate IP settings.
Description Intel(R) Ethemet Connection 1217-LM — , .
Physical A 54.EE-75-32-6F-8A (@) Obtain an IP address automatically | 5
DHCP Enabled Yes Use the following IP address:
IPv4 Address 192.168.1.102
IPv4 Subnet Mask 255.255.255.0
Lease Obtained Monday. June 12, 2017 4:17:33 PM -
Lease Expires Monday. June 12, 2017 6:21:27 PM Def
P sen smimin]? s s
IPv4 WINS Server ©) Use the following DNS server addresses:
NetBIOS over Tepip En...  Yes Pref
Linkdocal IPv6 Address  fe80:b153:43fafbe:c40d%12 ) .
(] |Pv6 Defautt Gateway ] Alternate DNS serve
IPv6 DNS Server
Validate settings upon exit

Fig. 7: Getting IP address of DHCP server
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Getting the IP address of the IP gateway
= Enter the IP address of the router on the browser to access the router.

= Click "Attached Devices", you will find a list of all connected devices including the name,
MAC address and IP address.

T

ID MName MAC address IP address

me s

1 [CH-L-0460131) 54-FE-75-32-6F-8A | 192. 168. 1.100
BO-TA-TF-01-2A-AD | 19Z2. 168.1.101

[}
|
=]

[}

i
=]
ot
m
=}
i

Fig. 8: Getting the IP address of IP gateway
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8.3.2 Getting the IP address from the indoor station

If the connection type of the indoor station is set on "IP gateway", you can also find the IP
address from the information page of the indoor station.

The indoor station needs to be connected to the LAN port of the IP gateway.

¥ IP-Gateway

Unit No.: 0101 ID;

Static IP
168 1
255 255
168 1
168 1

Actlive Back

SYSTEM INFORMATION

Firmware Version: Address of Indoor Station:

HB82351_V3.27_20170310_MP_TIDM365 0001 0101 01

Debug

Build at 16:20:18 Jun 6 2017

ALARM_V3.05_20141224 Android App:
[af o]

Hardware Version:
H82351_V0.30

MAC Address :
80:7A:7F:01:8F:39

IP-gateway Address:
192.168.1.101

Thursday y @\
01/05/2014 |  00:20 =]

Fig. 9: Getting IP address from indoor station

Error Log

Operating Instructions VER:1.0

|16



8.3.3 Logging into IP gateway with the IP address

= Enter the IP address of the IP gateway directly on the browser.
= Enter the user name and password. (default is "admin”, "admin™)

= Click "Login" to enter the configuration menu.

<} & 1921681101/ | o ”

N

1P-Gateway
1P Address: 192.168.1.2
MAC-Address: 80-7A-7F-00-7C-41

P-Gateway v

User Name:

Password:

[logn

Fig. 10:  Logging into IP gateway with the IP address
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8.4 Resetting the IP gateway to the factory default setting

Press and hold the "Reset" button for 3 s to reset the IP gateway to the factory default setting.

\e

Y

Fig. 11: Resetting the IP gateway to factory default setting

Operating Instructions VER:1.0
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9 Operation

9.1 Language

AL 1D D
MmRpp

IP-Gateway
IP Address: 192.168.1.200
MAC-Address: 80-7A-7F-01-2A-A3

User Name:

Password:

[leon ]

Fig. 12: Language
Select a language on the upper right corner of the page.
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Network configuration

Network Configuration
Basic settings

Modify Password

Network Information

Device settings

User Management

KNX Setting

Import / Export Configuration
Firmware Update

Generate certification file

Version Information

Network configuration

Operating Instructions VER:1.0

Network Configuration

®@pHeP O Static IP
IP Address: [152__ |.[768__|.[1 ].[301 |
Networkmask: [256  |.[255  |.[2858  |.[0 |
Default Gateway: [192 | [168 | [1 .[1 |
DNS: [192 |-[168  |[1 .[1 |

External IP / Hostname:

logout

[r

Reset | [*]

Save

On the "Network configuration" page you can set the IP address as DHCP or Static IP. (Default
is DHCP)

|20



9.3 Basic setting

Operation

ABD

Network Configuration
Basic settings

Modify Password

Network Information

Device settings

User Management

KNX Setting

Import / Export Configuration
Firmware Update

Generate certification file

Version Information

Basic settings

O o —
0101

Fig. 14: Basic settings

On the "Basic settings" page you can enter the "Unit no." and "Apartment no" of the relative

indoor station.

Operating Instructions VER:1.0

|21



Operation

9.4 Modify password

logout

Network Configuration

Basic settings Modify Password

i Current Password:

Network Information New Password:
Confirm new Password:

Device settings

e o we e ==

User Management
KNX Setting 2
(W, Password saved successfuly. Please remember the new password!
Import / Export Configuration Len

Firmware Update

Generate cerlification file

Version Information

D] Reset [ [*] Save

Fig. 15: Modify password
On the "Modify Password" page, you can change the system password. (“admin" by default)

A new password can have 4-8 numbers and characters.
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9.5 Network information

Network Configuration

Basic settings

Modify Password

Network Information
Device settings

User Management

KNX Setting

Import / Export Configuration
Firmware Update

Generate certification file

Version Information

Fig. 16:  Network information

E’.JQDLI.K. 1

Network Information

IP Address.
Network mask:
Default Gateway:
MAC-Address

192.168.1.101
256255255 0
192.168.1.1
80-TA-TF-01-2A-AD

On the "Network Information” page, you can view the IP address of the IP gateway and other

relevant information.

Operating Instructions VER:1.0
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9.6 Device settings

Operation

Network Configuration

Basic settings

Medify Password

Network Information

Device settings

User Management

KNX Setting

Import / Export Configuration
Firmware Update

Generate certification file

Version Information

Device settings

¥ | Get OS/GS list

Device Type Device ID Name
andconfmed 05 01

logout

Fig. 17:  Device settings

On the "Device settings" page you can access the OS/GS list.

It allows the device to be renamed.

Operating Instructions VER:1.0
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Operation

9.7 User management

9.7.1 Add standard user

logout

Network Configuration
Basic seftings User Management

Modify Password
v Add User

Network Infc i
etwork Information D User Name

Device settings

User Management

KNX Setting

Import / Export Configuration
Firmware Update

Generate certification file

Version Information

logout

Network Configuration

Basic settings Add User

Modify Password User Name:

Network Information Vessood
N T Ta—

Permission: ] Surveillance

User Management Unlock

Message from webpage eS|

Device settings

KNX Setting

Import / Export Configuration

Firmware Update 4 DonelYou have changed user's information, restartsystem for
B pplication.
Generate certification file

Version Information

D] Reset [ [*] Save

Fig. 18: Add standard user

On the "User management" page, you can add a standard user and set the access
authorization.

For standard users, their authorizations only include "Surveillance" and "Unlock".
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9.7.2 Access for standard user

‘k == == - —

IP_Gateway

IP Address: 192.168.1.101

MAC-Address: 80-TA-TF-01-2A-AD

User Name:

Password:
— 7[ogcul
User Information
Modify Password User Information
Version Information User Name: kids

Permission: /] surveillance
™1 unlock
QR Code:

Fig. 19:  Access for standard user

For the login of IP gateway with standard user, you can find a QR code on the "User
information" page.

A standard user can modify the login password, but can not change the authorization.
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9.7.3 Quick configuration for standard user with APP

SYSTEM INFORMATION
Firmware Version: Address of Indoor Station:

H82351_V3.27_20170310_MP_TIDM3865 0001 0101 01

Debug

Build at 16:20:18 Jun 6 2017

ALARM_V3.05_20141224 Android App:
(o =

Hardware Version:
H82351_V0.30

MAC Address :
80:7A:7F:01:8F:39
IP-gateway Address:
192.168.1.101

Thursday
01/05/2014  00:20

onfiguration

Welcome
Configuration sucessfully loaded

OK

Fig. 20: Download and install APP

= Open the "System information” page of the indoor station;

= Scan the QR code with the mobile device, download and install the app;

= Open the app and click the "Setting" button;

= Make sure the mobile and IP gateway are located in the same network;

= Login to the IP gateway with normal user, click on "User information" page;

= Click on "Quick configuration with QR code" on the app, scan the QR code on the "User
information” page.

= Click on "OK" to confirm the configuration.

Click on "Back" to return to the main page.
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logout

User Information

Modity Passward User Information
Version Information User Name: Jacky
Permission'[¥] Surveillance
Unlock
QR Code:

! Welcome

Front door

0

Fig. 21:  Quick configuration for standard user with APP
The main page displays all devices added by the IP gateway.

Click the icon of the outdoor station to start the surveillance.
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9.8 KNX setting

Operation

Network Configuration

Basic settings

Modify Password

Netwark Information

Device settings.

User Management

KNX Setting

Import / Export Configuration
Firmware Update

Generate certification file

Version Information

logout

IPS address: |

] Reset [ [*] Save

Fig. 22:  KNX setting

On the "KNX Setting" page you can enter the IPS address and click on "Save" to save the

setting.

Operating Instructions VER:1.0
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9.9

Import/Export configuration

Fig. 23:

On the "Import/Export configuration” page you can export the configuration file to the PC or
import the configuration file from the PC.

Network Configuration

Basic settings

Modify Password

Netwaork Information

Device settings

User Management

KNX Setting

Import { Export Configuration
Firmware Update

Generate certification file

Version Information

Import/Export configuratin

Operating Instructions VER:1.0

logout

Import Configuration

| [c\UsersiCNIACHEZS\D! _Browse... |

Export Configuration

Expart

Message from webpage [

I, Importis done! System will restart later!
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9.9.1

Firmware update

Operation

L]

Network Configuration

Basic setfings

Modify Password

Network Information

Device seftings

User Management

KNX Seting

Import / Export Configuration
Firmware Update

Generate certification file

Version Information

L

Network Configuration

Basic settings

Modify Password

Network Information

Device settings

User Management

KNX Setting

Import / Export Configuration
Firmware Update

Generate certification file

Version Information

Fig. 24:

On the "Firmware Update" page you can update the software of IP gateway.
You need to restart the IP gateway after the successful update.

Firmware update

Operating Instructions VER:1.0
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9.10 Generate certification file

logout

Network Configuration Generate certification filej
Besiretbogs Certification is generating please waitl
Modify Password

Network Information

Device settings

User Management

KNX Setting

Import / Export Configuration

Firmware Update

Generate certification file

Version Information

Fig. 25:  Generate certification file

The IP gateway will generate a certification file automatically when installed. Its validity period is
50 years. If the certification is invalid, you can create a new certification file on this page to
ensure normal operation.
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9.11 Version information

logout 7

Network Configuration

Basic settings Version Information

Modify Password H3M13-GW_V1 14_20170426_MP_TIDM365
Network Information

Device settings

User Management

KNX Setting

Import / Export Configuration

Firmware Update

Generate ceriification file

Version Information

Fig. 26:  Version information

On the "Version Information" page you can view the current version of the software.
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Notice

We reserve the right to at all times make technical changes as well as changes to the contents
of this document without prior notice.

The detailed specifications agreed to at the time of ordering apply to all orders. ABB accepts no
responsibility for possible errors or incompleteness in this document.

We reserve all rights to this document and the topics and illustrations contained therein. The
document and its contents, or excerpts thereof, must not be reproduced, transmitted or reused
by third parties without prior written consent by ABB.
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Contact us

ABB (United Arab Emirates)
Industries(L.L.C)

P.0.Box 11070 Dubai-UAE
T:+971 4 3147 586

F:+971 4 3401 541

ABB (Turkey) Eletrik San.AS
ABB Elektrik Sanayi AS. Organize
Sanayi Bolgesi 2 Cadde

No: 16 Y. Dudullu-Istanbul

T :+90 216 528 2281

F :+90 216 528 2945

ABB (Thailand) Ltd.

161/1 SG Tower, 1st-4th Floor, Soi
Mahadlekluang 3, Rajdamri Road,
Lumpini, Pathumwan Bangkok
10330, Thailand

T:+66 2 6651 000

F: +66 2 6651 043

ABB (Korea) Ltd.

Oksan Bldg, 10th FIl. 157-33
Samsung-dong, Gangnam-gu,
135-090, Seoul, Korea
T:+82 25283 177

F:+82 25282 350

ABB Global Marketing - Lebanon
Down Town, Beirut, ebanon

T :+961 1983 724/5

F:+961 1983 723

ABB (India) Ltd.

Plot No.1, Sector-1B,
I.ILE.SIDCUL,
Haridwar-249403.India
T :+91 133 423 5447
F :+91 133 423 5449

ABB Australia Pty Ltd.
601 Blackburn Road
3168, Notting Hill, Victoria,
Australia

T:+61 38577 7139
F:+61 3 9545 0415

www.abb.com

Approvals and Compliances

ABB (Vietnam) Ltd.

Km 9 National Highway 1A ,
Hoang Liet, Hoang Mai, Hanoi,
Vietnam

T:+84 438611010

F : +84 4 3861 1009

ABB (KSA) Electrical Industries
Co. Ltd.

P.O.Box 325841, Riyadh 11371
T :+966 1 1484 5600

F:+966 1 1206 7609

ABB (Russia) Ltd.

3121 Wiring Accessories
30/1 bld.2, Obrucheva str. RU
T:+7 495777 2220

F:+7 495 777 2220

ABB Malaysia Sdn Bhd

Block A, Level 2, Lot 608, Jalan
SS13/IK 47500 Subang Jaya
Selangor

T:+60 3 5628 4888

F : +60 3 5635 8200

ABB (Hong Kong) Ltd.

3 Dai Hei Street, Tai Po Industrial
Estate, Tai po, Hong Kong
T:+852 29293 912

F : +852 2 9293 505

ABB Pte. Ltd.

2 Ayer Rajah Crescent,
Singapore 139935
T:+656 7765711

F: + 656 7780 222
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Notice

We reserve the right to at all times
make technical changes as well as
changes to the contents of this
document without prior notice.

The detailed specifications agreed
upon apply for orders. ABB accepts
no responsibility for possible errors

or incompleteness in this document.

We reserve all rights to this
document and the topics and
illustrations contained therein. The
document and its contents, or
extracts thereof, must not be
reproduced, transmitted or reused
by third parties without prior written
consent by ABB
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