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1 Notes on the instruction manual

Please read through this manual carefully and observe the information it contains. This will
assist you in preventing injuries and damage to property and ensure both reliable operation and
a long service life for the device.

Please keep this manual in a safe place. If you pass the device on, also pass on this manual
along with it. ABB accepts no liability for any failure to observe the instructions in this manual.

2 Safety

Warning
Electric voltage!
Dangerous currents flow through the body when coming into direct or indirect

contact with live components.

This can result in electric shock, burns or even death.

— Disconnect the mains power supply prior to installation and/or disassembly!

— Permit work on the 100-240 V supply system to be performed only by
specialist staffl

3 Intended use

As a part of the ABB-Welcome IP system, this device can only be used with accessories from
the system
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4.1

Environment

Consider the protection of the environment!

Used electric and electronic devices must not be disposed of with household
waste.

— The device contains valuable raw materials that can be recycled. Therefore,
dispose of the device at the appropriate collecting facility.

ABB devices

All packaging materials and devices from ABB bear the markings and test seals for proper
disposal. Always dispose of the packing materials and electric devices and their components via
an authorized collection facility or disposal company.

ABB products meet the legal requirements, in particular the laws governing electronic and
electrical devices and the REACH ordinance.

(EU-Directive 2012/19/EU WEEE and 2011/65/EU RoHS)
(EU-REACH ordinance and law for the implementation of the ordinance (EG) No.1907/2006)

Product manual 2TMD041800D0088



5 Product description

5.1 Device type
Article Product ID Product name Color Slz.e (DxHxW)
number Unit: mm
D04011 2TMA400260W0002 Smart Access Point Pro White 204 x 132 x 32
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5.2 Terminal description

S —1

6
! |57
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121110

No.

Function

USB stick connector (reserved)

Tamper switch

Itis used to prevent intruders breaking into the Smart Access Point. Once the front shell of
Smart Access Point is opened, a tamper alert will be sounded by the built-in speaker of Smart
Access Point.

The tamper alert can be also set as the precondition and/or event in the "Action" function. Then
it can be triggered together with other actions (e.g. pushing notification).

() Status indicator LED

Binary input (used to interact with other systems)

Binary output (used to interact with other systems)

Reset button

Press and hold this button for 10 s to enter the reset mode to reset the password of the first
admin user.

Switch on/off to activate/deactivate WiFi Access Point mode
When WiFi Access Point mode is activated, Status indicator LED flashes red.

Micro SD card connector (reserved)

10

Security switch
ON = The devices are not allowed to be added or deleted
OFF = The devices are allowed to be added or deleted (default)

Power input connector (DC-JACK input)

11

LAN (PoE)

12

LAN (reserved)
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() Status indicator LED

Description Blue Red Green White Priority
Reset to factory default Flashing 7 (Highest)
slowly

Alarm (e.g. tamper alarm) Flashing 6

A quickly
Power on or Initial setup on 5

- s Flashing

WiFi Access Point is enabled slowly 4
Security mode is disabled on 3
Doorbell is muted on 2
Normal operation on 1
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Technical data

Designation Value

Rating voltage 24\ =
Operating voltage range 20-27V =
Rating current 24 V =, 375 mA
PoE standard IEEE802.3 af

Wireless transmission band

802.11b/g/n:

2412...2462MHz (for United States)
2412...2472MHz (for European countries)
802.11a/n:

5150...5250MHz

5250...5350MHz

5470...5725MHz (not used in Russia)
5725...5850MHz (for United States)

Wireless transmission power

Max. 20 dBm@12 Mbps OFDM 2.4 G
Max. 20 dBm@12 Mbps OFDM 5.8 G

Wireless transmission standard

IEEE 802.11 a/b/g/n

Operating temperature -10 °C...+45°C

Storage temperature -25°C...+70°C

IP level IP 30

IK level IK 05

Relay output 30Vv=,1A

Binary input 5V =, 1mA
Bluetooth data

Bluetooth standard 4.2

Frequency range

2.402...2.480 GHz

TX power

Maximum 8 dBm

RX sensitivity

Minimum -92 dBm
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7 Mounting/Installation

A\

Warning

Electric voltage!

Dangerous currents flow through the body when coming into direct or indirect
contact with live components.

This can result in electric shock, burns or even death.

— Disconnect the mains power supply prior to installation and/or disassembly!

— Permit work on the 100-240 V supply system to be performed only by
specialist staffl

71 Requirement for the electrician

A\

Warning

Electric voltage!

Install the device only if you have the necessary electrical engineering
knowledge and experience.

— Incorrect installation endangers your life and that of the user of the electrical
system.

— Incorrect installation can cause serious damage to property, e.g. due to fire.
The minimum necessary expert knowledge and requirements for the installation
are as follows:
— Apply the "five safety rules" (DIN VDE 0105, EN 50110):

1. Disconnect

2. Secure against being re-connected

3. Ensure there is no voltage

4. Connect to earth and short-circuit

5. Cover or barricade adjacent live parts.
— Use suitable personal protective clothing.
— Use only suitable tools and measuring devices.

— Check the type of supply network (TN system, IT system, TT system) to
secure the following power supply conditions (classic connection to ground,
protective grounding, necessary additional measures, etc.).
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7.2

Mounting

1. Dismantle

Pull the clamp on the bottom of the device and then open the front cover.

2. Wiring
Option 1: Wiring from the back
Option 2: Wiring from the bottom

Option1

’ \
/ \
\ |
]
\ /
~N L ’/
T
\ Z
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3. Mounting
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8 Commissioning

8.1 System requirements

User interface
Commissioning is always carried out via the web-based user interface of "Smart Access Point".

To open the web-based user interface, you require a computer with a LAN or WLAN network
adaptor and an installed Internet browser.

The recommended browsers are:
= Firefox (from version 9)

= Google Chrome

= Safari

Welcome App

For the installation of the Welcome App you require a smartphone or tablet with an Android
(from 4.0) or iOS (from iOS 7) operating system.

Home network

To be able to access the Welcome App and Internet services (e.g. e-mail) at the same time
during standard operation, "Smart Access Point" must be integrated into the existing home
network after commissioning. For this, a router with Ethernet or WLAN interface is required.
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Building type
"Smart Access Point" supports two building types for different applications.

O Note
Topology mode can only be selected in the initial setup.

1. Residential
This mode is used for a single-family application.
In this mode, "Smart Access Point" can be used to manage the devices in the house.

In this mode, "Smart Access Point" can only communicate with the other TCP/IP devices in a
network segment which normally is the home network with static IP address or the dynamic IP
address from DHCP server.

2. Functional
This mode is used for multi-apartment or commercial applications.

In this mode, "Smart Access Point" can communicate with the other TCP/IP devices in 2
network segments. One is the home network in the management room. The other is the building
network. IP address of "Smart Access Point" is fixed to 10.0.0.1.

All the devices on the building network can generate the IP address automatically from their
physical address (e.g. building number, floor number and room number).

Building

Management room

Router
192.168.x.x

Guard unit
ﬁ @ 10.x.x.x

Master IS
10.x.x.x

Master IS
10.x.x.x

Master IS
10.x.x.x

Master IS
10.x.x.x

POE
B

|

POE

B

POE
[Tan ]

|

POE
[Tan YY)

Switch

Smart Access Point
(Functional)
192.168x.x

10.0.0.1
10.x.%x.x

@D RF repeater

F~ Cylinder CAT.5/IP bus line
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Gate station
10.x.x.x

(e o)

--- RFwireless connection

Master IS
10.x.%.%

Master IS
10.x.%.%

Master IS
10.x.%.%

Master IS
10.x.%.%

Network IP actuator
10.x.x.x

al—= &
0 = -
ffffTi’a

B

Building OS
10.x.x.x
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MyBuildings account
It is recommended to register a MyBuildings account before the initial setup.

1. Benefits for MyBuildings account

= Itis necessary when you want to reset the password for the first admin user.

= |tis necessary when you want to subscribe the "Remote-control" services.

= Itis necessary when you want to receive the notification via the Welcome App

= Itis necessary when you want to log in via the "Smart Access Point" web-based user
interface.

Remote control service

There are 3 kinds of "Remote-control" services:

1. Remote Access and Notifications

Remote services for Welcome IP, AccessControl and VideoControl for Welcome App:

= Receive door calls.

= Video surveillance calls to outdoor stations and IP cameras.

= Remote release of digital door locks (support for maximum 8 "Electronic lock cylinders").
= Remote access to local smart access point web interface.

= Event history & push notifications service.

= Per subscription: Remote access for 10 mobile devices.

2. Remote Lock Release

Remote services for AccessControl for commercial use cases on Welcome App:
= Independent from user quantity (mobile devices).

= Four different packages for up to 600 locks available.

= Remote release of digital door locks.

3. Video Storage and Streaming

Remote storage services for VideoControl devices (addition package for the "Remote Access
and Notifications" package):

= Storage and streaming services for event-based recording in the cloud.

= Different cloud storage packages available.

4. How to register an account on the MyBuildings portal
see chapter 13.1 “Registering an account on the MyBuildings portal“ on page 287.
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8.2 Accessing the web-based user interface of "Smart Access Point"

There are 3 options to access the web-based user interface of "Smart Access Point".

1. Through Windows UPnP service

Precondition

= There is a DHCP server on the network, e.g. integrated DHCP is used in the router.
= "Smart Access Point" is connected to the router by a LAN cable.

= The computer is connected to the router by LAN connection or WiFi connection.

= "Smart Access Point" is powered on and ready for operation.

Router
Router

Y

Computer Computer

Smart Access Point SmartAccess Point

LAN connection Wifi connection

Accessing "Smart Access Point" (Window 10 system as an example)
[1] Click "Start", followed by "Documents”, "Network" to access "Network" screen.
[2] Double click "Smart Access Point" icon.

¥ o Quick access

Documents Q

4 Downloads

& Pictures
B Desktop
D Music

I videos Printers (2)

. OneDrive

= This PC
Other Devices (1)
- UEFI_NTFS (E)
| smanap: Access point
- WIN_10_UEF1_10.2 1

v b Network

£ Type here to search 0

O Note
If "Smart Access Point" icon is not displayed, please check the Windows firewall
or ask help from your IT engineers.

Product manual 2TMD041800D0088

|19



[3] Switch to Security Login
= Http-connection is insecure. It is recommended to use an https-connection.

= Click "Advanced", followed by "Proceed to ...." to access the web-based user interface
of "Smart Access Point". (Google chrome as an example)

= |P address of "Smart Access Point" can be viewed on the page.

@ Pprivacy error x +

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.101 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Help improve Chrome security by sending URLs of some pages you visit, limited system

information, and some page content to Google. Privacy policy,

Hide advanced Back to safety

This server could not prove that it is 192.168.1.101; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an

attacker intercepting your connection.

Proceed to 192.168.1.101 (unsafe)

Product manual 2TMD041800D0088
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2. Through entering the IP address
Precondition

You can check the IP address of "Smart Access Point" on the router configuration website.

Each router has usually an own management web interface where you can get the information.

Please check your router’s handbook.

Accessing "Smart Access Point" (Window 10 system as an example)
[1] Enter the IP address of "Smart Access Point" (e.g. "192.168.1.101") on the website.

[2] Switch to Security Login

= Http-connection is insecure. It is recommended to use an https-connection.

= Click "Advanced", followed by "Proceed to ...." to access the web-based user interface

of "Smart Access Point". (Google chrome as an example)

@ Pprivacy error X -+

h 1
(¢ A Not sequre | 192.168.1.101/index.html|
1

Product manual 2TMD041800D0088

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.101 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Help improve Chrome security by sending URLs of some pages you visit, limited system

information, and some page content to Google. Privacy policy,

Hide advanced Back to safety

This server could not prove that it is 192.168.1.101; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 192.168.1.101 (unsafe)
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3. Through WiFi Access Point hotpot

Precondition

= Ensure network settings are obtained from the "Smart Access Point"
— WLAN name (SSID)
— Password
— |P address

Please open the front shell of "Smart Access Point" and obtain the data above from the sticker.

‘mmmmznssn ’
SmartAP
_ | Network settings| _ J
:SmartAP_xxxx
ix
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= Ensure the alarm (e.g. tamper alarm) is not activated

@) Note
1] Status indicator LED light priority (in the sequence, high>>middle>>low):
Alarm (flash white quickly) >> Initial setup (light white on) >> WiFi Access Point
mode is activated (flash red) >> Security mode is activated (light red on)

Temper alarm will be activated if the front cover of "Smart Access Point" is open.
(Figure A) In this case, status indicator LED will flash white quickly and it is
impossible to judge if WiFi Access Point mode is activated. Please close the
front shell after you have obtained the SSID information. (Figure B)

i
Figure A Figure B

= Ensure that the WiFi Access Point mode has been activated
— During the initial setup: Status indicator LED lights white on.
— After the initial setup: Status indicator LED flashes red.

= "Smart Access Point" is powered on and ready for operation.

Status indicator LED

D

@) Note
"Smart Access Point" works like a central WiFi router when it works in WiFi
Access Point mode.
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Accessing "Smart Access Point" (Window 10 system as an example)

[1] Click "Internet access" icon.

[2] Click the WLAN name (SSID) of "Smart Access Point".

[3] Enter the password.

[4] Click "Next".

[5] Click "Yes" to connect your computer to the WiFi hotspot of "Smart Access Point".

Disconnect

f SmarlA‘F;iUY]L! 2 ﬁ anr'irLAPﬁHd

ecured

Enter the network security key Do you want to allow your PC to be
discoverable by other PCs and devices on this
network?

We recommend allowing this on your home
and work networks, but not public ones

Yes 5 No

Airplane mode t Airplane mode

1 r'a &
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[6] Enter "192.168.3.1" on the website to access "Smart Access Point".
[7] Switch to Security Login
= Http-connection is insecure. It is recommended to use an https-connection.

= Click "Advanced", followed by "Proceed to ...." to access the web-based user interface
of "Smart Access Point". (Google chrome as an example)

@ Privacy error x +

1
« C A https/192.168.3.1 !
1,

Your connection is not private

Attackers might be trying to steal your information from 192.168.3.1 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Help improve Chrome security by sending URLs of some pages you visit, limited system

information, and some page content to Google. Privacy policy

Hide advanced Back to safety

This server could not prove that it is 192.168.3.1; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection

Proceed to 192.168.3.1 (unsafe)

Product manual 2TMD041800D0088 |25



8.3 Initial setup

You need to do the initial setup the first time "Smart Access Point" is powered on or "Smart
Access Point" is reset to the factory defaults.

Follow the steps below on the web-based user interface of "Smart Access Point".
1. Select language

Selects a language for the display text of user interface, logs, messages, notifications and so
on.

Please choose your language

Dansk
Deutsch
English

Espariol

2. Accept end user license

You need to tick the checkbox to accept end user license. Then click ">" to continue.

End user license agreement
ABB End User License Agreement ("EULA")

IMPORTANT: PLEASE READ THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT CAREFULLY BEFORE
CONTINUING WITH THIS PROGRAM INSTALL

This End-User License Agreement ("EULA") is a legal agreement between you (either an individual or a single entity) and ABB
GENWAY XIAMEN ELECTRICAL EQUIPMENT CO., LTD or its affiliates (the "Company”) for the "SOFTWARE PRODUCT".
SOFTWARE PRODUCT means the machine readable (object code) version of the computer programs including firmware, any
copies made, bug fixes for, updates to, or upgrades thereof, and associated software compaonents, media, printed materials, and
“"online” or electronic documentation.. "Use” or “Using” means to download, install, copy, activate, access or otherwise use the
SOFTWARE PRODUCT. By Using the SOFTWARE PRODUCT, you agree to be bound by the terms of this EULA. If you are
entering into this EULA on behalf of an entity, you represent that you have authority to bind that entity. This EULA represents the
entire agreement conceming the program between you and the Company, and it supersedes any prior proposal, representation, or
understanding between the parties. If you do not agree to the terms of this EULA, do not install or Use the SOFTWARE

(¥ | have read the "End User Licence Agreement" and accepted it.

< >
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3. Accept Open Source Software license

You need to tick the checkbox to accept Open Source Software license. Then click ">" to
continue.

Licensing terms ABB-Welcome

Following Licenses are used in the products
HGMS52-AG -. & HGM52-IPC.--0x

Component: Linux OS

License: GNU GENERAL PUBLIC LICENSE V2

Copyright year: 1992 - 2010

Copyright holder: Linus Torvalds et al.

Source Code Download location: git://git.freescale.com/imux/fsl-arm-yocto-bsp.git

Component: QT
License: GNU Lesser General Public License V2.1 or later

[ 1 accept the licensing terms

4. Accept data privacy
You need to tick the checkbox to accept Data privacy. Then click ">" to continue.

Data privacy

We take the protection of your personal data very seriously and follow the legally valid regulations regarding data protection, detail
refer to below link.

hitps://eu.mybuildings.abb.com/en/page/privacy-policy

[ | accept the data privacy
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5. Choose building type

see chapter 8.1 “System requirements® on page 16.

Attention!

The building type can only be set in the initial setup and it cannot be changed
after the initial setup.

If you want to change the building type, you need to reset "Smart Access Point"
to the factory defaults.

Please choose your building type

@ Residential (for single family application)

. Functional (for multi-
apartment/commercial application)

6. Define your location
Select the time zone from the drop-down list.

Please define your location

Time zone (UTC-12:00) International D... v

Date and time 2019-08-20 11:24:58
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7. Change WiFi Access Point mode Wi-Fi setting and set country code

It is compulsory to change the password in the initial setup. The password rule is displayed on a

pop-window when you enter the password.

Attention!

Please ensure that the country code is configured correctly according to the

device location.

The "Country code" setting ensures that your router will only enable Wi-Fi radio

settings that conform with the country's official regulatory laws.

Product manual 2TMD041800D0088

Wi-Fi access point mode settings

SmartAP_0734

*At least 10 characters

Password *Uppercase to lowercase letters
%Al least one spedal character
%At least one number

Repeal password

Country code Afghanistan
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8. Select a connection type

There are 3 options to connect to home network:

Please select connection type

Option 1: LAN

= All communications to Door entry system devices, VideoControl devices and "RF/IP
Gateway" run via LAN interface.

= All communications to RF devices run via RF connection.

= All Door Entry system devices keep their own IP address when they are used in the building
network. "Smart Access Point" can reach them even if they use a DHCP client IP address.

Option 2: WiFi

= All communications to Door entry system devices, VideoControl devices and "RF/IP
Gateway" run via WiFi interface.

= All communications to RF devices run via RF connection.

= All Door Entry system devices keep their own IP address when they are used in the building
network. "Smart Access Point" can reach them even if they use a DHCP client IP address.

Option 3: Skip the selection

= No communications to Door entry system devices, VideoControl devices and "RF/IP
Gateway" run through LAN or WiFi interface.

= Only RF devices can be communicated via RF connection.
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Establish LAN connection
If LAN connection is selected, you need to set IP address to establish the LAN connection.

By activating the checkbox "Obtain IP address automatically”, SmartAP will work as a DHCP
client. The IP address needs to be assigned from DHCP server (such as router with DHCP
enabled).

By deactivating the checkbox "Obtain IP address automatically”, network parameters need to be
configured including IP address, subnet mask and default gateway.

Please establish LAN connection

() Obtain IP address automatically

IP address 192.168.1.100
Subnet mask 255.255.255.0

Default gateway
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Connect to a WiFi Network
If WiFi connection is selected, you need to connect to a WiFi network.

All available nearby WiFi network will be displayed on the list. If you can’t find the designated
nearby WiFi network, click the "Refresh" button to search again.

Click the designated WLAN name (SSID) in the list, enter the password, followed by "Connect"
to connect the WiFi network.

Please connect to a WIFI network

21 il

21_ISS_5G
cisco
21_2.4G

EAQT 7on@

< Refresh Connect
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9. Create the first admin user

Enter the username and the password twice to create the first admin user.

O Note
The first admin user cannot be deleted. It manages all other users.
If you want to reset the password for the first admin, see chapter 13.2 “Resetting

the password for the primary admin® on page 288.

Please create your user account

User name jacky

>

Repeat password
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10. Select reset option

You can select reset option according to the use scenario.

Options for Reset

Without myBuildings account * (

With myBuildings account (recommended) **

erification and

Reset option = Without MyBuildings account

= If this option is selected, anyone can reset the password for the first admin user by pressing
the reset button.

= ltis used for the scenario that "Smart Access Point" is installed in a private area and is not
physically accessible to unauthorized users.

Reset option = With MyBuildings account

= If this option is selected, a one-time validity security code is needed when someone want to
reset the password for the first admin user by pressing the reset button. And this security
code will only be sent to the email set in the initial setup.

= |t is used for the scenario that "Smart Access Point" is installed in a public area and is
physically accessible to unauthorized users.

Attention!
The reset option can only be set in the initial setup and cannot be changed after
the initial setup.

The reset option can only be changed when you restore "Smart Access Point" to
the factory defaults.
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11. MyBuildings setting
Reset option = Without MyBuildings account
If the reset option is set to "Without MyBuildings account”, you will access this screen.

Please connect to MyBuildings

User name
Password
Friendly name

Remote access |:j Enable 4

If you do not have a MyBuildings account yet, you can

< skip

[1] Click "Skip" to turn to next step if you don’t want to connect to MyBuildings currently.

[2] Click "Register here" to access the MyBuildings portal to register an account. see chapter
13.1 “Registering an account on the MyBuildings portal“ on page 287.

[3] Enter the username, password and friendly name, followed by "Connect" to connect to
MyBuildings portal.

[4] If you want to access "Smart Access Point" from the MyBuildings portal, you need to tick the
"Enable" checkbox to enable the remote access function.
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Reset option = With MyBuildings account

If the reset option is set to "With MyBuildings account", you will access this screen.

Please connect to MyBuildings

User name
Email
Password
Friendly name

Remote a (] Enable 4

If you do not have a MyBuildings account yet, you can

<

[1] Click "Register here" to access the MyBuildings portal to register an account. see chapter
13.1 “Registering an account on the MyBuildings portal“ on page 287.

[2] Enter the username, password and friendly name, followed by "Connect" to connect to
MyBuildings portal.

[3] Enter the Email used to activate the MyBuildings account. This mail will receive a security
code when you want to reset the first admin user. see chapter 13.2 “Resetting the password
for the primary admin“ on page 288.

[4] If you want to access "Smart Access Point" from the MyBuildings portal, you need to tick the
"Enable" checkbox to enable the remote access function.
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12. Set the device name

Enter the name for the device and this name will be displayed on the log in screen.

Please enter the device name

Device name Jacky's Pro

13. Confirm the settings

You can check all the settings again on the overview screen. You can click "<" to return to the

previous screens to edit the settings.
Click "Finish" to complete the initial setup.

Thank you!

Language

Time zone

System access point
Connection type

User name

Building type

MvRuildinns

<

Product manual 2TMD041800D0088

English

(UTC-12:00) Internation...
SmartAP_D590

WiFi

jacky

Functional

disahla

Finish
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8.4 Login screen

After initial setup, you can access the login screen of "Smart Access Point" using the first admin
user. The login screen will be different according to the number of users.

The number of users <6

If the number of users is <6, a name list is displayed on the screen. Enter the password on the
right of the user name to continue.

Jacky's Pro

PLEASE LOGIN

(8) CONFIGURATION (%) GONTROL

The number of users =6

If the number of users is = 6, no name list is displayed on the screen. You need to enter the
user name and the password to continue.

Jacky's Pro

PLEASE LOGIN

Product manual 2TMD041800D0088
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8.5 Configuration screen

The configuration screen is used to add and configure all devices and users.

On the login screen, enter the password and click "Configuration" to access the configuration
screen.

PLEASE LOGIN

‘ jacky

() CONFIGURATION (®) CONTROL

v @ = (sos M B MAIN MENU

m ) L3

BUILDING STRUCTURE USER MANAGEMENT DOOR ENTRY SYSTEM

Design a building by Configurate the devices Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating fioors and of the access control devices Create user groups system devices, e.g.
rooms system e.g. cylinders, indoor station, outdoor
repeaters .. station
| jacky (=) Device configuration ¥ Preferences
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8.6 Control screen

The control screen is used to control the AccessControl devices.
On the login screen, enter the password and click "Control" to access the control screen.

PLEASE LOGIN

‘ jacky

() CONFIGURATION (®) CONTROL

9

Event history
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Commissioning

8.7 Settings

8.7.1 Accessing quick settings

On the configuration screen, click "\V" to carry out some common operations:

Setting the network (e.g. network mode and IP address)
Check device status (e.g. device name, language, time zone and date/time)

Setting the MyBuildings account (e.g. connect to MyBuildings portal, view the validity period
of the license)

General settings
Logout from the account

S MENU
Network
W Network LAN client >
B SmartAP Jacky's Pro >

& MyBuildings A... ivanslageen >
General sattings

£ Setlings >

H Logout jacky
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8.7.2 Accessing the "Preference” screen

On the configuration screen, click "Preferences" to access the corresponding screen.

L

BUILDING STRUCTURE RF WIRELESS
CONNECTION

Design a building by Configurate the devices

creating floors and of the access control
rooms system e.g. cylinders,
repeaters ...
= abb

Product manual 2TMD041800D0088

5

PLACE + LINK

Locating and linking
devices

MAIN MENU

@
.

USER MANAGEMENT

Add and edit users
Create user groups

A

ACTIONS

Create and edit actions

C

TIME CONTROL DOOR ENTRY SYSTEM

Create time control Configurate door entry
system devices, e.g
indoor station, outdoor
station
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8.7.3

Viewing the version

voMe @ & sos @ B

£} PREFERENCES

Preferences

Syslem informalion

Network setlings

Localization

Project backups

Firmware updates

MyBuildings Account

Service

Wi-Fi access point mode seftings

Third party authority

Abnormal devices

Onvif IPC list

Product manual 2TMD041800D0088

System information

On the "Preferences"”, "System information" screen, you can view the version information

PREFERENCES

Fem——————

Version information

Version vzai

Date 20200228163012

“Systentinformatton
De: 5

Operating time 1309m (0d 21h)

Data Privacy.
End user license agreement

Licensing.
©Copyright 2019 ABB.AIl rights reserved
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8.7.4 Disclaimer information

On the "Preferences", "System information" screen, you can view the disclaimer information.

voMe @ & sos @ B

£} PREFERENCES

Preferences

Syslem informalion

Network setlings

Localization

Project backups

Firmware updates

MyBuildings Account

Service

Wi-Fi access point mode seftings

Third party authority

Abnormal devices

Onvif IPC list

Product manual 2TMD041800D0088

PREFERENCES

System information

Version information

Version vzai

Date 20200228163012
System information

5
Operating time 1309m {(0d 21h)
1

E
g _
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8.7.5 Network setting

Commissioning

On the "Preferences"”, "Network settings" screen, there are 4 options for selection.
[1] "Unit network and building network on LAN-1 (POE)" is used by default.
[2] Click the right diagram to view the zoom view.

Preferences

System information

Network settings

Localization

Project backups

Firmware updates

MyBuildings Account

Service

Wi-Fi access point mode seltings

Third party authority

Abnormal devices

Network settings

Network mode

Unit network and building network on LAN-1 (POE)

| Unit netwark and building network on LAN-1 (POE)

Unit network on LAN-1 (POE); Building network on LAN-2

Unit network on LAN-2; Building network an LAN-1 (POE) (Recommended setting)

Unit network on WLAN; Building network on LAN-1 (POE)

i I

£} PREFERENCES

Sttt g e LA P

Subnel mask
Default gateway

DNS server

Building network

192 1885 x

e s s

PoE Switch

Building Outdoor Station

Smart Access Point

- Smart Access Poirt accass the internal via LAN2 {Router)

Paint can be powered by Power Supply or PoE Switch via

+ Smart Access Point access the bulding network via LANY. DES devicas

can be updated the firmwars Temulely via Smart Acoess Point

Product manual 2TMD041800D0088
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1. Unit network and building network on LAN-1 (POE)
= Smart Access Point can be powered by Power Supply or PoE Switch via LAN-1 (PoE).
= Smart Access Point access the internet via LAN-1 (PoE).

= Smart Access Point access the building network via LAN-1 (PoE). DES devices can be
updated the firmware remotely via Smart Access Point.

Scenario 1: Unit network and building network on LAN-1 (PoE)

g %) 3
Building network 0 m
10.0.x.x outer
Unit network
[G1] o edeeel
@ 192.168.x.x - — =

LAN-2

LAN-1 (POE) - --
o

Smart Access Point

] o s ) s

PoE Switch

Building Outdoor Station
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2. Unit network on LAN-1 (POE); Building network on LAN-2
= Smart Access Point can be powered by Power Supply.
= Smart Access Point access the internet via LAN-1 (PoE).

= Smart Access Point access the building network via LAN-2. DES devices can be updated

the firmware remotely via Smart Access Point.

Scenario 2: Unit network on LAN-1 (PoE); Building network on LAN-2

<P

Building network

o lecleeel

LAN-2 7"

10.0.X.X Unit network
192.168.x.x

LAN-1

B

(PoE)
-

P

—

] o s ) s

PoE Switch

Building Outdoor Station

Smart Access Point
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3. Unit network on LAN-2; Building network on LAN-1 (POE) (Recommended setting)
= Smart Access Point can be powered by Power Supply or PoE Switch via LAN-1 (PoE).
= Smart Access Point access the internet via LAN-2.

= Smart Access Point access the building network via LAN-1 (PoE). DES devices can be
updated the firmware remotely via Smart Access Point.

Scenario 3: Unit network on LAN-2; Building network on LAN-1 (PoE) (Recommended setting)

J
\y
Building network Router
@ 10.0.x.x Unit network

192.168.x.x

o [eaBas

LAN-27°""

LAN-1 (PoE) - --
o

Smart Access Point

] o s ) s

PoE Switch

Building Outdoor Station
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4. Unit network on WLAN; Building network on LAN-1 (POE)
= Smart Access Point can be powered by Power Supply or PoE Switch via LAN-1 (PoE).
= Smart Access Point access the internet via WiFi (Router).

= Smart Access Point access the building network via LAN-1 (PoE). DES devices can be
updated the firmware remotely via Smart Access Point.

Scenario 4: Unit network on WLAN; Building network on LAN-1 (PoE)

\y
Building network Router
10.0.x.x Unit network
| : I o ledeee
192.168.x.x B F _[

LAN-2

LAN-1 (POE) - --
o

Smart Access Point

] o s ) s

PoE Switch

Building Outdoor Station

see chapter 8.3 “Initial setup” on page 26
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8.7.6

Language setting

Preferences

System information

Network settings

Localization

Project backups

Firmware updates

MyBuildings

Service

WI-Fl access point mode settings

Third party authority

Abnormal devices

Onvif IPC list

Product manual 2TMD041800D0088

Localization

System settings

Device name

Jacky's Pro

On the "Preferences", "Localization" screen, select the language from the drop-down list.

£} PREFERENCES

Language

Language

Time zone

Time zone

Date/time

Mode

Server

(UTC+08:00) Beijing,Chongging,H...

NTP time service

pool.ntp.org

v
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8.7.7 Time settings

Time zone setting

On the "Preferences", "Localization" screen, select time zone from the drop-down list

£} PREFERENCES

Preferences Localization
System information > System Semngs
Network settings > Device name Jacky's Pro
Localization > Language
Language English v
Projectbackups > b e e e e e
1 1
Ui 1
Firmware updates > [ lime zone 1
1 1
I Time zone (UTC+08:00) Beijing,Chongging,H... v |1
MyBuildings > : :
) Date/time
Service
Mode NTP time service ¥
WI-Fl access point mode settings >
Server pool.ntp.org
Third party authority >
Abnormal devices >
Onvif IPC list > «
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Sync "Smart Access Point” time with local system or NTP server

On the "Preferences", "Localization" screen, "Smart Access Point" time can be set to sync from
"Local system time" or from "NTP time service".

£} PREFERENCES

Preferences Localization
System information > System Settings
Network settings > Device name Jacky's Pro
Localization > Language
Language English v
Project backups >
Firmware updates > Time zone
Time zone (UTC+08:00) Beijing,Chongging,H... v
MyBuildings >
e 1
] . 1
; 1 Date/time I
Service > '
: Mode Local system time v :
WI-Fl access point mode settings > | 1
I Smart Access Point time 2019-09-30 11:43:47 1
1 1
Third party authority > : PC time 2019-09-30 11:43:47 I
1
1 1
1 Synchronize with PC time I
Abnormal devices > B e 00///—/—/—/——————= |

Onvif IPC list > % « Save
£} PREFERENCES

Preferences Localization
System information > System Semngs
Network settings > Device name Jacky's Pro
Localization > Language
Language English v
Project backups >
Firmware updates > Time zone
Time zone (UTC+08:00) Beijing,Chonggqing,H... v
MyBuildings >
e 1
| i 1
e , |, Date/time :
|
1 Mode NTP time service v 1
WI-Fl access point mode settings > : :
I Server pool.ntp.org 1
| 1
Third party authority > W el 1
Abnormal devices >
Onvif IPC list > «
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Sync "Smart Access Point" time with Door Entry System devices

O Note
This function is only used for Door Entry System devices.

On the "Preferences"”, "Misc settings" screen, you can select "Automatically” to sync "Smart
Access Point" time with other devices on the system regularly. You need to click "Apply" before
the change is effective.

{} PREFERENCES

Preferences Misc settings

Network settings OO |1 s e T s Rl o D | S AT S0 A T b e
1 Time synchronisation for door entry system devices
1 1

Localization > 1 * Automatically Manually 1
1 1
| Synchronize period(hour) I

Project backups > 1
[ 1
1 1

Firmware updales > ! o !

MyBuil A W iedniiatetuletuiniriot - uteiaininintiet et '

uildings Account > . " N
M Door communication devices
Sariide 5 [J Alarm when device goes offine
[ Enable sound notification
Wi-Fi access point mode settings > [@ Enable popup notification
Third party authority > i
Access control devices

Abnormal devices > [¥] Alarm when cylinder goes offine

Onvif IPG list > Apply

Misc settings > '
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8.7.8 MyBuildings settings

"Pair" is displayed when the account and password are correct.

"Connect" is displayed when "Smart Access Point" is connected to the MyBuildings portal
successfully.

If "Remote access" is enabled, you can access "Smart Access Point" on the MyBuildings portal.
But you need to subscribe to the "Remote access" service on the MyBuildings portal before this
function is used.

£} PREFERENCES

Preferences MyBuildings MyBuildings
System information
Connection > Please use your MyBuildings account information to register this device with

MyBuildings. If you do not have account yet, you can register here. For more information

Network settings > : about MyBuildings, refer to the help.
License >
Localization > At present, the remote function is temporarily in the trial operation phase.
I_ ____________ 1
Project backups > | _Pair: ‘f _ Connect: _ ‘f !
§ User name

Firmware updates >
MyBuildings N Password

Friendly name
Service > 2

uuID 638a0b1c-5b39-4952-876¢-083941d29d67

b i >

WI-Fl access point mode settings Rermole doeess Enable
Third party authority > Logout
Abnormal devices >
Onvif IPC list >
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Refresh the license
You can refresh the license after the remote service is subscribed.

On the "Preferences”, "MyBuildings", "License" screen, click " ¥ " to refresh the license.

{} PREFERENCES

Preferences MyBuildings MyBuildings
System information 2 Connection s  Remote Access and Notifications
Effective date 2019-09-30 13:13:04
Network settings
License > Expiration date 2019-10-20 06:00:00
Localization >
Project backups >
Firmware updates >
MyBuildings ¥
Service >
WI-Fl access point mode settings >
Third party authority >
Abnormal devices >
Onvif IPC list > o
[
L.
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8.7.9

Preferences

System information

Network settings

Localization

Project backups

Firmware updates

MyBuildings

Service

WI-Fl access point mode settings

Third party authority

Abnormal devices

Onvif IPC list

WiFi Access Point mode settings

On the "Preferences"”, "Wi-Fi Access Point mode settings" screen, you can change the WiFi
Access Point mode settings.

£} PREFERENCES

WI-Fl access point mode settings

WI-FI access point mode settings

SSID SmartAP_D590

Password | sessessens

IP address 192.168.3.1

Band 2.4G v
Country code China v

Product manual 2TMD041800D0088
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8.7.10 Third part authority settings
Third party device can obtain the data of Door Entry System (e.g. unlock information) from
"Smart Access Point" by setting the designated IP address and port of the third-party device.

On the "Preferences", "Third party authority" screen, click "add" and enter the IP address and
the port number, then click "Applied" to apply the setting.
Third party authority
Add

Preferences
System information >
Network settings >
IP address Port
Localization > 1
1
1
Project backups > 1
1
1
Firmware updates > "
1
. 1
MyBuildings > 1
1
1
Service > l'
1
WI-Fl access point mode settings > ”
1
1
Third party authority > 1
1
1
Abnormal devices > I’
]
T
Onvif IPC list > 1
N !
T
$} PREFERENCES
Preferences Third party authority 1
!
!
System information > 1
I
! Add IP address !
Network settings ,’
IP address 7 |
Localization > | \4
Port
Project backups >
Firmware updates > Cancel Applied
MyBuildings >
Service >
WI-Fl access point mode settings >
Third party authority >
Abnormal devices >
Onvif IPC list > 'S
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8.7.11

Abnormal devices

Preferences

Network settings

Localization

Project backups

Firmware updates

MyBuildings

Service

WI-Fl access point mode settings

Third party authority

Abnormal devices

Onvif IPC list

Misc settings

Abnormal devices

Room No.

00

00

02

01

Device No.

01

02

01

01

Device type
Outdoor station
Qutdoor station

Indoor station

Indoor station

Serial No.

101807A7F02F948

101807A7F02F945

102807A7F02F605

102807A7F0280D8

MAC

807A7F02F948

807A7F02F945

807A7F02F605

807A7F0280D8

On the "Preferences"”, "Abnormal devices" screen, you can view the details of abnormal devices
(e.g. device sign failed, communication failed etc.).

£} PREFERENCES

Reason
Device signed failed
Device signed failed
Device signed failed

Device signed failed

Product manual 2TMD041800D0088

Has the device been signed before?

Does the device work in safety mode?

Does the IP address of the device conflict with other devices?

You can check the device when "Device signed failed" appears on the abnormal devices list.
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8.7.12 Onvif IP-Camera settings

Following settings need to be adjusted on your IP-Camera (Please check the manual of your IP-
Camera).

Protocol Set as "ONVIF" or "ONVIF Profile S"
Video Encoding Type | Set as "H.264"

Resolution Set to max. 1920x1080 (1080p)

For IP cameras the following addresses can be assigned in the community/functional network: -
10.0.3.1 ... 10.0.3.254. In this address range also other devices, such as a computer, can use
the 10-type addresses without coming into conflict with the ABB-Welcome IP address range.

On the "Preferences”, "Onvif IPC list" screen of "Smart Access Point", click "Search device" to
search the IP-camera used for the public network.

£} PREFERENCES

Preferences Onvif IPC list
, oottt TTTTTTTT 1
Network settings > X I
: Search device |
1
: e e e e e —
Localization >
IP address Name Status Action
Project backups >
Firmware updates >
MyBuildings >
Service >
WI-Fl access point mode settings >
Third party authority >
Abnormal devices >
Onvif IPC list >
Misc settings > «
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Then click "Enter credentials" after the IP-camera is detected.

$} PREFERENCES

Preferences Onvif IPC list
Network settings > X
Search device
Localization >
IP address Name Status Action
Project backups > I' 1
10.0.0.3 HIKVISION%20DS-2CD2142FWD-| Unpaired | | Enter credentials | 1

- S — !
Firmware updates >
MyBuildings >
Service >
WI-Fl access point mode settings >
Third party authority >
Abnormal devices >
Onvif IPC list >
Misc settings > «
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Commissioning

Enter the username and the password of the IP-camera, then click "Pair".

INFORMATION

Enter camera credentials

User name ‘admin

Password eeerecenes

Preferences ‘ Onvif IPC list "
|
Network settings > = ‘.
‘ Search device | '
\
Localization > ‘ 1
IP address Name Stay ‘ Action
Project backups > ‘ v R
10.0.0.3 HIKVISION%20DS-2CD2142FWD-| Paired ‘ ‘ Update credentials
Firmware updates > ‘
MyBuildings > ‘
Service > ‘
WI-FI access point mode settings > ‘
Third party authority > ‘
Abnormal devices > ‘
Onvif IPC list > ‘
Misc settings > ‘ «
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8.7.13 Alarm notification settings

On the "Preferences"”, "Misc settings" screen, the sound notification and popup natification are
only available when the "Alarm when device goes offline" function is enabled.

{} PREFERENCES

Prefe Misc settings

Network settings . § .
Time synchronisation for door entry system devices

[ocakration » * Automatically Manually
Synchronize period(hour)
Project backups >
7
Firmware updales &
pd Apply

MyBuildi A it . - N
e Door communication devices

| [J Alarm when device goes offine
1
1[4 Enable so
1
1

[ Enable por

Service >

Wi-Fi access point mode seftings >

1
1
1 notification 1
1
notification 1

1

Third party authority )
Access control devices

[¥] Alarm when cylinder goes offine

Abnormal devices >

Onvif IPC list > Apply

Misc settings > ®

O Note
The alarm is reported via outdoor station 1 (device ID=1) or via gate station 1
(device ID=1). If either of these two devices cannot be detected in the system,

the alarm cannot be reported to "Smart Access Point" successfully.
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8.7.14 Configuring "Smart Access Point"

Access the setting screen

On the configuration screen, click "Device configuration”, "SmartAP", designated "Smart Access
Point" to access the configuration screen.

Device type Sma Tamper alarm
M SmarlAP(1) > 34) Floor
= not allocate v
§  Gylinder(0) > 2

Room
© Repealer(0) >

" ~

Wl RFIP gateway(0) > Cha
8 IP camera(0) > Doorbell ring >
B outdoor station(a) > Alarm alert >

Bi >
3 indoor station(0) > naTy oo

Binary output >
O |P actualor(0) >

mper alarm >

= Guard unit(0) >

Security Switch >

Parameter
Mute > Tamper alarm
Day/night switchover > Disabla b
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Doorbell ring
On the settings screen, click "Doorbell ring" to access the corresponding screen.

Smar Access Point lDumbeHlmg I

Parameter
Aingtone

Ringlone 4 v

Repeat times

> - 4 +
» Repeat interval time (seconds)
_— 10 =+
: 2 Volume
Day/night switchover > — 4 +
L)

No. | Description

1 Icon
Display the status of the channel. It can be triggered manually by pushing the icon.
Ringtone

2 Click the drop-down list to select the ringtones for the "Smart Access Point" doorbell (built-in 4
ringtones).

3 Repeat times
Adjust the repeat times of the ring tone.

4 Repeat interval time (seconds)
Adjust the interval time of the ring tone.

5 Volume
Adjust the volume of the ringtone.
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Alarm alert
On the settings screen, click "Alarm alert" to access the corresponding screen.

lNarm alert l

Parameter

Duration time (minutes)
Day/night switchover > —_— 5 +

No. | Description

Icon
1 Display the status of the channel. It can be triggered manually by pushing the icon.
5 Duration time (minutes)

Time duration of the alarm alert.
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Binary input

On the settings screen, click "Binary input" to access the corresponding screen.

| 1

Building

<not allocateds> v

Floor

<nol allocated> ~

Room

<not allocated> ~

No. | Description

1 Icon
Display the status of the channel.
Positi

5 osition

Assign the sensor connected to the binary input to the building structure (building, floor, room).

Product manual 2TMD041800D0088
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Binary output
On the settings screen, click "Binary output” to access the corresponding screen.

Smart Access Point ll!maly output l

Building
<not allocated> v
Floor
R <nol allocaled> -
Room
Cr
<not allocated> -
D >
>
Bin 1 >

Parameter
Duration time (seconds)

Day/night switchover > — 1 +
L

No. | Description
1 Icon
Display the status of the channel.
5 Position
Assign the sensor connected to the binary input to the building structure (building, floor, room).
3 Duration time (seconds)
Time duration of the binary output.
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Tamper alarm

On the settings screen, click "Tamper alarm" to access the corresponding screen.

ant [ rameer atam | |
Jpdat
‘ 2%
Flow
A
) v
Char
D >
>
Binary inpL >
>
>
Switct N
Parameter
ke b4 Tamper alarm
D r it tchov > Disable v
L)

No. | Description

1 Icon
Display the status of the channel.
5 Enable/disable the function

Click the drop-down list to enable/disable the function.
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Security switch

On the settings screen, click "Tamper alarm" to access the corresponding screen.

an int lSEcml[y Switch l
Jpdat
=
sitior
Buildi
Flow
A
) &
Char
D >
>
Binary inp. >
atpu >
>
Switch >
>
Dayinight switchov >
-

No. | Description

Icon
Display the status of the channel.
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Mute

On the settings screen, click "Mute" to access the corresponding screen.

[~ 1

No. | Description

Icon
Display the status of the channel. It can be triggered manually by pushing the icon.
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Day/night switchover

On the settings screen, click "Day/night switchover" to access the corresponding screen.

Smart Access Point lDayrr»ghl swilchover l

Update firmware Day/night switchover
Position e

" >
-
No. | Description
Icon
1 Display the status when it is day or when it is night. The day and night switch is triggered by the
internal astro function.
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9 Operating Door Entry System devices

9.1 Door Entry System topology

Topology1: Single-family house

In an ABB-Welcome IP system in a private building the building network is disconnected from
the unit network. This prevents unauthorized access to the private unit network via the outdoor
station.

An IP Touch 7/10 is installed.
In this type of installation, the IP Touch 7/10 additionally meets the function of an IP gateway.

"Smart Access Point" should be set to "Commercial Mode" on the initial Setup.

LAN1
POE !
—
BC 1 C1CJC 1)
' !
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Topology 2: High rise building

In this case, "Smart Access Point" should be set to "Functional mode" on the initial setup. see
chapter 8.3 “Initial setup” on page 26.

In this case, "Smart Access Point" is used to manage all the devices in the building.

Management room

Router
192.168.x.x

Guard unit
@l 10.x.x.X

Master IS
10.x.x.%

Master IS
10.x.x.%

Master IS
10.x.x.%

Master IS
10.x.x.x

Building

==
==

[y}

POE
[Tan ]

]

Smart Access Point
(Functional)
192.168.x.x

10.0.0.1
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10.x.x.x

Gate station P camera
10.x.X.x

Master IS
10.x.%.%

Master IS
10.x.%.%

Master IS
10.x.%.%

Master IS
10.x.%.%

Network IP actuator
10.x.x.x

Building OS
10.x.x.x

CATS5/IP bus line
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Demo case for operating Door Entry System devices
The following demo case refers to topology 2.
This demo case is used to familiarise yourself with the operations of Door Entry system devices.

Management room

Router
192.168.x.x

Guard unit
10.x.x.x

You need to adjust your operations when you operate an actual project.

Building

Master IS Slave IS
10.x.x.x 192.168.x.x

192.168.x.x

=)

D Building OS
10.x.x.x

Smart Access Point
(Functional)

192.168 x.x
10.0.0.1

Product manual 2TMD041800D0088

ﬁ )
[ o o o ==
Switch Network IP actuator

10.x.x.x

CATS5/IP bus line
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9.2

Adding devices

O

Note
All the Door Entry System devices need a signature on "Smart Access Point"
before use.

Note

"Smart Access Point" will assign a signature to the devices automatically when
adding them.

Note

If the device has already been signed by current "Smart Access Point", it will not
be signed again.

Note

If the device has already been signed by other "Smart Access Point", it will not
be signed and "Sign failed" will be displayed on the "Abnormal devices" screen.
see chapter 8.7.11 “Abnormal devices” on page 58.

Product manual 2TMD041800D0088
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9.2.1 Adding devices via scan

O Note
Only the devices on the same network segment as "Smart Access Point" can be
added via scan. Please see the devices surrounded by a red box on the diagram
below.

"Slave indoor station "cannot be added via scan. see chapter 9.2.2 “Adding
devices manually“ on page 80

Building

Management room

Master IS
10.%x.%.x

E] AN2p Slave IS
\\y 192168 x.x

LAN1

Router
(ReXir 192.168.x.x
192.168.x.x

Guard unit

]
]
10.x.x.x D

: =
j o I | =
Smart Access Point Switch Network |P actuator

(Functional) e

192.168.x.x
10.0.0.1

Buiding OS
10.x.x.X

CAT5/IP bus line
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Operating Door Entry System devices

Precondition
= All the devices must be powered on.
= All the devices must be set a different physical address.

= None of the devices should be signed by another "Smart Access Point". If the devices have
been signed by another "Smart Access Point", you will need to clear the signature e.g. by
changing the physical address of the device.

Adding the devices via scan
Please follow the steps below:

[1] On the configuration screen, click "Door entry system" to access the "Door Entry System”
screen.

M ) L3

BUILDING STRUCTURE USER MANAGEMENT DOOR ENTRY SYSTEM

Design a building by~ Gonfigure the devices of  Locating and linking Add and edit users.  Creale and edit aclions ~ Create fime control Configurate door entry
creating floors and the AccessControl devices Creale user groups syslem devices, .9.
rooms system e.g. Cylinder, indoor station, outdoor
repeater ... station
& lacky (=) Device configuration ¥ Preferences

[2] On the "Door Entry System" screen, click " Qo
[3] Click " v" to continue.

INFORMATION

A Are you sure to search devices?

3 ¥
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Operating Door Entry System devices

During the search, click "Hide the window" to hide the current pop-up window and " " will
flash to indicate the search status.

INFORMATION

Currently 1 devices have been searched

Qutdoor stations.
Outdoor stations
Outdoor station 001-01 >
Qutdoor station
001-01
Public area
Public area

IP acluator Guard unil
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Operating Door Entry System devices

[4] Search result is displayed on the screen; click " v " to continue.
[5] The devices are displayed on the screen if successful.

INFORMATION

Currently 4 devices have been searched

4 v

P Outdoor stations
Outdoor station 001-01 >
Public area
Public area

g (=} o= =
[CYSESN  indoor stations 1P actuator Guard unit

Product manual 2TMD041800D0088 |79



9.2.2 Adding devices manually

O Note
All the devices can be added on "Smart Access Point" manually.
"Slave indoor stations" can be added in this way.

Precondition
= All the devices to be added manually must be powered on.

= None of the devices to be added manually should be signed by other "Smart Access Point".
It the devices have been signed by other "Smart Access Point", you need to clear the
signature e.g. changing the physical address of the device.

Adding the devices manually
Please follow the steps below:

[1] On the configuration screen, click "Door entry system" to access the "Door Entry System"
screen.

m ",

BUILDING STRUCTURE USER MANAGEMENT DOOR ENTRY SYSTEM

1

Design a buildingby ~ Configure the devices of  Locating and linking Add and adit users Creale and edit actions Create time control Configurate door entry
creating floors and the AccessControl devices Creale user groups system devices, e.g.
rooms system e.g. Cylinder,
repeater ..

indoor station, outdoor
station

& facky (=) Device configuration g} Preferences
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Operating Door Entry System devices

[2] On the "Door Entry System" screen, click "Add device".

@) Note
The following operations show you to add a slave indoor station. Please adjust
your operations according to the actual devices.

[3] Select a device type from the drop-down list (e.g. "Indoor station").
[4] Enter block number.

[5] Enter floor number

[6] Enter room number.

[7] Enter device number.

[8] Enter serial number.

[9] Click "Save" to save.

ADD DEVICE

102807A7F030593 £

[10]The device is displayed on the screen if successful.

O Note
If the device has already been signed by other "Smart Access Point", it will not
be signed and "Sign failed" will be displayed on the "Abnormal devices" screen.

see chapter 8.7.11 “Abnormal devices® on page 58.

(o] INDOOR STATIONS ADD DEVICE LIST VIEW
| @ Indoor stations

Indoor station 001- Indoor station 001-
0101-01 0101-02

Indoor station 001-0101-01 >

Indoor station 001-0101-02 >
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9.3 Managing the trusted devices

9.3.1 Managing the trusted devices for outdoor station

If you want to release the lock on the outdoor station, you need to check:
= If the indoor station and the outdoor station are signed on "Smart Access Point".
= If the indoor station was added on the trusted list on the outdoor station.

1. Adding the trusted devices

Please follow the steps below:

[1] On the "Door Entry System" screen, click "Outdoor stations".
[2] Click the designated outdoor station.

[3] Scroll down the list and click "List of trusted devices".

(o] OUTDOOR STATIONS ADD DEVICE LIST VIEW

W Outdoor stations

Outdoor stations

Outdoor station
01-01

Outdoor station 001-01 >

Public area
Public area

i (m} o =
[EYRSSEIS  indoor stations 1P actuator Guard unit

fl

Physical addr. >
Welcome

No welcome message. Cating type 5
Welcome message >

Door lock setting >

Time synchronization >

Lift control >

Language >

Local firmware update >

Online firmware update >

# =

Setlings Bulletin Name list List of trusted devices >
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Operating Door Entry System devices

[4] Click "Add trusted devices".

[5] Tick the check boxes to select the devices to be trusted.

[6] Click " v" to confirm.

Outdoor station 001-01

|

Welcome

No welcome message.

Ve 2 =
Settings Bulletin Name list

Add trusted devices

LIST VIEW

List of trusted devices

No trusted device

/. Add trusted devices

(O Trust this management software

Please select device
ENSP]
2 O Public
O Guard unit #01
B B Buildingt
B2 O Public
O Outdoor station 001-01
B [ Floor 1
[4 Indoor station 001-0101-01
[ Indoor station 001-0101-02

=
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Operating Door Entry System devices

[7] The result is displayed on the screen.
[8] Click "Save" to save.

Outdoor station 001-01 LIST VIEW

List of trusted devices

Indoor station 001-0101-01
102807A7F02F605

Indoor station 001-0101-02
102807A7F030593

Welcome

No welcome message.

Delete selected
Delete all

Add trusted devices

[ Trust this management software

+ -] =

Settings Bulletin Name list “ 8 vsae
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2. Removing the trusted devices

Please follow the steps below:

[1] On the "Door Entry System" screen, click "Outdoor stations".
[2] Click the designated outdoor station.

[3] Scroll down the list and click "List of trusted devices".

(o] OUTDOOR STATIONS ADD DEVICE LIST VIEW

W Outdoor stations
Outdoor stations )
Outdoor station 001-01 >
Outdoor station
01-01
Public area
Public area
i jm o =
Outdoor stations [EELSLIEEIE IP actuator Guard unit
==

Physical addr >
Welcome

No welcome message. Cating type 5
Welcome message >
Door lock setting >
Time synchronization >
Lift control >
Language >
Local firmware update >
Online firmware update >

# =
Setlings Bulletin Name list List of trusted devices >
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Operating Door Entry System devices

[4] Click the designated device to select one by one (the selected devices are highlighted in
red).

[5] Click "Delete selected".

Rl

Outdoor station 001-01 LIST VIEW

List of trusted devices

Indoor station 001-0101-01
102807A7F02F605

Indoor station 001-0101-02
102807A7F030593

Welcome

No welcome message.

Delete selected
Delete all

Add trusted devices

[ Trust this management software

U =

S0 R S
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9.3.2 Managing the trusted devices for IP actuator

If you want to release the lock on the IP actuator, you need to check:
= If the indoor station and the IP actuator are signed on "Smart Access Point".
= If the indoor station has been added to the trusted list on the IP actuator.

1. Adding the trusted devices

Please follow the steps below:
[1] On the "Door Entry System" screen, click "IP actuator"”.
[2] Click the designated IP actuator.

[3] Click "List of trusted devices".

(o] IP ACTUATOR ADD DEVICE LIST VIEW
W IP actuator
IP actuator
Block IPA 001-01 >

Block IPA 001-01

P Public area
i ] 1 o =
Outdoor stations Indoor stations IP actuator Guard unit
= Block IPA 001-01 LIST VIEW
[ e =~ = = ]
Building IPA v
Lan
eeoeces®
GND DC+ LOCK+ LOCK- GND DS EXIT Block M 1
o
" 1
I No
H8304
IP Actuator
ABB-Welcome IP =
HGMS1 V1.03 2 1_PP STM32F407VE
® .
Reset |
Status L Uniock setting >
Security Switch
EH[ & K c € [ - = Local fimware update >
GRS f——
Online firmware update >
NC coM NO
e 0 List of trusted devices >

rd
Settings x ¥ Save
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Operating Door Entry System devices

[4] Click "Add trusted devices".
[5] Tick the check boxes to select the devices to be trusted.
[6] Click " v" to confirm.

List of trusted devices

No trusted device

2} nad wusted devices |
[ Trust this management software

Add trusted devices

Please select device
2 8
5 [ Public
4 Guard unit #01
5 B Building!

& O Public

= [ Fioor 1
[ Indoor station 001-0101-01
[ Indoor station 001-0101-02
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Operating Door Entry System devices

[7] The result is displayed on the screen.
[8] Click "Save" to save.

Block IPA 001-01

" GND DC+ LOCK* LOCK: GND DS EXIT
LN

H8304
IP Actuator
ABB-Welcome IP

e -

Security Switch

W& ECcer

NC com NO ‘
@ @
Settings
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LIST VIEW

List of trustod devices
Guard unit #01
103807A7F02F93C

Indoor station 001-0101-01
102B07A7FO2F605

Indoor station 001-0101-02
102B07ATFO30583

Delete selected
Delete all
Add trusted devices

[ Trust this management software
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2. Removing the trusted devices

Please follow the steps below:

[1] On the "Door Entry System" screen, click "IP actuator"”.

[2] Click the designated IP actuator.
[3] Click "List of trusted devices".

(o] IP ACTUATOR

1P actuator

Block IPA 001-01

Public area

i o e
Outdoor stations Indoor stations IP actuator Guard unit

o Block IPA 001-01

e — -

©o0eee®

GND DC* LOGK+ LOCK- GND DS EXIT
LNy

—
e T
H8304
IP Actuator
ABB-Weicome IP
o - H
Status Reset ‘
Security Switch

Mo Zcer

NC com no

Settings

ADD DEVICE

4
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LIST VIEW

IP actuator

Block IPA 001-01 >

Public area

Unlock setting >
Local firmware update >
Online firmware update >
List of trusted devices >
x v Save
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Operating Door Entry System devices

[4] Click the designated device to select one by one (the selected devices are highlighted in
red).

[5] Click "Delete selected".

o= Biock IPA 001-01 LIST VIEW

List of trusted device

Indoor station 001-0101-02
LAN 102807A7FO30593
©e96000® v

‘ 103807A7FO2FIIC
GND DC+ LOGK+ LOCK- GND DS EXIT
L Indoor station 001-0101-01
102807 ATFO2F605
H8304
IP Actuator
ABB-Welcome IP
® -
Status Reset Delete selected &y
Security Switch Delete all

O Trust this management software

Me £cer Ty

Ne coM NO.

l-
Setlings x ¥ Save
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9.3.3 Managing the trusted devices for "Smart Access Point"

1. Trusting the designated outdoor stations

Please follow the steps below:

[1] On the "Door Entry System" screen, click "Outdoor stations".
[2] Click the designated outdoor station.

[3] Scroll down the list and click "List of trusted devices".

(o] OUTDOOR STATIONS ADD DEVICE LIST VIEW

W Outdoor stations
Outdoor stations
Outdoor station 001-01 >
Outdoor station

01-01

Public area
Public area
i (m} o =
Outdoor stations [EELSLIEEIE IP actuator Guard unit

= Outdoor station 001-01 LIST VIEW

Welcome Physical addr. >
No welcome message. Calling type >

Welcome message >

Door lock setting >

Time synchronization >

Lift control >

Language >

Local firmware update >

Online firmware update >

# =

Settings Bulletin Name list List of trusted devices >
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[4] Click "Trust this management software".
[5] The result is displayed on the list.
[6] Click " V" to save.

Outdoor station 001-01

Welcome

No weicome message.

Ve o] =
Setings Bulletin Name list

Product manual 2TMD041800D0088

LIST VIEW

List of trusted devices
Indoor station 001-0101-01
102807A7F02F605

Indoor station 001-0101-02
102807A7F030593

Guard unit #01
103807A7F02FS3C

MGMT-SW
105807A7F030734

Delete selected
Delete all
Add trusted devices

Trust this management software
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2. Trusting the designated IP Actuators
Please follow the steps below:

[1] On the "Door Entry System" screen, click "IP actuator"”.

[2] Click the designated IP actuator.
[3] Click "List of trusted devices".

(o] IP ACTUATOR

1P actuator

Block IPA 001-01

Public area

i o e
Outdoor stations Indoor stations IP actuator Guard unit

o Block IPA 001-01

S ——— —

©o0eee®

GND DC* LOGK+ LOCK- GND DS EXIT
LNy

—
e T
H8304
IP Actuator
ABB-Weicome IP
S
Status Reset ‘
Security Switch

Mo Zcer

NC com no

Settings

ADD DEVICE

4
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LIST VIEW

IP actuator

Block IPA 001-01 >

Public area

Unlock setting >
Local firmware update >
Online firmware update >
List of trusted devices >
x v Save
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[4] Click "Trust this management software".
[5] The result is displayed on the list.
[6] Click " v" to save.

= Block IPA 001-01 LIST VIEW

' GND DC+ LOCK+ LOCK- GND BS EXIT
= Indoar station 001-0101-01

102807ATFO2FE05
MGMT-SW
105807ATFUS0TI4  ~

H8304

IP Actuator

ABB-Welcome IP

® .
Delete selected
Security Switch

Add trusted devices

& % Cef

Status Reset
Delete all

NC com NO

ld
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9.34 Emergency unlock

In some emergency cases, you may need to release all public doors. To achieve this, you need
to add all outdoor stations and the all public IP actuators to "Smart Access Point".

see chapter 9.3.3 “Managing the trusted devices for "Smart Access Point™ on page 92.

Release all public doors

Operating Door Entry System devices

Please follow the steps below:

[1] On the configuration screen, click "SOS".

[2] Enter the password for current admin user.
[3] Click "Unlock all public doors".
[4] The result status is displayed on the screen.

Product manual 2TMD041800D0088

EMERGENCY UNLOCK(NORMAL STATE)

SOS Attention This operation will unlock all public doors!
User name

Password

% Unlock all public doors

EMERGENCY UNLOCK

Now the system is in emergency state, all the public

doors are open
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Close all public doors

Please follow the steps below:

[1] On the configuration screen, click "SOS".

[2] Enter the password for the current admin user.
[3] Click "Lock all public doors".

[4] The result status is displayed on the screen.

EMERGENCY UNLOCK(EMERGENCY STATE)

SOS  Atention Now the systom is in emergency state, all the public
doors are open

User name jacky

Password

—] 2

3 Lock all public doors

EMERGENCY UNLOCK

508 Attention Emergency unlock mode has been exited.
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9.4 Assigning permissions

Access the designated user screen

On the "Users" screen, click the designated user to access the designated user screen.

Users

admint basict cleanert

+

Add user

master]

,______

XY
s
Users groups

Product manual 2TMD041800D0088

Users

admini

basict

cleanert

jacky

mastert
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9.4.1 Assigning the ID authentications to a user

You can assign the permission to a user by assigning both the ID authentications and the
"Outdoor station" to the user.

1. Assigning the ID authentications to a user
Please follow the steps below:

[1]1 On the designated user screen, click "ID authentication”.

jacky i LISTVIEW
jacky 0]
User role:  Admin
Device sharing
1 Email address
= ~ ~ Invitation code
oz e = B h
oy = \ U J F ) X i / Invite
N N o N— N> N N
s (1) D " Cylinder 1P camera Outdoor station
User information
Personal data >
Change password >
User permission seltings
Users groups(1) >
ID authenication >
Pairing devices >
Cylinder >
1P camera >
Outdoor station >
please set user permission under each category e

[2] Click "Add authentication".
[3] Click "Add authentication for outdoor station”.

ADD NEW AUTHENTIFICATION METHOD

Card type

= B 3
Add authentication Add authentication

For access control For outdoor station
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[4] Set card type to "Keycard/Tag".
[5] Set validity period, there are 2 options:
= Unlimited validity, it this type is selected, you can continue to the next step.
= Limited validity, if this type is selected, you need to set the start date and end date by
clicking "
[6] Set "Registered by" to "Outdoor station”.
[7] Select the designated outdoor station from the drop-down list for swiping the ID

authentications.
O Note
For higher security, it is recommended to enable the "Safe mode" function on
the designated IP touch 5 outdoor station when registering the ID

authentications. For more information, see the product manual for IP touch 5
outdoor station.

[8] Click "+" to select the floors to be controlled by the ID authentications (optional).
[9] Click "V" to continue.

ADD NEW GARD

Add new card

KeyeardrTag /]

Unlimited validity "y
‘Outdoor siation

Outdoor station 001-01

Select fioor number

Please choose the floor number

7 D4 D14 O24 O3 O4
-6 0Os [O1s O25 [O3% [45
Ote O26 O3% 046
017 O27 Os7 047
018 O28 38 48
O19 Oz29 O3 O49
020 O30 4 O50
021 O3 O« Ost
O22 032 —42 Os52
O23 [—33 04 053

Select all Inverse
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[10]Swipe the keycard or tag in front of the outdoor station.
[11]The outdoor station displays the card number and sounds a beep if successful.
Repeat steps 10-11 to register the ID authentications one by one.

Please hold the keycard/tag against the card reader.
Time out: 04:58

Add new keycardAag

Please hold the keycard/tag against the card reader.
Time out: 00:12

Current card number: 4052993446

1 success, 0 failures
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IC card specification

Operating frequency 13.56 MHz

Standard ISO 14443A

Support card Mifare one S50/S70, Mifare desfire EV1/EV2
Output format Wiegand 26/34 bit

ID card specification

Operating frequency 13.56 MHz

Standard ISO 14443A

Support card EM4100, EM4205, EM4305, EM4450, TK4100, T5567/T5577
Output format Wiegand 26/34 bit

@) Note
ﬂ Up to 200 ID authentications can be assigned to one user.
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[12]The registered ID authentications are displayed on the screen. Click the designated 1D
authentication.

[13]Rename the ID authentication.
[14]Click "V" to save.

Jacky - 1523685774

Add authertication +
" o
ity
=
° oy = P :
[ ] L1 [c2] i F L i
Profile Users groups DETLELTEILLTRIE Pairing devices Cylinder IP camera Outdoor station(2) X 1 4 { Save
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9.4.2  Assigning the outdoor stations to a user

Please follow the steps below:
[11 On the designated user screen, click "Outdoor station”.

jacky i= LIST VIEW
jacky ]
User role: Admin
Device sharing
.] Email address
= ~ - . Invitation code
N = z
[T - a 3 L i Invite
A A
Users groups 1D authentication(2) Pairing devices. Cylinder 1P camera Outdoor station “Please connect to MyBuildings
User information
Personal data >
Change password >
User permission seftings
Users groups >
1D authentication(2) >
Pairing devices >
Cylinder >
IP camera >
Outdoor station N
please set user permission under each category -«

[2] Click the designated outdoor station on the "Not assigned" section.
[3] Click " v" to confirm.

Repeat steps from 2-3 to assign the outdoor stations one by one.

INFORMATION

A Would you like to add the device premissions?

x 3v
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9.4.3  Assigning the unlock passwords to a user

Please follow the steps below:
[1]1 On the designated user screen, click "ID authentication”.

jacky i LISTVIEW

jacky 0]

User role:  Admin
Device sharing

1 Email address
= ~ ~ Invitation code
oz e = B h
oy = \ U J F ) X i / Invite
N N o N— N> N N
s (1) D " Cylinder 1P camera Outdoor station
User information
Personal data >
Change password >
User permission seltings
Users groups(1) >
ID authenication >
Pairing devices >
Cylinder >
1P camera >
Outdoor station >
please set user permission under each category e

[2] Click "Add authentication".
[3] Click "Add authentication for outdoor station”.

ADD NEW AUTHENTIFICATION METHOD
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[4] Set card type to "Password".
[5] Enter the name for the password.

O Note
This user name cannot be the same as the existing user name on "Smart
Access Point".

[6] Enter the password.

O Note
This password cannot be the same as the existing password on "Smart Access
Pont".

[7] Set the lock type.
[8] Set validity period, there are 2 options:
= Unlimited validity, it this type is selected, you can continue to the next step.
= Limited validity, if this type is selected, you need to set the start date and end date by
clicking "
[9] Set unlock times.
[10]Click "+" to select the floors to be controlled by the ID authentications (optional).

ADD AUTHENTICATION

Add authentication
Keycard/Tag
Keycard/Tag

Password

ADD AUTHENTICATION

112233

Default Lock

Limited valigty (5

Aug 5, 2020

Aug 5, 2020

Product manual 2TMD041800D0088 [ 106



[11]The registered password is displayed on the screen. Click the password.
[12]Rename the password.
[13]View the unlock password.

& jacky
JACKY

Add authentication

° 94 = D 2 B
[ ] [ [ | ] -h
Profile Users groups [BETTTSTRETAE Pairing devices Cylinder IPcamera  Outdoor station
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9.5 Managing the backup

It is important to create a backup regularly.

For more information, see chapter 13.5 “Managing the backup® on page 317.

¥ PREFERENCES

Preferences Project backups Backup for Door Entry System - 20200806
System information > | Create new project backup + Description 1. Adding the devices - Done
2. Managing the trusted devices - Done
3. Assigning the permisson - Done
Network settings > | Import project backup A
Localization > | Automatic backup

Project backup is saved automatically when res... >
2020-08-04 13:07:29

Project backups >
Firmware updates >
MyBuildings Account >
Service >
Wi-Fi access point mode settings >
Third party authority >
Abnormal devices >
Onvif IPC list >
Misc settings >
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9.6 Removing permissions

9.6.1 Removing ID authentications from a user

Please follow the steps below:

[11 On the designated user screen, click "ID authentication" to access the corresponding

screen.
[2] Click the designated ID authentication.

[3] Click "“.
[4] Click " v" to confirm.

Repeat steps from 2-4 to remove the designated ID authentications one by one.

jacky

i1 = =
P = ] F
Users groups(1) 1D authentication(2) Pairing devices(1) Cylinder(1)

please set user permission under each category

-

1P camera(1)

iy

N
Outdoor station(1)

i= LIST VIEW

jacky

User role: Admin

=

Device sharing

Email address

Invitation code

Invite

User information

Personal data

Change password

User permission settings

Users groups(1)

1D authentication(2)

Pairing devices(1)

Cylinder(1)

1P camera(1)

Outdoor station(1)

INFORMATION

x

4v

/A Would you like to delete this authentication?
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9.6.2 Removing outdoor stations from a user

Please follow the steps below:

[1]1 On the designated user screen, click "Outdoor station" to access the corresponding screen.
[2] Click the designated outdoor station on the "Assigned" section

[3] Click " v" to confirm.

Repeat steps from 2-3 to remove the designated outdoor stations one by one.

jacky i= LIST VIEW
jacky W
User role:  Admin
Device sharing
1 Email address
Invitation code
L = £ L
alls - D F L ﬂ Invite
U (1) D Pairing devices(1) Cylinder(1) IP camera(1) Outdoor station(1) e ——
er informati
Personal data >
Change password >
User permission seltings
Users groups(1) >
1D authentication(2) >
Pairing devices(1) >
Gylinder(1) >
IP camera(1) >
Outdoor station(1) >
please set user permission under each category «

INFORMATION

A Would like to remove device permissions?

X 3 v
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9.6.3 Removing the unlock passwords from a user

Please follow the steps below:

[11 On the designated user screen, click "ID authentication" to access the corresponding

screen.
[2] Click the designated unlock password.

[3] Click "“.
[4] Click " v" to confirm.

Repeat the steps from 2~4 to remove the unlock passwords one by one.

please set user permission under each category

jacky
° = =
i - U F - i
Users groups(1) 1D authentication(2) Pairing devices(1) Gylinder(1) 1P camera(1) Outdoor station(1)

i= LIST VIEW

jacky

User role: Admin

=

Device sharing

Email address

Invitation code

Invite

User information

Personal data

Change password

User permission settings

Users groups(1)

1D authentication(2)

Pairing devices(1)

Cylinder(1)

1P camera(1)

Outdoor station(1)

INFORMATION

A Would you like to delete this authentication?

X

4 v
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9.6.4 Removing the QR codes from a user

Welcome App can create QR codes for the user to to release the lock on the IP touch 5 outdoor
station. For creating a QR code, see the product manual for Welcome App.

"Smart Access Point" can remove the QR code.

Please follow the steps below:
[1]1 On the designated user screen, click the QR code.
[2] View the validity period.

[3] Click" "
[4] Click " v" to remove the QR code.

INFORMATION

/A Would you like to delete this authentication?
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9.7 Configuring the indoor station

Access the designated Indoor station screen

On the configuration screen, click "Door entry system"”, followed by "Indoor stations" to access

the "Indoor stations" screen.

v ® = ss M B

M es =

BUILDING STRUCTURE RF WIRELESS PLACE + LINK

CONNECTION

Design a building by Configurate the devices Locating and linking
devices

creating floors and of the access control
rooms system e.g. cylinders,
repeaters ...
= abb

MAIN MENU

= 0

USER MANAGEMENT ACTIONS

Add and edit users Create and edit actions
Create user groups

C

TIME CONTROL DOOR ENTRY SYSTEM

Create time control Configurate door entry
system devices, e.g.
indoor station, outdaor
station

(=) Device configuration ;¥ Preferences

On the "Indoor stations" screen, click the designated indoor station to access the designated

indoor station screen.

O INDOOR STATIONS

©

Indoor station 001
010201

Indoor station 001
0101-01

o=
IP actuator

ADD DEVICE

= =
Guard unit Management
software

LIST VIEW

Indoor stations

Indoor station 001-0101-01

Indoor station 001-0102-01
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9.71 Changing the language

Please follow the steps below:

[1] On the designated indoor station screen, click "Language".
[2] Select the language from the drop-down list.

[3] Click " v" to save.

= o om0 e

Physical addr >
Logic addr >
Duplicate settings >
Local firmware update >
Online firmware update >
Resident(s)/Tenant(s) >
Sereensaver >
Floor plan >

=5 Indoor station 001-0101-01 LIST VIEW

Deutsch v

No screensaver set for this indoor station yet
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9.7.2 Renaming the device

Please follow the steps below:

[1] On the designated indoor station screen, click "Resident(s)/Tenant(s)".
[2] Enter the first name.

[3] Enter the last name or the company name.

O Note
If the resident has multiple indoor stations in the apartment, it is recommended
to use the appropriate name to show the association (e.g. "Master", "Slave 1"
etc.).

[4] Click " V" to save.
[5] Click " v " to confirm.

Additional seflings

Physical addr. >
Logic addr >
Duplicate settings >
Local firmware update >
Online firmware update >
Resident(s)/Tenant(s) >
Screensaver >
Floor plan >
Language >

INFORMATION

Configuration success

v
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9.7.3 Viewing the serial number

Please follow the steps below:
[1] On the "Indoor stations" screen, click the designated indoor staiton.

[2] The serial number is displayed on the screen. It is recommended to write down the serial
number for futher use.

(e} INDOOR STATIONS ADD DEVICE LIST VIEW
7 Indoor stations
Master Jacky >
E E Slave1 Jacky >
Master,Jacky Slavet Jacky

il =] o =
Outdoor stations Indoor stations IP actuator Guard unit
= Indoor station 001-0101-01 LIST VIEW

Physical addr >
Logic addr >
Duplicate sattings >
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9.7.4 Managing the physical address

O Note
If the master indoor station changes its physical address, the slave indoor
stations need to obtain the signature again from "Smart Access Point".

Please write down the serial number of the slave indoor stations before
changing the physical address. see chapter 9.7.3 “Viewing the serial number on

page 116.

Please follow the steps below:

[1] On the master indoor station screen, click "Physical addr.".

Product manual 2TMD041800D0088

Indoor station 001-0101-01

Physical addr.

Logic addr

Duplicate settings

Local firmware update

Online firmware update

Resident(s)/Tenant(s)

Screensaver

Floor plan

Language
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[2] Change the physical address.
[3] Click " v" to save.
[4] Click " v " to confirm.

It there are no slave indoor stations, the change process is completed at step 4. Otherwise,
please continue with the next steps.

[5] Click " E " to turn back to "Indoor stations" screen.

INFORMATION

Configuration success

4 v
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[6] Click the slave indoor station.

[7]1 The slave indoor station failed to access the screen due to the signature is removed
automatically. Click " v" to continue.

INFORMATION

A Communication failed

7Y

[8] On the "Indoor stations" screen, click " 7 "

o INDOOR STATIONS ADD DEVICE LISTVIEW
| @ Indoor stations
8 Slavet,Jacky >
E E Master,Jacky >
Slavet,Jacky Master,Jacky

il =] o
Outdoor stations Indoor stations IP actuator Guard unit
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[9] Click the slave indoor station.

[10]Click "Delete".

[11]Click "Confirm", followed by " v ".

[12]0n the "Indoor stations" screen, click "Add device".
[13]Set "Device type" to "Indoor station".

[14]Enter the new physical address of the slave indoor station.
[15]Enter the serial number of the slave indoor station.
[16]Click "Save", followed by " v".

INFORMATION
A If continue, the selected device will be deleted

17 contm

ADD DEVICE

Indoor station 1 3

2 14

102807A7F080583 | )

Careal ‘ 16 sae
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[17]Rename the slave indoor station. see chapter 9.7.2 “Renaming the device* on page 115.

(o] INDOOR STATIONS ADD DEVICE LIST VIEW

W Indoor stations
Master Jacky >
E E Slavet Jacky >

Master Jacky Slavet Jacky

i = (ot =
Outdoor stations [N 1P actuator Guard unit
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9.7.5 Managing the logic address

Please follow the steps below:
[1] On the master indoor station screen, click "Logic addr.".

[2] Enter the logic address. The address could not be the same to the exist one on "Smart
Access Point".

[3] Click "V"to save.
[4] Click "V" to confirm.

Additional seflings

Physical addr. >
Logic addr bl
Duplicate settings >
Local firmware update >
Online firmware update >
Resident(s)/Tenant(s) >
Screensaver >
Floor plan >
Language >

INFORMATION

@) Note
The logic address set on the indoor station can be used on the outdoor station.
see chapter 9.7.5 “Managing the logic address” on page 122.

Product manual 2TMD041800D0088 | 122



Operating Door Entry System devices

9.7.6 Managing the screensaver

Please follow the steps below:
[1] On the master indoor station screen, click "Screensaver".
[2] Click "Upload screensaver image".

[3] Click "Browse" to select the desiganted image (only .jpg is supported, maximum resolution
of the image is 1024 x 600 pixels).

[4] Click " v" to confirm.

[5] Click " v" to upload.

ailings

Physical addr. >
Logic addr >
Duplicate settings >
Local firmware update >
Online firmware update >
Resident(s)/Tenant(s) >
Screensaver >
Floor plan >
Language >

INFORMATION

Upload screensaver image

Browser

x
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9.7.7 Managing the floorplan

Please follow the steps below:

[1] On the master indoor station screen, click "Floor plan”.

[2] Click "Upload floorplan”.

[3] Click "Browse" to select the desiganted image (only .jpg is supported, maximum resolution

of the image is 1024 x 600 pixels).
[4] Click " v" to confirm.
[5] Click " v" to upload.

Indoor station 001-0101-01

Serial N

Additional seflings

Physical addr

Logic addr

Duplicate settings

Local firmware update

Online firmware update

Resident(s)/Tenan(s)

Screensaver

Floor plan

Language

INFORMATION

Upload floorplan
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9.7.8 Duplicating the settings

Please follow the steps below:

[1] On the master indoor station screen, click "Duplicate settings".
[2] Click to select the designated indoor station to be dupliacted.
[3] Tick the check boxes to select the settings to be duplicated.

[4] Click "V" to confirm.

Indoor station 001-0101-01

Master Jacky Stava Jacky

Product manual 2TMD041800D0088

Settings

Indoor station 001-0101-01

Physical addr

Logic addr

Duplicate settings

Local firmware update

Online firmware update

Resident(s)/Tenani(s)

Screensaver

Floor plan

Language

LIST VIEW

Guard uni sotfings 4
General settings @
Screensaver setlings ()
Alarm system [m]
Smart home ]

« 4 ¢ sae
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9.7.9 Updating the firmware

see chapter 13.4 “Updating the firmware* on page 309.
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9.8 Configuring the outdoor station
Access the designated outdoor station screen

On the configuration screen, click "Door entry system", followed by "Outdoor stations" to access
the "Outdoor stations" screen.

v ® = ss M B MAIN MENU

M e = g A O

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT ACTIONS TIME CONTROL DOOR ENTRY SYSTEM
CONNECTION

Design a building by Configurate the devices Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and of the access control devices Create user groups system devices, e.g
rooms system e.g. cylinders, indoor station, outdoor
repeaters ... station
- abb (=) Device configuration o} Preferences

On the "Outdoor stations" screen, click the designated outdoor station to access the
corresponding screen.

W Outdoor stations

Outdoor stations
_________ Outdoor station 001-01 >

1
i 1
H e ! e G Outdoor station 001-02 >
|
1
|
H 1
| 1
1

Outdoor station Outdoor station
001-02 001-03 Outdoor station 001-03 >

Public area
Public area

1
il = o =
Outdoor stations [EIELLIESETLS IP actuator Guard unit
1
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9.8.1 Changing the language

Please follow the steps below:

[1] On the designated outdoor station screen, click "Language”.

[2] Select the language from the drop-down list.
[3] Click " v" to save.

Outdoor station 001-01

Physical addr. >
Welcome |
No walcome message. | Galling type N
| Welcome message >
| Door lock setting >
| Time synchronization >
| Lift control >
| Language >
| Local firmware update >
| Online firmware update >
b =
Settings Bulletin Name list | List of trusted devices >
== Outdoor station 001-01 LIST VIEW
Language
Deutsch v

Welcome

No welcome message.

Ve =
Settings Bulletin Name list
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9.8.2

Viewing the serial number

Please follow the steps below:

[1] On the "Outdoor stations" screen, click the designated outdoor staiton.
[2] The serial number is displayed on the screen. It is recommended to write down the serial

number for futher use.

[e) OUTDOOR STATIONS

Outdoor stations:

Outdoor station Outdoor station Outdoor station
001-01 001-02 001-03

Public area

=] o~

i

Indoor stations IP actuator

=
Guard unit

/ADD DEVICE

v

LIST VIEW

Outdoor stations

Outdoor station 001-01 >

Outdoor station 001-02 >

Outdoor station 001-03 >
Public area

Rl

Welcome

Na welcome message.

rd
Settings Bulletin Name list

Outdoor station 001-01

LIST VIEW

Physical addr >
Calling type >
Welcome message >
Door lock setting >
Time synchronization >
Lift control >
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9.8.3 Managing the physical address

On the designated outdoor station screen, click "Physical address".

o= Qutdoor station 001-02 LIST VIEW
ovi

Physical addr. >
Doar lock setting >
Time synchronization >
Lift control >

Local firmware update >

) Design label >
Settings
i 5

There are 3 types devices for selection.

1. Outdoor station

If the "Device type" is set to "Outdoor station", you need to set the block number and the device
number.

= Outdoor station 001-02

Outdoor station v

Physical addr
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2. Gate station

If the "Device type" is set to "Gate station", you need to set the block number and the device
number.

- Outdoor station 001-02

Gate station

3. Second-confirm station

If the "Device type" is set to "Second-confirm station", you need to set the block number, the
floor number, the room number and the device number.

Outdoor station 001-02

Device lype

Second-confirm station v

O Note
Only IP pushbutton outdoor station can be set to "Second-confirm station".
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9.8.4
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Surveillance call

If the "Surveillance call" function is disabled, the indoor station & App will not support a
surveillance call.

Please follow the steps below to deactivate the function:

[1] On the designated outdoor station screen, click "Surveillance call".
[2] Tick the check box "Deactivate for all".

[3] Click "Save".

[4] Click "\".

HoME @ = sos @ B @ HD < DOOR ENTRY SYSTEM

Outdoor station 009-01 LIST VIEW

al

Welcome message

Door lock seting

Welcome

No welcome message.

Unlock mode configuration
Time synchronization

Lift control

Language

Surveillance Call |

Local firmware update

Online firmware update

' ma =

Settings Bulletin Name list List of trusted devices

INFORMATION

Configuration success

v 4
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9.8.5 Unlock setting

Please follow the steps below:

[1] On the designated outdoor station screen, click "Door lock setting”.
[2] Set the unlock time for the locks.

[3] Set the lock type for the locks.

[4] Click "V" to save.

= Outdoor station 001-01
i .
| HEOK o
Adkdi ings
Welcome | Physical addr >
Na welcome message. | Galling type N
| Welcome message >
| Door lock setting >
| Time synchronization >
| Lift control >
| Language >
| Local firmware update 5
| Online firmware update >
I = |
Setings Bulletin Name list | List of trusted devices >
= Outdoor staton 001-01

Lock-GND open time:(1-10s)
5
| No-NC-COM open time:(1-10s)

5

| Detautt tock
Welcome - .
No welcome message.
‘ Subsidiary lock
NO-NC-COM v

» =

Settings Bulletin Name list « 4 v Save
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9.8.6 Time synchronization

Please follow the steps below:

[1] On the designated outdoor station screen, click "Time synchronization”.
[2] Tick the check box to enable the function.

[3] Click "V" to save.

[4] Click "V" to confirm.

After the setting, the outdoor station can synchronize its time with "Smart Access Point".

Outdoor station 001-01

101B0TATFOZFI48
Version
HGOOS Digital V1.22 20200527 PP CXS2755

Additional settings

P | addr.
Welcome e 2

No walcome message.

Calling type >
Welcome message >
Door lock setting >
Time synchronization 1 >
Lift control >
Language >

Local firmware update >

Online firmware update ]

List of trusted devices

INFORMATION

Configuration success

4y
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9.8.7 Managing Lift control

Please follow the steps below:

[1] On the designated outdoor station screen, click "Lift control”.
[2] Tick the check box to enable the function.

[3] Enter the floor where the outdoor station is located.

[4] Click "\" to save.

[5] Click "V" to confirm.

Outdoor station 001-01

101B0TATFOZFI48
Version

HGOOS Digital V1.22 20200527 PP CXS2755
Additional settings

P | addr.
Welcome e 2

No walcome message.

Calling type >
Welcome message ::
Daor lock setting >
Time synchronization >
Litconral | >
Language >

Local firmware update >

Online firmware update ]

List of trusted devices >

INFORMATION

Configuration success

5v
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9.8.8 Managing the trusted devices

see chapter 9.3.1 “Managing the trusted devices for outdoor station” on page 82.
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9.8.9 Initiating a call via the physical address

This chapter applies to the IP touch 5 outdoor station and IP keypad outdoor station.
Please follow the steps below:

[1] On the designated outdoor station screen, click "Call type".

[2] Disable the "Name list" (only applied to IP touch 5 outdoor station).

[3] Set"Call type" to "Physical addr.”

[4] Click "V" to save.

Al

Outdoor station 001-01 LIST VIEW
type

Welcome

Na welcoma message.

| Physical addr. >
Calling type >
Welcome message >
Door lock setting >
Time synchronization >
= Lift control
e -] = b
Sattings Bulletin Name list [
=3 Outdoor station 001-01 LIST VIEW
[ caling type
Physical addr. ~
Default call type
[0 Name list

Welcome

No welcome message.
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9.8.10 Initiating a call via the logic address

This chapter applies to the IP touch 5 outdoor station and IP keypad outdoor station.
1. Adding the logic address

Please follow the steps below:

[1] On the designated outdoor station screen, click "Call type".

[2] Disable the "Name list" (only applies to the IP touch 5 outdoor station).

[3] Set "Call type" to "Logic addr."

[4] Click "\" to save.

[5] Click "V" to confirm.

[6] "Logic addr. list" is displayed on the screen. Click it to continue.

Davice type
Otdoor statior
Physical addr

Block No

Dewvice No.

Serial No.

101807ATFO2F948

Version

HEO0S Digital V1.22 20200527 PP CX92755

Additional settings

Physical addr. >
Calling type 'I >
Welcome message >
Door lock sefting >

Time synchronization >

Lift control

INFORMATION

Configuration success
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[7] On the "Logic addr. list" screen, click "+".
[8] Click "Select indoor station”.

[9] Click to select the designated indoor station.

[10]Click "Confirm".

Rl

Outdoor station 001-01

"/ + Add ogic addr. entry

e -] = &

Settings Bulletin Name list Logic addr. list

Master Jocky Master Faye

9

LIST VIEW

Logic addr

[ J

Linked to indoor Station

& select indoor station
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[11]The indoor station is added to the list.
[12]The logic address is imported to the list.
[13]Click " v " to save, followed by " v " to confirm.

Repeat steps 7-13 to add the logic address one by one.

Outdoor station 001-01 LIST VIEW

Logic addr

A1

Linked to indoor Station

Select indoor station

Indoor station 001-0101-01

=+ Add logic addr. entry

v = Ee

Settings Bulletin [VARSTNS 1 ogic addr. list x 1 3 V Save
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2. Importing the logic addresses
Please follow the steps below:
[1]1 On the "Logic addr. list" screen, click "Import logic addr. list entries".

@) Note
It is recommended to set the logic address for the indoor station before
importing.

[2] Click to select the designated indoor stations.
[3] Click "Import", followed by " v ".

Outdoor station 001-01 LIST VIEW

Logic addr. list

Add logic addr. entry

Import logic addr. list entries ’|

Logic addr. entries

Inexistent logic address.

+ Add logic addr. entry

>

Settings Bulletin Name list Logic addr. list

INFORMATION

Please select device
0 @Al
B [@ Building!
B [ Floor 1
[ Master Jacky
[9 Master,Faye
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[4] The logic addresses are imported to the list.

[5] Enter the key word to filter the search results.

+ Add logic addr. entry

ld = Eod

Settings Bulletin Name list Logic addr. list

Outdoor station 001-01 LIST VIEW
Logic addr. list
Add logic addr. entry
Import logic addr. list entries
Copy logic addr. list to other OS
Remove all logic addr. list
Logic addr. entries
A
Al >
B
B2 2
+ Add logic addr. entry
]
I =
Settings Bulletin [(CUSY SR Logic addr. list
&= Outdoor station 001-01 LIST VIEW

Logic addr. st I
Add logic addr. entry
Import logic addr. st entries
Copy logic addr. list to other OS
Remove all logic addr. list

Logic addr. entries

A

A

Al >
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3. Copying the logic address list to another outdoor station

Please follow the steps below:

[1] On the "Logic addr. list" screen, click "Copy logic addr. list to other OS".
[2] Click to select the designated outdoor stations.

[3] Click "Import", followed by " v ".

Logic addr. list

Al

| Add logic addr. entry |

[ Import logic addr. list entries |

( Copy logic addr. list to other 0S| |

[ Remove all logic addr. list |

Logic addr. entries

A

Al >

B

B2 >
+ Add logic addr. entry

Ve -] =

Settings Bulletin Name list Logic addr. list

INFORMATION

Please select device
0 & A
G [ Buiking!
5 @ Public
(@ Outdoor station 001-03
(4 Outdoor station 001-04
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[4] The logic address list is copied to the other outdoor station.
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Outdoor station 001-03

rd -] &

Settings Bulletin Logic addr. list

LIST VIEW

Logic addr. fist

Add logic addr. entry
Import logic addr. list entries
Copy logic addr. list to other OS
Remove all logic addr. list

| Logic addr. enries

A

At

L Z“i’
]

B2
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4. Removing the logic address

Please follow the steps below:
[1] On the "Logic addr. list" screen, click the designated logic address.

[2] Click" ", followed by " v " to confirm.

Outdoor station 001-01

|

+ Add logic addr. entry

LIST VIEW

Logic addr. list
Add logic addr. entry
Import logic addr. list entries
Copy logic addr. list to other OS

Remove all logic addr. list

Logic addr. entries

A
Al >
B

B2 >

# = fe]
Settings Bulletin [T T Logic addr. list

Outdoor station 001-01

+ Add logic addr. entry

Linked to indoor Station

Change indoor station

Building 1, 1S 010101

rd = e
Settings Bulletin Name list Logic addr. list

Note

Product manual 2TMD041800D0088

You can also click "Remove all logic addr. list" to clear all logic addresses.
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9.8.11 Initiating a call via the name list

This chapter only applies to the IP touch 5 outdoor station.

1. Importing the name list

Please follow the steps below:

[1] On the designated outdoor station screen, click "Call type".
[2] Enable the "Name list".

[3] Click "V" to save.

[4] Click "V" to confirm.

Outdoor station 001-01

Davice type
Ouitdoor statior
Physical addr

Block No

Device No.

Serial No.
Welcome

Na welcome message. 101807A7FOFMS

HBOO05 Digital V1.22 20200527 PP CX92755

Addiional seflings

Physical addr. >
Calingtype | >
Welcome message >
Door lock setting >

Time synchronization >

Lift control

INFORMATION

Configuration success

4 v
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[5] On the designated outdoor station screen, click "Name list".

@) Note
It is recommended to set the name for the indoor stations before importing.

[6] Click "Import name list entries".

[7]1 Click to select the designated indoor stations.
[8] Click "Import", followed by " v " to confirm.

[9] The names are imported to the list.

[10]Enter the key word to filter the search result.

Import name list

Outdoor station 001-01 LIST VIEW

Name list

Import name list entries |

Copy name list to other OS |

Remove all entries |

Name list entries

v 1U

M

Master Jacky 9 >

’ @ =

Settings Bulletin Name list
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[11]Click the designated name.
[12]Click "Upload logo image".

[13]Click "Browser" to select a logo image (only .jpg is supported. Maximum resolution is 60 x
60 pixels).

[14]Click " ¥ " to confirm.

Outdoor station 001-01 LIST VIEW

Name fist

Al

Import name list entries |

Copy name list to ather OS |

Remove all entries
Name list entries
M
Master Faye >
Master Jacky T ] >

M
a

+ ] i=

Setlings Bulletin Name list

INFORMATION

Upload logo/image

GifakepathiDragon jpg

x
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[15]The logo is displayed in the list.
[16]Click " v " to save.

[17]The logo is displayed on the outdoor station screen.

Quitdoor station 001-01

==
F =
Settings Bullein Name fist
& Outdoor station 001-01

rd =
Settings Bulletin Name list

Product manual 2TMD041800D0088

| Master Jacky I I

Resident(s) Tenant(s

Master

@ Icon - Logo.jpg

(@ Use animage / logo with 60 x 60 pixels

Change indoor station

Building 1, 1S 010101

Namio list
Import name list entries
Copy name list o other OS

Remove all entries

Name st entries

M
Master Faye >
Master.Jacky >
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2. Copying the name list to other outdoor station
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Please follow the steps below:

[11 On the "Name list" screen, click "Copy name list to other OS".

[2] Click to select the designated outdoor stations (only supports the IP touch 5 outdoor

station).

[3] Click "Import", followed by " v ".

Al

Outdoor station 001-01

Vd @ =

Settings Bulletin Name fist

LIST VIEW

Name list
Import name list entries
Copy name fist 1o other OS
‘Remove all entries

Name list entries

i

M

Master, Faye

Master Jacky

INFORMATION

Please select device
a All
B [ Buildingt
= @ Public
[ Outdoor station 001-04 2
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[4] The name list is copied to the other outdoor station.

Outdoor station 001-04 LIST VIEW

Narme list

Import name list entries
Copy name list to other OS
Remove all entries

Name list entries

M
Master,Faye >
Master,Jacky >

+ Additem

Ve =
Settings Bulletin Name list
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3. Removing the logic address
Please follow the steps below:

[1] On the "Logic addr. list" screen, click the designated logic address.

[2] Click" ", followed by " v " to confirm.

Outdoor station 001-01 LIST VIEW

Name list
Import name list entries
Copy name list to other OS
Remove all entries
Name list entries
M
Master,Faye >
Master,Jacky >
+ Add item
-
Ve -] =
Settings Bulletin Name list
o Qutdoor station 001-01
Master Faye
Rlesi ar
First oy
Master
Last namelt
Faye
{
Logo
1l
Upload logo/image
(® Use an image / logo with 60 x 60 pixels

Change indoor station

Building 1, IS 010201

o =
Seftings Bulletin Name list x ¥ Save
O Note
You can also click "Remove all entries" to clear the name list.
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9.8.12 Managing the welcome message

This chapter only applies to the IP touch 5 outdoor station.

Please follow the steps below:

[1] On the designated outdoor station screen, click "Welcome message".
[2] Enter the message (not more than 32 characters).

[3] The result is displayed on the outdoor station screen.

[4] Click " V" to save.

|

Outdoor station 001-01 LIST VIEW

Device type i
Outdoor station
Physical addr.

Block No. 1

Device No. 1

Serial No.

Welcome
No welcome message. 101807A7F02F948

Version

HGOOS Digital V1.22 20200527 PP_CX92755
Additional settings

Physical addr. >
Calling type >
Welcome message >
Door lock setiing >
Time synchronization >

. —_ Lift control
P d = i >
Settings Bulletin Name list ‘
==

Outdoor station 001-01 LIST VIEW

Welcome message

Welcome back home!

Welcome

'Welcome back home!
@ Maximum: 32 characters

» =

Settings Bulletin Name list « 4 v Save
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9.8.13 Managing the developer information

This chapter is only applied to IP touch 5 outdoor station.

Please follow the steps below:

[1] On the designated outdoor station screen, click "Bulletin”.

[2] Click "Developer information”.
[3] Selet "Image" from the drop-down list.

[4] Click "Upload image/logo" to select the image (e.g company logo).

o= Outdoor station 001-01 LIST VIEW
Bulletin
Developer information >
Bulletin >

Welcome
Welcome
Ve 1 (-] =
Settings Bulletin Name list
o= Outdoor station 001-01 LIST VIEW

Welcome
Sunset Boulevard 1302

Inexistent developer information.

Ve L] =
Settings Bulletin Name list

Product manual 2TMD041800D0088

Developer information
Image v
image/Logo

Upload image/logo

@ Use an image / logo with 350 x 70 pixels
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9.8.14 Managing the bulletin

This chapter only applies to the IP touch 5 outdoor station.

Please follow the steps below:

[1] On the designated outdoor station screen, click "Bulletin”.

[2] Click "Bulletin".

[3] Click "Add bulletin page" to select the image.

o= Outdoor station 001-01 LIST VIEW
Bulletin
Developer information >
Bulletin >

Welcome
Welcome
Settings Bulletin Name list
== Outdoor station 001-01 LIST VIEW

Welcome

Sunset Boulevard 1302

M Developer information

+ Add bulletin page

Ve 2 =
Settings Bulletin Name list

Product manual 2TMD041800D0088
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9.8.15 Managing the unlock QR code

This chapter only applies to the IP touch 5 outdoor station.

Please follow the steps below:

[1] On the designated outdoor station screen, click "Unlock mode setting”.
[2] Tick the check box "QR code unlocking" to enable the function.

[3] Click " v" to save.

Gate station #32 LIST VIEW

=5
Additional settings
Physical addr. >
Galling type >
Welcome
No weicome message. Welcome message >
Door lock setting >
Time synchronization >
Language >
Local firmware update >
Online firmware update >
List of trusted devices >
e -] =
Settings Bulletin Name list Unlock mode setting >
== Gate station #32 LIST VIEW

Unlock mode setting

Qr code unlocking

Welcome

No welcome message.

v =

Settings Bulletin Name list -« 3 v Save
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[4] The QR code will be displayed on the unlock screen of the IP touch 5 outdoor station.
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9.8.16 Updating the firmware

see chapter 13.4 “Updating the firmware* on page 309.
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9.9 Configuring the guard unit
Access the designated guard unit screen

On the configuration screen, click "Door entry system”, followed by "Guard unit" to access the
"Guard unit" screen.

v ® = ss M B MAIN MENU

Mmoo = &

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT ACTIONS TIME CONTROL DOOR ENTRY SYSTEM
CONNECTION

Design a building by Configurate the devices Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and of the access control devices Create user groups system devices, e.g
rooms system e.g. cylinders, indoor station, outdoor
repeaters ... station
- abb (=) Device configuration o} Preferences

On the "Outdoor station" screen, click the designated guard unit to access the corresponing
screen.

(o] GUARD UNIT ADD DEVICE LIST VIEW

o Guard unit

Guard unit #01 >

1

] o 1 1

Outdoor stations  Indoor stations IP actuator ! Guard unit 1
! 1
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9.9.1 Setting the device number

Please follow the steps below:

[1]1 On the designated guard unit screen, enter a new device number.
[2] Click " v" to save.

[3] Click " v" to confirm.

INFORMATION

Configuration success

3v
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9.9.2 Viewing the serial number

Please follow the steps below:

[1] On the designated guard unit screen, the serial number is displayed on the screen. It is
recommended to write down the serial number for further use.

Guard unit #01

LIST VIEW

1

Local firmware update >

Online firmware update >
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9.9.3 Updating the firmware

see chapter 13.4 “Updating the firmware* on page 309.
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9.10 Configuring the IP actuator
Accessing the designated IP actuator screen

On the configuration screen, click "Door entry system”, followed by "IP actuator" to access the
"IP actuator" screen.

v ® = ss M B MAIN MENU

M e = g A O

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT ACTIONS TIME CONTROL DOOR ENTRY SYSTEM
CONNECTION

Design a building by Configurate the devices Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and of the access control devices Create user groups system devices, e.g
rooms system e.g. cylinders, indoor station, outdoor
repeaters ... station
- abb (=) Device configuration o} Preferences

On the "IP actuator" screen, click the designated IP actuator to access the corresponding
screen.

(o] IP ACTUATOR /ADD DEVICE LIST VIEW

3 IP actuator
TPactiaor ~ T Tl
1 H Block IPA 001-01 >
1
| 1
1
1
| ° :
| 1
| BockipAcotor !
. 1
Public area Public area

=

Guard unit

8 =1 0 o
Outdoor stations Indoor stations | IP actuator
1
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9.10.1 Viewing the serial number

Please follow the steps below:

[1] On the designated IP actuator screen, the serial number is displayed on the screen. It is
recommended to write down the serial number for further use.

B S .
AN
GND DC+ LOCKe LOCK- GND DS EXIT Biock No 1
[N )
NG 1
ﬁ T
H8304 q A4BOTATFO2FSES
IP Actuator
ABB-Welcome IP e
® . frrp——
Status B Unlock setting >
Security Switch
[H[ & " C€ E Local frmware update >
—_—
Online firmware update >
|
NG com NO
0 0 o List of trusted devices >

F
Seftings x v Save
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9.10.2 Managing the physical address

There are 3 types devices for selection.
1. Network IPA

If the "Device type" is set to "Network IPA", you need to set the device number (1-32).

= Block IPA 001-01
N Davica type
W R T
LAN
eeoeee®
GHD 00+ LOGKs Lock-GND 08 XIT Device N 1
ial No.
H8304
IP Actuator
ABB-Welcome IP " ’
Addlional sefimg:
L J .
Unlock setting >
Status Reset
Security Switch Local firmware update >
Ml Zcel PO ,
List of trusted devices >
NC com NO :

’

2. Building IPA

If the "Device type" is set to "Building IPA", you need to set the block number (1-999) and the
device number (1-32).

o Building IPA
ecoenee —
WWI.DQ( + LOCK- GND DS EXIT lock No 1
1
_
IP Antumor - o
ABB-Welcome IP :
t 03 20190301 PP STM3I2F407VE
S Rleset ‘ Unlock setting >
Security Switch
{ e ﬂ Ce€ = Local femware update >
Orling firmware update >
NC com NO
o 0 ’ List of trusted davices >

v
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3. Private IPA

If the "Device type" is set to "Private IPA", you need to set the block number (1-999), floor
number (1-63), room number (1-32), and the device number (1-32).

Operating Door Entry System devices

Biock IPA 001-01

* GND DC# LOGK+ LOGK: GND DS EXIT
[}

H8304
IP Actuator
ABB-Welcome IP

e - f
Security Switch
& Zcer
e com N |
@ @ e ‘

F
Seftings

Private IPA

Product manual 2TMD041800D0088

LIST VIEW
Devion type

Unlock setiing

Local firmware update

Online firmware updato

List of trusted devices

x
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9.10.3 Unlock setting

Please follow the steps below:
[1] On the designated IP actuator screen, click "Unlock setting”.

[2] Set the output mode for "Lock-GND" among "AC output", "DC output (NC)" and ", "DC
output (NO)".

[3] Set the unlock time for "Lock-GND".

[4] Set the output mode for "Relay lock" between "Unlock" and "Light".
[5] Set the unlock time for "Relay lock".

[6] Click "V"to save.

_ ) Davico typa
B e .
LAN |
@e0eee® e
GND DC+ LOCK+ LOCK- GND DS EXIT Block M 1
. | E
Dovica N 1
- ————— e al No
HB304 _—
IP Actuator |
Sl Version
HGMS! V1,03 20190301 PP STMIZFA0TVE
Status Resat Unlock setting | >
Security Switch
(N D¢ C€ E Local firmware update >
y -—
Online firmware update >
NC com NO
o o . List of trusted devicos >
Vg
Lock-GND
AN ‘ AC output v
©00ceee e
- 5 +
GND DC+ LDCK+ LOCK- GND DS EXIT
gy
Relay &
Rolay mx
Lights v
H8304 | o,
IP Actuator = 20 +
ABB-Welcome IP
® .
Status Reset =

Security Switch

& ZCcer

NC com NO

rd
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9.10.4 Managing the trusted devices

see chapter 9.3.2 “Managing the trusted devices for IP actuator” on page 87.
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9.10.5 Releasing the IP actuator related to the outdoor station

Please follow the steps below:

[1] On the designated outdoor station screen, click "Door lock setting".
[2] Set door type to "IP actuator".

[3] Select IP actuator type between "Power lock" and "Relay lock".

[4] Click "Select IP actuator addr.".

[5] Click to select the designated IP actuator.

[6] Click "Confirm".

Outdoor station 001-01

Devico typo
Outdoor station
Physical addc

Black No !

Device No. 1

Welcome S

Welcome 101807A7FO2F348

Calling type >
Welcome message >
Door lack setiing 1 >
Time synchronization >

= Lift control >
Bulletin Narme list

Block IPA 00101
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[7]1 On the designated IP actuator screen, click "List of trusted devices".

Operating Door Entry System devices

[8] Click "Add trusted devices".
[9] Click the designated outdoor station.
[10]Click " v " to save.

Block IPA 001-01

Add trusted devices

Device type
Building IPA
| Physical addr
Block No |1
Devica No |1

Serial No.
104807A7F02F5EF

Version

HGMS1 V103 20190301 PP STMI2F407VE
Additional seftings

Unlock setting

Local firmware update
Online firmware update

Listol usted devices /]

Please select device
a8
@ [0 Public
= E Building!
5 B Public
Ouidoor siation 001-01 0
O Outdoor station 001-02
O Qutdoor station 001-03

O Outdoor station 001-04
= O Floor 1

[ Master, Jacky

D Stave1.Jacky

O Master,Faye
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Operating Door Entry System devices

[11]Click " ¥ " to save.
[12]Click " ¥ " to confirm.

INFORMATION

Configuration success
12+
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Operating Door Entry System devices

9.11 Removing the devices

9.11.1 Removing the devices one by one

Please follow the steps below:
[1]1 On the "Device configuration" screen, click a device (e.g. "Indoor station").
[2] Click the designated device (e.g. "Indoor station 2").

[3] Click "“.
[4] Click " v" to confirm.

| Devicetype Indoor statian(2) 1S 001-0101-02
| SmatAP(1) #102807ATFO2FB0S(XEH) Seriainumber: 102807A7F030583
| | 3 s001-0101-01 > Shart (D: WAW
F  Cylinder(0) > Software version: HGI17.CS_Main V2.01 20200116 PP_IM.
#102B07ATFO30SA3(WAW) Update firmware |
Q@ Repeater(0) > [ 15001010102 2 >
I Parameter
Wl RFP gateway(0) > Block No.
8 P camera(0) > ‘
I Floor No.
B Outdoor station(2) > ‘
O rncoorsiation() | s foom No.
0= IP actuator(1) > ‘
I Device No.
Guard unit(1) > |
| Channels
+ -«

INFORMATION
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9.11.2 Removing the devices in batch

Please follow the steps below:

[1] On the "Device configuration" screen, click a Door Entry System device (e.g. "Outdoor
station").

[2] Click" ¥ .

[3] Click "Select all" to select all devices or click the designated device one by one to select
multiple devices.

[4] Click "Delete".

o om0 hoovce

W Outdoor stations
Outdoor stations
Outdoor station 001-01 >
e e Outdoor station 001-02 >
Outdoor station Outdoor station

001-01 001-02

Public area
Public area

B o o= =
Outdoor stations Indoor stations IP actuator Guard unit

Outdoor stations

Select multiple devices [ Select all

Building1

. . Outdoor station 001-01

Outdoor station Ouitdoor station Outdoor station 001-02

001-01 001-02

Public area
Public area
x Next Delete
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10

10.1

Operating the AccessControl devices

AccessControl topology

Scenario 1: A small number of the "Electronic locking cylinders" used and short distance
between devices

1. Preconditions
= The number of "Electronic locking cylinders" operated by "Smart Access Point" is < 16

units.

= The distance from the furthest "Electronic locking cylinder" to "Smart Access Point" is << 10
metres.

2. Capacity

= The radio range between each RF device is < 10 metres.
= Up to 16 "Electronic locking cylinders" can be operated via a "Smart Access Point".

3. Topology

10 m S

n 311)) e

P SmartAP ﬁ‘ Cylinder --- RF wireless connection

Product manual 2TMD041800D0088
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Scenario 2: A small number of the "Electronic locking cylinders"” used and moderate
distance between devices

1.

Preconditions

The number of "Electronic locking cylinders" operated by "Smart Access Point" is < 16
units.

The distance from the furthest "Electronic locking cylinder" to "Smart Access Point" is < 40
metres.

"RF Repeater" is necessary to extend the radio range, each "RF Repeater" extends the
radio range by 10 metres.

An "Electronic locking cylinder" and a "RF Repeater" cannot be the slave devices of one
"Smart Access Point" at the same time.

M smartap 0]D RF repeater E_ Cylinder --- RFwireless connection

Capacity

The radio range between each RF device is < 10 metres.

Up to 16 "Electronic locking cylinders" can be operated via one "Smart Access Point".
Up to 6 "RF Repeaters" can be operated via one "Smart Access Point".

Up to 3 "RF Repeaters" can be connected to one "Smart Access Point" in series in a radio
line.

Each "RF Repeater" can have up to 2 slave "RF Repeaters".

The "Electronic locking cylinder" can be freely assigned to the "RF Repeater” in the radio
line.

The maximum radio range between an "Electronic locking cylinder" and "Smart Access
Point" is 40 metres.

Product manual 2TMD041800D0088
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3. Topology

10rrl/,‘— -
= _-- S 10m 10m
i@ ‘OO
-

SN //' 5//' 10m /7N 10m

7/ /7 ! N\

v10m s , S N

7/ 7/ i N

~
-,
’
’
’

e
PN
o
3

P %
~ EII}) N
o) l‘”
¢ |
|

n 111 o
\\\3 N
~

w Elh) _—
IS Elh)//
(9] E“l) ’

B Smartap @ RF repeater f~ Cylinder --- RFwireless connection
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Scenario 3: A large number of "Electronic locking cylinders” used and long distance
between devices

1. Preconditions

= The number of "Electronic locking cylinders" operated by "Smart Access Point" is < 600
units.

= "RF/IP Gateway" is necessary to extend the radio range, each "RF/IP Gateway" can be
seen as "Smart Access Point" in a radio line.

= An "Electronic locking cylinder" and a "RF Repeater" cannot be the slave devices of one
"RF/IP Gateway" at the same time.

0om__--- Y 10m
O RF repeater ﬁ_ Cylinder [] RF/IPgateway --- RFwirelessconnection

2. Capacity
= The radio range between each RF device is < 10 metres.
= Up to 64 RF/IP Gateways can be operated via one "Smart Access Point".

= Up to 500 "Electronic locking cylinders" can be operated via a "Smart Access Point" due to
limited system performance.

= Up to 16 "Electronic locking cylinders" can be operated via one "RF/IP Gateway".

= Up to 6 "RF Repeaters" can be operated via one "RF/IP Gateway".

= Up to 3 "RF Repeaters" can be connected to one "RF/IP Gateway" in series in a radio line.
= Each "RF Repeater" can have up to 2 slave "RF Repeaters".

= The "Electronic locking cylinder" can be freely assigned to the "RF Repeaters" in the radio
line.

Product manual 2TMD041800D0088
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3. Topology

/N

e N

7 AY
e N
4 N
/ N
7 N
, \
= =
] ..
EF e E— ~
e N
Ve N
7 N
Ve

1 16 ,

I SmartAP

@ RF repeater S

- Cylinder
RF wireless connection

(] RF/IP gateway
—— CAT.5/IP busline

Note
the diagram below).

The "Electronic locking cylinder" can’t be connected across the buildings (see

Building 2

Building 1

P SmartAP

@ RF repeater
--- RFwireless connection

[ RF/IP gateway

E— Cylinder
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Demo case

This demo case is used to familiarize yourself with the operations of AccessControl devices
You need to adjust your operations when you operate an actual project.

Meeting room 4

Meeting room 5

Meeting room 6

Publicarea

F & F
4 T fiom _“<10m Jpiae
— ‘.‘@ ______ <10m .77 <1om
3 <10m v T @
| Panst
1 <10m AN
Meeting room 3 ! ! K

Meeting room 2

Meeting room 1

1

=~ <10m \ <10m
\
\

oo
\
\

Management center

M smartap
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@ RF repeater

Cylinder

--- RF wireless connection
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10.2 Creating a building

10.2.1 Creating a building via "Smart Access Point"

The following operations are all based on the demo case.

Please follow the steps below:

[1] On the configuration screen, click "Building structure".

&

v 0

BUILDING STRUCTURE

Design a building by Configurate the devices

creating fioors and of the access control
rooms system e.g. cylinders,
repeaters ..
‘ jacky

[2] Click "Single building".

Product manual 2TMD041800D0088

sos M B

Locating and linking
devices

MAIN MENU

"

USER MANAGEMENT

Add and edit users.
Create user groups

SELECT BUILDING STRUCTURE TYPE

Please choose an option

Single building

Create and edit actions

]

Multiple buildings

-

JOOR ENTRY SYSTEM

Create time control Configurate door entry
system devices, e.g.
indoor station, outdoor
station

(=) Device configuration ¥ Preferences
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Operating the AccessControl devices

[3] Click "Similar floors".

SELECT BUILDING STRUCTURE TYPE

Please choose floor plan type

Similar fioors

[4] Drag the "Building" icon onto the floor plan.
[5] Click ">"to continue.

E51 SITE PLAN iZ LIST VIEW
- - B ‘ Buildings
A Buidingt >
A suidingt
mm
Buiding Buiding L
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[6] Drag the "Floor" icon onto the floor plan.

[7] Click " £ to edit the floor (optional).
= 7-1, click the icon to change the floor shape.
= 7-2, change the floor name.
= 7-3, save the change.

[8] Click ">"to continue.

Floors

A Floort >

=

I Floor1 >

Fioor Mtifoor «

—

Floor1

Attic
Basement
Ground fioor
1.floor

2.floor

Foor Maor x 7-3 ¢ sae
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Operating the AccessControl devices

[9] Drag the "Multi-room" icon into the floor plan.
[10]Enter the room number (e.g. "8" for demo case 1).
[11]Click "Duplicate".

NEW ROOMS

New rooms

Duplicates

Duplicate

[12]Click on the designated room to edit the room shape.

= Click the icon " 0000. to change the height or the width of the room shape.

= Click the icon " 0. to restore the room shape.

= Click the icon " o to change the room shape from "Rectangle" shape to "L" shape.

= Click the icon " Q. to change the room shape from "L" shape to "Rectangle" shape.

E Floort v

L= | 55| s

Room8

Bathroom

Kitchen

Room

Living room

Bedroom

Washroom

Children's room

Hall

Front gate

Side Door

Back door

Product manual 2TMD041800D0088
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[13]Drag the designated room to move it.

[14]Edit the room name.

[15]Click " v " to save.

[16]Repeat steps from 12-15 to change other rooms one by one.

-

[17]Lastly, click " Mo display all the rooms in the floor plan.

EA] Floort v
= - -+ Management Center|

Bathroom

Kitchen
Room
Living room
Bedroom
Washroom
Children's room
Hall
— -
/) Front gate
/

Side Door

Back door

E L B W

Room rect Room L Ouidoorarea  Multiroom X 1 5 v Save

- | = [ + Rooms

Management Center
Meeting Room 1
Meeting room 2
Meeting Room 3
Meeting room 4
Meeting Room 5
Meeting Room 6

pd
p 4
ya
p
pJ
pJ
&
F

Public area
# Meetng Foom 3

" L B W

Room rect Rooml  Oudooraa  Muliroom «
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10.2.2 Creating a building via Welcome App

"Smart Access Point" can import the building created on Welcome App. You can import one
building once or several buildings in batch.

Precondition
= Welcome APP must be in the same network with "Smart Access Point".

= The building has been created on Welcome App. See more details on the product manual of
Welcome App.

D ] wetcome App
N
<

Router

Smart Access Point

Importing rule

Building structure will be overwritten according to the rules below:
= A, B, C, D, E, F means building number.

= B and B+ has the same building number.

*= + means the building structure has been changed.

Welcome App "Smart Access Point" before "Smart Access Point" after
B+ AB,C A B+, C

B+, C+ A /B, C A, B+, C+

D,EF A /B, C A/B,CD,EF
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Operating the AccessControl devices

Importing the building from Welcome App

Please follow the steps below:

[1] On the configuration screen, click " ’ ", a pop-up window will appear.

v O @jsos & B MAIN MENU

m ) -

BUILDING STRUCTURE USER MANAGEMENT DOOR ENTRY SYSTEM

Design a building by Configurate the devices Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and of the access control devices Create user groups system devices, e.g.
rooms system e.g. cylinders, indoor station, outdoor
repeaters ... station
W jacky (= Device configuration g Preferences

INFORMATION

Please open your APP to import the Building Structure

v
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[2] On the Welcome App "Home" screen, tap "\/".
[3] Tap "Configuration mode".
[4] Tap " v " to continue.

2 Home

“jacky" iPhone, No events

Notice

Are you sure you want to switch to
configuration mode?

“"jacky" iPhone|

x Vo 4

[5] On the "Projects" screen, swipe the project name to the right.

[6] Tap ™" H "

[7] Tap a designated "Smart Access Point".

[8] Enter the account and password of "Smart Access Point".
[9] Tap " v " to continue.

[10]Tap " v " to finish.

Projects

= Demo case
|

0 Device ,—’)

Upload successfully

Yo 10
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Operating the AccessControl devices

[11]Turn back to the configuration screen of "Smart Access Point", a pop-up window shows the
importing status.

[12]Click " v " to finish.

IMPORT BUILDING STRUCTURE

Project name:

The building imported from Welcome App does not include the shape and location. You need to
adjust it on "Smart Access Point". see chapter 10.2.1 “Creating a building via "Smart Access
Point"™ on page 180.

- | = | + Rooms

A Management center
& Meeting room 1

A Meeting room 2

& Meeting room 3

& Meeting room 4

P S e o —_—

& Meeting room 5

& Meeting room 6

& Publicarea
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10.3 Adding and locating the devices

Access the "Device configuration"” screen
On the configuration screen, click "Device configuration" to access the corresponding screen.

M e = 3

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT DOOR ENTRY SYSTEM
CONNECTION

Designabuildingby ~ Configure the devicesof ~ Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and the access control devices Creale user groups syslem devices, e.g.
rooms system e.g. Cylinder, indoor station, outdoor
repeater ... station
PCTTTTTTTTA
o jacky 1w} Device configuration : ¥ Preferances
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10.3.1 Locating "Smart Access Point"

Please follow the steps below:

[1] On the "Device configuration" screen, click "SmartAP".
[2] Click "Smart Access Point".

[3] Set the position from the drop-down list (e.qg.

case 1).
[4] Click " V" to save.

Device type
M SmanAP(1)

| Cylinder(6)

@ Repeater(2)
W RFIP gateway(0)
w8 IP camera(0)

B outdoor station(0)
[ indoor station(0)
0= IP actuator(0)

= Guard unit(0)

Product manual 2TMD041800D0088

SmartAP(1)

#105807A7FO30734(RGA)
M Smar Access Point

"Building 1>>Floor 1>> Public area" for demo

Smart Access Point

Seriainumber: 105807A7F30734
Short ID: RGA

Software version: V5.21

MCU version: V1.08 20191129

Update firmware

I
1 Building

Building!

Floor

Floor

Room

1
1
1
1
1
1
1
1
| Management Center

T

Doorbell ring
Alarm alert
Binary input
Binary output

Tamper alarm

Poslion— ———————————————

>

>
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10.3.2 Adding and locating "Electronic locking cylinders™

Please follow the steps below:

[1] On the "Device configuration" screen, click "Cylinder".

[2] Click "+".

[3] Click "Cylinder".

[4] Enter the serial number of the "Electronic locking cylinder".
[5] Change the name of the "Electronic locking cylinder".

[6] Set the position from the drop-down list (e.g. "Building 1>>Floor 1>> Meeting room 1" for
demo case 1).

[7] Click " V" to save.

[8] Repeat steps 2-7 to add the "Electronic locking cylinder" one by one. (e.g. "Cylinder
2~Cylinder 6" for demo case 1).

Device type Cylinder(1) Cylinder 1
B SmanAP(1) > #hooo0000000xK]) Serialnumber: Boe000H0HNE
§ Cylinder > Short ID:
§ Cylinder(n) > Software version:
Update firmware
@ Repeater(0) b e —
1Position I
Bl RF/IP gateway(0) > :Bm\d..‘g :
1| Buidingt v | |
s 1P camera(o) > ; “ 1
[ Floor |
B outdoor station(o) > 1 [
1| Fioort v 1
[ indoor station(0) > 0 |
| Room :
O+ IP actuator(0) > 1| Meeting Room 1 v
Lo m e mm e mm— - [
= Guard unit(0) »

Serial number

201717E000000F 1
Channels
RF connection >
Door opener >
Knob reader >
Office mode >
+ 5 x v Save 7

Device type Cylinder(6) Cylinder 1
M Smanap(1) 5> _ #201717E000000F 1(SSM Serialnumber: 201717E000000F1
Short ID: SSM
§ Cylinder(8) > Software version
Update firmware
@ Repeater(0) >
Position
W RFIP gateway(0) > Building
Building ! v
8 P camera(0) > =
Floo
B outdoor station0) > d
Floort v
[ indoor station(0) >
Room
o= IP actuator(0) > Mesting Raom 1 -
= Guard unit(0) > Channels
RF connection >
Door opener >
Knob reader >
Office mode >
Emergency card >
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10.3.3 Adding and locating "RF Repeaters"

Please follow the steps below when you need to use "RF Repeaters".
[1] On the "Device configuration" screen, click "Repeater”.

[2] Click "+".

[3] Click "Repeater”.

[4] Enter the serial number of the "RF Repeater".

[5] Change the name of the "RF Repeater".

[6] Set the position from the drop-down list (e.g. "Building 1>>Floor 1>> Public area" for demo
case 1).

[7] Click " V" to save.
[8] Repeat steps 2-7 to add the "RF Repeater". (e.g. "Repeater 2" for demo case 1).

Device type Repeater(1) Repeater 1
M SmanAP(i) N Moooooouot) Serialnumber: xoocomon
© Repeater > Short ID:
F Cylinder(s) > Software version:
Updale firmware
@ Repeater(0) > e
1 Positio 1
1 1
M RFIP gatoway(0) > | Buikding H
1| Buildingt v 1
I[P camera(0) > 1 2 1
i 1
B outdoor station(o) > 1 e 0
1| Floort ~ 1
1 indoor station(0) > i
1
O~ P actuator(0) > 1
=1 Guard unit(0) >
Serial number
24131010000000D
Channels
RF connection >
+ * x 7/« sae
Device type Repealer(2) Repeater 1

M SmartAP(1) > Seriainumber: 2413101000000D0

Short 1D: POF
F  Cylinder(s) > Software version:
| Update firmware
@ Repeater(2) >
Position
Il RF/IP gateway(0) > Bullding
) Building! -
8 IP camera(0) >
Floor
H outdoor station(o) >
Fioor! v
3 indoor station(0) >
Room
0= IP actuator(0) > Public area v
&= Guard unit(0) » Channels
AF connection >
+ hA L
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10.3.4 Adding and locating "RF/IP Gateways"

Please follow the steps below when you need to use "RF/IP Gateways".
[1] On the "Device configuration" screen, click "RF/IP Gateway".

[2] Click" * .

[3] Click "RF/IP Gateway".

[4] Change the name of the "Electronic locking cylinder".

[5] Set the position from the drop-down list.
[6] Click " V" to save.
Repeat steps 2-7 to add the "RF/IP Gateways" one by one.

Device type RF/P gateway(1) RF/IP galeway
| SmartAP(1) > #142B07ATF030B40NDQ) Serialnumber: 142807A7FO30840
Wl RF/IP gateway > Short ID: NDQ
F Cylinder(s) > Saftware version: V1.03
Signed stalus: unsigned
© Repeater(2) > Licanse Agreement for Software
Update firmware
Il AF/IP gateway(0) >
Replace device
@ P camera(0) >
- ©) Network information
E Outdoor station(0) > MAC address: B0:7A:7F-03:08:40
3 indoor station(0) >
| Defaull galoway: 182.168.1.1 1
O IP actuator(0) > :ﬂ = :
1
=] Guard unit(0) > : Beting f
|| <ot alocated> v |
1 1
1 Floor 1
1 1
| <rot allocated> v |
1 1
1 Room I
1
! crot allocateds v
(L g | 1
aram
DHCP
Enable v
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10.4 Connecting the devices

Access the RF connecting screen

On the configuration screen, click "RF Wireless connection" to access the corresponding
screen.

M e = 3

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT DOOR ENTRY SYSTEM
CONNECTION

Designabuildingby ~ Configure the devices of  Locating and linking Add and edit users.  Create and editactions  Create time control Configurate door entry
creating floors and the access control devices Creale user groups syslem devices, e.g.
rooms system e.g. Cylinder, indoor station, outdoor
repeater ... station
- facky () Dovice configuration £ Preferances

Please follow the steps below:
[1] On the "Buildings" screen, click the designated building (e.g. "Building 1" for demo case 1).

B

Building 1

B

Building 1 >

Buildings(1)
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[2] Click the designated floor (e.g. "Floor 1" for demo case 1).

EA Building 1 v i LIST VIEW
Building 1
Al >

Floor1 >

T

Floor1 >

[3] Click" ™. " to view all the devices on the floor screen, you can move the icons to a suitable
postion by dragging them.

—_ - + Floor1

Al >
Meeting Room 3 >
Meeting room 4 >

 testng oom 4  asog 5 F e rocms
@& 1 @ Meeting Room 5 >
Meeting Room 6 >
@ Public area >

@ £ pbtcana @
Meeting room 2 3
# Mesting Foam 3
" Meeting Room 1 >
Q) Management Center >
# Mesting room 2 ¥ Mesting Foam 1.
RF/IP gateway «

Connecting the AccessControl devices in a sequence

Please connect the AccessControl devices in a radio line according to the following sequence:
[1] Connect "Smart Access Point" or "RF/IP Gateways" to its slave devices.

[2] Connect the "RF Repeaters" to its slave devices.
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10.4.1

Operating the AccessControl devices

Connecting "RF Repeaters™

Please follow the steps below:

[11 On the floor screen, click a "RF Repeater" (e.g. "Repeater 1" for demo case 1).

[2] Currently no parent device is displayed in the list.

[3] Click its parent device on the floor plan (e.g. "Smart Access Point" for demo case 1).

Repeater 1

A Mectng rom

# vetingroamz_. / Mestng o 1.

RF/P gateway

-

[4] Wait for the pairing process

é INFORMATION

&  Processing, please waill 4

Product manual 2TMD041800D0088

| 196



[5] Coupling between the two devices is indicated by a dashed line if successful.

[6] Parent device is displayed on the list.

[7] Click " ® " {0 turn back to the floor screen.

E Floort v

 westng oom s J estng o s

RF/IP gateway

ManagementComr

-

I Repeater 1 m

II

O Note

256.

Product manual 2TMD041800D0088

"RF Repeater" must unpair itself with its exist parent device before it is paired
with a new device. see chapter 10.11.2 “Disconnecting "RF Repeaters

on page
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Operating the AccessControl devices

10.4.2 Connecting "Electronic locking cylinders™"

Please follow the steps below:

[1] On the floor screen, click an "Electronic locking cylinder" (e.g. "Cylinder 1" for demo case 1).
[2] Currently no parent device is displayed in the list.

[3] Click its parent device (e.g. "Repeater 1" for demo case 1).

= =+ Cylinder 1
/ Mectng room 4  Te— # Mestng oom s
] e (-]
9 3
"""""""" P
# Meetng foams I\
4 '@
F sosmgvemz.. g o 1  Mansgamene Coer
|
RF/IP gateway «

[4] Wait for the pairing process.

é INFORMATION
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Operating the AccessControl devices

[5] Hold the maintenance card on the slave "Electronic locking cylinders".
[6] Click " v" to continue.

Confirm the pairing pro 7ED00000F1) 1/3

=
E

@ Aclivale device 5

Piease hold maintenance card on cylinder o procoed

6 v

[7] If the LED on the "Electronic locking cylinder" flashes green or the "Electronic locking
cylinder" sounds a beep, click " v" to continue.

Confirm the pairing process(201717E000000F1) 2/3

=
E

@ ‘Wait for flashing LED
The LED on the cylinder flashes green ...
Ifthe LED on the cylinder does not flash green, please click "0k” to
complete the pairing. Then check the device and unpair it in case of an
error.
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Operating the AccessControl devices

[8] Wait for the online check.

Confirm the pairing process(201717E000000F1) /3

=
E

® Online check
il Wait 1o checsk the anline status
297

[9] If the "Electronic locking cylinder" is online, click " v " to continue. Otherwise you need to
wait 300 s before doing the next step.

Confirm the pairing process(201717E000000F1) 3/3

=
E

( : ) Online check

JIn Device is online, pairing is successful ...

v 9
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[10]Pair between the two devices is indicated by a dashed line if successful.
[11]Parent device is displayed on the list.

[12]Click " ® {0 turn back to the floor screen.

L]
(8 —=con -~ pras; ®
¥ Mg e,
(! ] 2
+ F e 1. #
|
RF/P gateway '
O Note

"Electronic locking cylinder" must unpair itself from its existing parent device
before it is paired with a new device. Page 252.
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10.4.3 AccessControl device is offline

Displaying an offline icon when AC devices are offline

An offline icon O will be displayed on the AccessControl device if it is offline.

1. "RF Repeater" is offline

When you find B on a "RF Repeater", please carry out the following operations:

= Check if the "RF Repeater" is powered on.

= Check if its parent "RF Repeater” is powered on.

= Check if the distance between the "RF Repeater" and its parent device exceeds 10 metres.

E5 Floort v S LIST VIEW
- | + Fioori
Al >
Meeting room 3 >
Y ou— P P Ie— Meeting room 4 >
Public area >
@ @ @
Meeting room 5 >
@ Meeting room & >
@ # e @ Meeting room 2 >
oo Meeting room 1 >
Management center >
@ @
y . -
@
Connection failed

The device is offine.
Check power supply
Check distance botween Repeater and SmartAP !

RFAP gateway -
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2. "Electronic lock cylinder" is offline

When you find B on an "Electronic lock cylinder", please carry out the following operations:
= Check if the battery of the "Electronic lock cylinder" is empty. Page 213.

= Check if its parent device "RF Repeater" is offline.

= Check if the distance between the "Electronic lock cylinder" and its parent device exceeds

10 metres.
B
— L) -+ Floort
Al ¥
Meeting room 3 >
 T— PO s— Meeting room 4 >
Public area >
@ @ @
Meeting room 5 >
Meeting room 6 >
@
@® — ® Meeting oom 2 >
py— Meeting room 1 >
Management center >
@ ®
> e >
®
Hritem bl |
RFIP gatoway *«
O Note
In some cases, you can hold the maintenance card against the designated
"Electronic lock cylinder" to activate it.
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10.5 Assigning permissions

10.5.1 Assigning permissions to a user

You can assign permissions to a user by assigning both the ID authentications and the
"Electronic locking cylinder" to the user.

Access the designated user screen
On the "Users" screen, click the designated user to access the designated user screen.

Users
-

Add user

admini

basict

° cleanert

master]

Users

admint basict cleanert

jacky

,______

mastert

00
s
Users groups
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1. Assigning the ID authentications to a user
Please follow the steps below:
[1]1 On the designated user screen, click "ID authentication”.

jacky i LISTVIEW

jacky 0]

User role:  Admin
Device sharing

1 Email address
= ~ ~ Invitation code
oz e = B h
oy = \ U J F ) X i / Invite
N N o N— N> N N
U (1) D g Cylinder IP camera ‘Outdoor station
User information
Personal data >
Change password >
User permission seltings
Users groups(1) >
ID authenication >
Pairing devices >
Cylinder >
1P camera >
Outdoor station >
please set user permission under each category e

[2] Click "Add authentication".
[3] Click "Add authentication for access control".

ADD NEW AUTHENTIFICATION METHOD
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Operating the AccessControl devices

[4] Enter the card name.
[5] Set card type to "RFID".
[6] Set validity period, there are 2 options:
= Unlimited validity, it this type is selected, you can continue to the next step.
= Limited validity, if this type is selected, you need to set the start date and end date by
clicking "

[7] Select any "Electronic locking cylinder" from the drop-down list for swiping the 1D
authentications.

ADD AUTHENTIGATION

New identity authentication

Card - Jacky

RFID

Unlimited validity

Select reader

Select reader

Cylinder 1

Cylinder 2

Cylinder 3

O Note
"Electronic locking cylinder" needs to be paired in a radio line before swiping the
ID authentications. see chapter 10.4.2 “Connecting "Electronic locking
cylinders" on page 198.
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[8] Hold the keycard or tag in front of the "Electronic locking cylinder". The LED of the
"Electronic locking cylinder" will flash green or sound a beep if successful.

ADD NEW KEYCARD/TAG

Please hold the keycard/tag in front of the card reader to
register the credentials to the system.

Time out: 119 second

Step 1 (1)

[9] The card number is displayed on the screen.

1D authentication
+ - Card - Jacky >
-

Add authentication Gard - Jacky
021000
1205525818203264

[] s 2 H ﬂ
] HH = F -
Profile Users groups(1) [BETUS=STSIV Pairing devices Cylinder IPcamera  Outdoor station

Repeat steps from 2-9 to assign the ID authentications one by one.

@) Note
Up to 200 ID authentications can be assigned to a user.
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2. Assigning the "Electronic locking cylinder" to a user.

Please follow the steps below:

[1]1 On the designated user screen, click "Cylinder".

jacky i LISTVIEW
jacky W
User role:  Admin
Device sharing
1 Email address
o - - L Invitation code:
ome — 5
s - D F L E Invite
N— ~— N ~— ~— ~—
s ups(1) D 1) Cylinder 1P camera Outdoor station
User information
Personal data >
Change password >
User permission setlings
Users groups(1) >
1D authentication(1) >
Pairing devices >
Cylinder >
IP camera >
Outdoor station >
please set user permission under each category -

[2] Click the designated "Electronic locking cylinder" on the "Not assigned" section.

[3] Click " v" to confirm.

Repeat steps from 2-3 to assign the "Electronic locking cylinders" one by one.

INFORMATION

A

Would you like to add the device premissions?

x

3v
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Operating the AccessControl devices

10.5.2 Assigning the permission to users

You can assign the permission for multiple users by assigning the permission to the user group.
Please follow the steps below:

[1]1 On the designated user group screen, click "Cylinder".

[2] Click the designated "Electronic locking cylinder" on the "Not assigned" section.

[3] Click " v" to confirm.

Repeat steps from 2-3 to assign the "Electronic locking cylinder" one by one.

Admin
User permission settings
Users(2) >
1 Time Profile >
° - = Cylinder >
- O o - Sy
N 4 4 4 N N4 — 5
Users(2) Time Profile Cylinder 1P camera Outdoor station
Outdoor station >
please set user permission under each category «

INFORMATION

A Would you like to add the device premissions?

S 3v
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10.5.3 Setting the offline day

In some cases, "Electronic locking cylinder" will be offline. see chapter 10.4.3 “AccessControl
device is offline” on page 202.

In this case, only emergency cards and the cards that meet the offline day can be used.

O Note
It is recommended to set the offline day or emergency cards before use.
Offline day

When an "Electronic locking cylinder" is offline, only the ID authentications within the offline
days can be used.

For example, if the offline day is set to "5", only the ID authentications used within 5 days can be
used. The ID authentications used 6 days ago can no longer be used.

Please follow the steps below:

[1] On the configuration screen, click "Device configuration”, click "Cylinder".

[2] Click the designated "Electronic locking cylinder".
[3] Click "Knob reader".

[4] Enter the number for the offline day. If the offline day is set to "0", only emergency cards can
be used. see chapter 10.5.4 “Managing the emergency cards“ on page 211.

© Repeater(2) >

W RF/P gateway(1) >
W8 1P camera(1) >
Flo
B outdoor stationio) >
[ indoor station(0) >
Floc
O~ IP actuator(0) > . Mesting room v
Buid 3 room 5
= Guard unit(0) > Channel

arar
Acce users in offine mode: Max.
duration (days) of access authorization when
device is offine. *0": Only users with
emergency access cards have access.

= 0 +
Timeout (seconds)
Communication with SmarAP

— +
L)
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10.5.4 Managing the emergency cards

Emergency cards can be used when the "Electronic locking cylinder" is offline.

1. Adding the emergency cards

Please follow the steps below:

[11 On the configuration screen, click "Device configuration”, click "Cylinder".

[2] Click the designated "Electronic locking cylinder".
[3] Click "Emergency card".

[4] Click "Emergency card".

[5] Tick the check box to add the emergency cards.
[6] Click " v" to confirm.

Emergency card

Device type Cylinder(6) | cytinder 1
M SmartAP(1) > #201717ED00000F1(SSM), 2 Serialnumber: 201717E000000F1
Cylinder 1 Short ID: SSM
F Cyindere) ‘I » Building1 >Floor1>Meeting room 1 Softwers version: V1.11
| #20121810000005E(UOY) Update firmware
© Repeater(2) > i Cylinder 2 §
Building1 >Floor1 >Meeting room 2 Position
Wl RF/P gateway(1) > Building
#20174TEDO0DDOFA(PLL) ‘
i Cylinder 3 > Buildingt
a8 1P camera(t) > Buikding1>Floor1>Moaling room 3
I Floor
B outdoor station(o) > #201FB8100000087(HLF)
Cylinder 4 > | | Fioont
[ indoor station(0) > Building 1 >Floor1 >Meeting room 4
I Room
#201737E000000F3(HUN)
0= IP actuator(0) > Cylinder 5 » || Mesting room 1
Building1 >Floor 1 >Meeting room 5
Guard unit(0) > Channels
| #20160810000001 FESP)
Cylindor & RF connection
Buiing!>Floor1>Moeing room 6
Door opener
Knob reader
Offce mode
Emergency card 3
Battery status

Emergorcy card | £

EMERGENCY CARD

Select

S
[m]
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2. Removing the emergency cards

Please follow the steps below:

[11 On the configuration screen, click "Device configuration”, click "Cylinder".

[2] Click the designated "Electronic locking cylinder".

[3] Click "Emergency card".

[4] Click "Emergency card".

[5] Untick the check box to remove the emergency cards.

[6] Click " v" to confirm.

Operating the AccessControl devices

Device type Cylinder(6)
M SmanAP(1) > #2017 17EDOOOOOF 1(SSM) 2
Cylinder 1
= Building 1 >Fl >Mo
F Cyindere) 1 N ikding1 >Floor 1>Mosing foom 1
#20121810000005E(UOY)
© Repeater(2) > i Cylinder 2
Building1 >Floor 1>Meeling room 2
Wl RF/P gateway(1) >
#20174TEDO0DDOFA(PLL)
i Cylinder 3
e 1P camera(1) b4 Building1 >Floor 1>Meeting room 3
B outdoor station(o) > #201FB8100000087(HLF)
Cylinder 4
O indoor station(0) > Buikding 1 >Floor 1>Meeting room 4
#201737E000000F3(HUN)
eitib > Cylinder 5
Buikding1>Floor 1>Meeling 1o0m 5
= Guard unit(0) >

#20160810000001 F{ESP)
Cylinder 6
Building1 >Floor 1>Meeling room 6

‘ Cylinder 1

Serialnumber: 201717E000000F1
Short 1D: SSM
Saftware version: V1.11

Update firmware
Position
Building
‘ Building! v

Floor

= ,

Room

" -

Channels

RAF connection

Door opener

Knob reader

Office mode

Emergency card 3

Battery status

Emergency card 4
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10.6 Configuring the devices

10.6.1 Configuring "Electronic locking cylinders"

On the configuration screen, click "Device configuration”, "Cylinder", "Cylinder 1" to access the
configuration screen.

W SmanAP(1)

Device type

Cylinder(6)

§ Cylinder 1 >

- jiding 1>Flox
f GCylinder(s] > won: V1.1

)12181000000SE(UOY) Update firmware
© Repeater(2) > f Cylinder2 >

jiing1>Floor1>Meeting room itic
I RF/P gateway(1) > Building
| F Cyinder3 Bulking ~
a8 P camera(1) > ¥ el . ?

B outdoor station(o) >

Floor

3 L.:;\w'\xde. 4 S > Floori &
2 indoor station(0) > ilding 1>Floor 1> Me m4 oo
O~ IP actuator(0) > ks | TS N Mooting roorm ~
= Guard unit(0) > oaeisinsiiichitn Shanne
o vl g 5 | cavecon >
sistobsdnalns ! Door opener >
Office mode >
Emergency card >
Battery status >
+ & -
No. Description
1 Rename the device.
5 Remove the device
The "Electronic locking cylinder" needs to be unpaired before removing.
3 Serial number of the device.
4 Firmware version of the device.
5 Update the firmware via the website.
6 Assign the location for the device.
7 View RF connection status of the device.
8 Set the unlock time for the "Electronic locking cylinder".
9 Set the offline day for the cylinder
see chapter 10.5.3 “Setting the offline day“ on page 210.
10 Enable/disable the "Office mode" function
see chapter 10.6.4 “Office mode“ on page 220.
11 Managing emergency cards
see chapter 10.5.4 “Managing the emergency cards“ on page 211.
12 Check the battery status of the device.
13 Update the firmware locally or remotely for several devices in batch.
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10.6.2 Configuring "RF Repeaters”

On the configuration screen, click "Device configuration”, "Repeater”, "Repeater 1" to access
the configuration screen.

Repeater(2) Repeater 1

M SmanAP(1) > Serialnumber: 241310100000000D

> Short ID: POF
F Cylinder(s) > Software version: V1.06
Update firmware
@ Repeater(2) > >
b Positior

Il RF/P gateway(1) > Building
w8 |Pcamera(1) > Budnat v
B outdoor siation(0) > oo

oo v
[ indoor station(0) >

Room
O IP actuator(0) > Public area »
= Guard unit(0) > Channels

RF connection >

- % -
No. Description
1 Rename the device.
9 Remove the device
The device needs to be unpaired before removing.

3 Serial number of the device.
4 Firmware version of the device.
5 Update the firmware via the website.
6 Assign the location for the device.
7 View RF connection status of the device.
8 Update the firmware locally or remotely for several devices in batch.
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10.6.3 Configuring "RF/IP Gateways"

On the configuration screen, click "Device configuration”, "RF/IP Gateway", "Cylinder 1" to
access the configuration screen.

Device type

M SmartAP(1)
F Cylinder(s)

© Repeater(2)

Wl RF/P gateway(1 >

w8 1P camera(1)

B outdoor siationio) >

[ indoor station(0) >

O IP actuator(0)

RF/IP gateway(1)

NDQ

> Software version: V1.03

RF MCU version: V1.07
> RF module version: V1.05
Connect status: Connected
Signed status: signed
License Agmement for Software

Update firmware

Replace device

MAG address: 80:7A°7

> P
‘Subnet mask: 255.255.255.0

@ cuard v > Doluh atowar 192166 1.1
‘;u‘im DHCP
o & “ 7
No. Description
1 Rename the device.
Remove the device
? Click " ", followed by " v" to remove the device.
3 Serial number of the device.
4 Firmware version of the device.
5 "Conneqted" means "RF/IP Gateway" is connected to "Smart Access Point" via LAN
connection.
6 "Signed" means "RF/IP Gateway" is signed successfully on "Smart Access Point".
7 Click to view the "License agreement for software".
8 Update the firmware via the website.
9 See page 216.
10 View the network information.
11 Assign the location for the device
12 If "DHCP" is set to "Disabled", you need to set the static IP address for the device.
13 If "Reset" is set to "Disabled", the reset button of the devices cannot be used anymore.
14 View RF connection status of the device.
15 Update the firmware locally or remotely for several devices in batch.
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Replacing a new device

You can use a new "RF/IP Gateway" to replace the old one if the old one is broken. All the data
(including the position and connection) on the old one will be copied to the new one.

Please follow the steps below:

[1] On the "Device configuration" screen, click "RF/IP Gateway".
[2] Click the "RF/IP Gateway 1".
[3] The connected status should be "Disconnected" if this old one is broken.
[4] The position of the old one is displayed on the screen.

Device type

M SmanAP(1)

F  Cylinder(6)

@ Repeater(2)
Il RF/IP gateway(1)
8 1P camera(1)

B outdoor station(4)
[ indoor station(3)

O~ IP actuator(1)

= Guard unit(1)

RF/IP gateway(2)

#142807A7F030BAB(ESD)
W RF/P gateway

[«

RF/IP gateway 1

Sen
Sy IDQ

Software version: V1.03
RF MCU varsion: V1.07

142807A7F030840

RF module version: ¥1.05

Update firmware
Repiace device
Network information
MAG address: 80 7A:7F 03:08:40

1P address:
Subnet mask: 25!

Default gateway: 19

Fositior
Building

Building?

Floor

Floort

Room
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[5] Add a new one without position. see chapter 10.3.4 “Adding and locating "RF/IP Gateways™
on page 193.

[6] The connected status of the new one should be "Connected".
[71 The position of the new one is empty currently.

[8] Click "Replace device" on the new one.

[9] Click the old one on the list.

[10]Click " v " to continue if the device is replaced successfully.

Device type RF/IP gateway(2) RF/IP gateway
M SmanAP(1) > #142607A7F030B4B(BSD) Serialnumber: 142807A7F030848
M RF/IP gateway D > Short ID: BSD
F  Cylinder(s) > Software versicn: V1.03
#142807A7F030B40(NDQ) RF MCL version: V1.07
© Repeater(2) > [ RF/P gateway 1 3 | RFmodule version: V1.05
Buiking! >Floor| >Management center Connect status: Connected 1)
W RF/IP gateway(2) > Signed status: signed
License Agreement for Software
1P camera(1) >
- X Update firmware
4
B outdoor station(4) > Replace device
3 ndoor station(3) N Network information
MAG address: 80:7A:7F-03:08:48
o= IP actuator(1) > IP address: 192.168.1.103
Subnet mask: 255.255.255.0
Guard unit(1) » Default gateway: 192.168.1.1
Position
Building
«<nol allocated> v
Floor
<ol allocated> / g
Room
<nol allocated> b
Pacamata
Q * L)

INFORMATION

A Succeed to replace the device, reload the webpage to get
the device settings.

10 v
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[11]The position of the old one is copied to the new one (The connections on the old one are

also copied to the new one).

[12]Click the old one.

[13]The position of the old is empty. (The connections on the old one are also cleared).

[14]Click " ", followed by " v " to remove the old one.

Device type

MW SmartAP(1)

| Cylinder(s)

@ Repeater(2)
I RF/P gateway(2)
s P camera(1)

B outdoor station(4)
L indoor station(3)
O~ I actuator(1)

= Guard unit{1)

RF/IP gateway(2)

#142807A7F030B40(NDQ)

W RFIP gateway 1

&

RF/IP gateway

Replace device

Notwork information
MAC address: 80:7A.7F .03 08:48
1P address: 192.168.1.103
Subnet mask: 255.265.255.0
Dofalt gateway: 192.168.1.1
Position
Building

Building !

Flaor

Floort
Room
Managoment contor

Pamamete
DHCP

Enable

Reset
Enable

Channels

Connection

Device type

W SmartAP(1)

F Cylinder(s)

@ Repeater(2)

W RF/P gateway(2)
48 P camera(1)

B outdoor sation(s)
[ indoor station(3)
o= IP actuator(1)

=) Guard unit(1)

Product manual 2TMD041800D0088

RF/IP gateway(2)

RF/IP gateway 1

Serialnumber: 142807A7F030B40

Short ID: NDQ

Software varsion: V1.03

RF MGU version: V1.07

RF module version: V1.05

Gonnest status: Disconnected

Signed status: signed

License Agreement for Software
Updale firmware
Replace device

Netwark information

MAC addross: B0 7A7F-03:08:40

1P address: 192.168.1.105

Subnet mask: 255 255.255.0

Detault gatoway: 192.168.1.1

Position

Building

<rol allocated>

Floor

<rol allocated>

Room
<not allocated>
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[15]Click the new one.

[16]Rename the new one.
[17]Click " v " to save.

e type

M SmanAP(1)
Cylinder(6)
Repeater(2)
RF/IP gateway(1)

1P camera(1)

Indoor station(3)
IP actuator(1)

Guard unit(1)

P
]
L
-
B outdoor station(4)
=]
o=
=

RF/IP gateway(1)

#142807A7FOG0BAB(BSD)
Il RF/P gateway

Building1>Floor1>Managament center

[«

RF/IP gateway 1|

Seralnumber: 142807A7F030B4B

Shont ID: BSD

Software version: ¥1.03

AF MCU version: V1.07

A madulo version: V1,05

Connec! staius: Connected

Signad status: signed

License Agreement for Software
Update firmware
Replace device

Network information

MAG aldress: BO7A7F-03.08:48

P address: 182.168.1.103

Subnel mask: 255.255.265.0

Defaull galoway: 182.168.1.1

Position

Building

Buiding!

Floor

Floor!

Room

Management center
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10.6.4 Office mode

Access the "Time control" screen

On the configuration screen, click "Time control" to access the "Time control" screen.

M e = 8 @A & L

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT ACTIONS TIME CONTROL. DOOR ENTRY SYSTEM
CONNECTION

Design a building by Configure the devices of Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and the access control devices Create user groups system devices, e.g.
rooms syslem e.g. Cylinder, indoor station, ouldoor
repeater ... station
& jacky (=) Device configuration ¥ Preferences

1. Adding "Office mode" time profile for the designated "Electronic locking cylinder"
Please follow the steps below:

[1]1 On the "Time control" screen, click "Add".

[2] Enter the name (e.g. "Cylinder1").

[3] Click " v" to save.

CREATE TIME PROFILE

Cylinder1

State Cylinder1

Name Cylinder1] £

Gopy time profile You can choose another time profile and integrate its
timers. They will be copied to this time profile.

4 default
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[4] Click "Building1">>"Floor 1">>"Meeting room 1" to access the location of the designated
"Electronic locking cylinder".

[5] Click the designated "Electronic locking cylinder" (e.g. "Cylinder 1")

( CYLINDER1 w & iZ LIST VIEW

Selected profile v Mon Tue Wed Thu Fri sat Sun All
All >
Central Functions >
Buildingt >
o 2 4 6 8 10 12 14 16 18 20 22 o 2 4 €
i & @&
Add Cylinder1 default
( CYLINDER1 w & iZ LIST VIEW
Selected profile v Mon Tue Wed Thu Fri sat Sun Meeting room 1

Cylinder 1 (Office mode)

] 2 4 6 8 10 12 14 16 18 20 22 0 2 4 €
+ & &
Add Cylinder1 default L)
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[6] Drag the "Office mode" icon onto the "On" position on the screen.
[7] Enter the precise time.

[8] Click the designated day to cancel the selection (optional).

[9] Click " V" to save.

é CYLINDER1 iZ LIST VIEW

Office mode

b
. O

off

L)

Office mo..

TIME CONTROL

off

Sun

Product manual 2TMD041800D0088
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[10]Drag the "Office mode" icon into the "Off" position on the screen.
[11]Enter the precise time.

[12]Click the designated day to cancel the selection (optional).
[13]Click " V" to save.

TIME CONTROL
on ()
on th
Mon Tue Wed
ot @ Thu Fri sat
Sun Mon-Fri Sat'Sun
0 2 4 6 8 10 12 14 16 18 20 22

[14]The result is displayed on the screen.
- Gowew @ sF  =uwven |

Office mo...

6:00
on Q Mon-Fri
17:00 @

Mon-Fri

- o
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2. Renaming "Office mode" time profile for the designated "Electronic locking cylinder"
Please follow the steps below:

[1]1 On the "Time control" screen, click the designated "Electronic locking cylinder" (e.g.
"Cylinder 1").

[2] Click " N

[3] Enter a new name.

EDIT TIME PROFILE

Cylinder1

State
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3. Removing "Office mode" time profile for the designated "Electronic locking cylinder"
Please follow the steps below:

[1]1 On the "Time control" screen, click the designated "Electronic locking cylinder" (e.g.
"Cylinder 1").

[2] Click "“.
[3] Click " v" to confirm.

Confirmation
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10.7 Controlling the devices via "Smart Access Point"

Accessing the control screen
1. The following operation can be operated by all users:

On the login screen, enter the password and click "Control" to access the corresponding screen.

Jacky's Pro

PLEASE LOGIN

(2) CONFIGURATION (%) CONTROL
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2. The following operation can only be operated by admin users:

On the configuration screen, click " @ . to access the control screen.

v Ol = sos:@: [ ]

L

BUILDING STRUGTURE RF WIRELESS
CONNECTION

Design a building by Configure the devices of

creating floors and the access conlral
rooms system e.g. Cylinder,
repeater .
.
W lacky

o

PLACE + LINK

Locating and linking
devices

MAIN MENU

]
=,

USER MANAGEMENT

Add and edit users
Creale user groups

A

AGTIONS

Create and edit actions

DOOR ENTRY SYSTEM

Create time control Configurate door entry
syslem devices, e.g.
indoor station, outdoor
station

(=) Device configuration

§} Preferences
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10.7.1 Controlling the devices via floorplan

Accessing the floorplan screen
On the control screen, click "Floorplan” to access the corresponding screen.

L0)

Event history

O Note
The following operations are based on demo case. You need to adjust your
operations when you are operating an actual project.

Click "Building 1","Floor 1" to access the floorplan screen.

FLOORPLAN
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1. Control the function of "Smart Access Point"
Please follow the steps below:

[1] On the floorplan screen, click "Smart Access Point".
[2] Click a function icon to operate the function.

Smart Access Point

P

2. Release the designated "Electronic locking cylinder"
Please follow the steps below:

[1] On the floorplan screen, click the designated "Electronic locking cylinder" (e.g. "Cylinder 1"
for demo case 1).

[2] Click "Door opener" icon to release the "Electronic locking cylinder".

Cylinder 1
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3. Enable/disable the office mode for the designated "Electronic locking cylinder"
Please follow the steps below:

[1] On the floorplan screen, click the designated "Electronic locking cylinder" (e.g. "Cylinder 1"
for demo case 1).

[2] Click "Office mode" icon to enable/disable the "office mode" function, see chapter 10.6.4
“Office mode* on page 220.

Cylinder 1
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4. Add the designated operations to the favorites list
Please follow the steps below:

[1] On the floorplan screen, click " E

[2] Click" - ", a highlight indicates the setting status.
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[3] On the setting status, click an AccessControl devices (e.g. "Cylinder 1").
[4] Click a function icon (e.g. "Door opener").

[5] The function icon will be added to the favorites list.

[6] Click "x" to close the pop-up window.

[7] Repeat the steps 3~6 to add other operations one by one.

[8] Click" " to quit the setting status.
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5. Operate the functions on the favorite list
Please follow the steps below:

[1] On the floorplan screen, click " E

[2] Click the designated function icon on the favorites list to activate/deactivate the function, the
highlight indicates the activated status.
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6. Remove the functions from the favorites list

Please follow the steps below:
[1] On the floorplan screen, click " E

[2] Click" - ", a highlight indicates the setting status.

[3] Click " " to remove it directly.
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7. Enable/disable the time profiles

Please follow the steps below:

[1] On the floorplan screen, click "

[2] Click" - ", a highlight indicates the setting status.

Click "Time profile" icon to enable/disable the "Time profile" funciton.
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10.7.2 Controlling the devices via matrix

Accessing the matrix screen

On the control screen, click "Matrix" to access the corresponding screen.

L0)

Event history

O Note
The operations on the matrix screen are the same to floorplan screen. see
chapter 10.7.1 “Controlling the devices via floorplan“ on page 228.
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10.8 Controlling the devices via Welcome App

10.8.1 Pairing "Smart Access Point" with Welcome App

Please follow the steps below:

[1] On the configuration screen, click "Preference”.

v @ @lss| @ B MAIN MENU

m | |‘i| ;’

BUILDING STRUGTURE RF WIRELESS PLACE + LINK USER MANAGEMENT DOOR ENTRY SYSTEM
CONNECTION

Design a building by Canfigure the devices of Locating and linking Add and edil users. Create and edil aclions Creale time conlrol Configurate door entry
creating floors and the access control devices Creale user groups system devices, e.g.
rooms system e.g. Cylinder, indoor station, outdoor
repeater ... station
W iacky (=) Device configuration i} Preferences
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[2] Click "MyBuildings Account".

[3] Click "Connection".

[4] Enter the account, password and friendly name.

[5] Tick "Enable" to activate "Remote access" function. (optional).

[6] Click "Login".

[7] Check the pair status and connect status. Green " v" will be displayed if the connection is

successful.

£} PREFERENCES

Preferences

System information

Network settings

Localization

Project backups

Firmware updates

MyBuildings Account

Service

Wi-Fi access point mode setings

Third party authority

Abnormal devices

Onvif IPC list

Misc settings

>

MyBuildings Account

Connection

License

MyBuildings Account

Please use your MyBuildings account information to register this device with MyBuildings. If you do not have
account yet, you can register here. For more information about MyBuildings, refer to the help.

At present, the remote function is temporarily in the trial operation phase:

User name

Password

Friendly name
uuID

Remote access

Pair: ¢ Connect: v

5687f711-7af5-4d0c-9d1e-e931cIcd2fag
Enable

Logout
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[8] Return to the designated user screen, click "Pairing devices".

jacky 1= LISTVIEW

=

Invitation code

(] = D 2 | ﬁ
o0 = -
S = § invite
Users groups(1) ID authentication(2) Pairing devices Cylinder(1) 1P camera(1) Outdoor station(1) F——
ser information
Personal data ¥
Change password >
User permission settings
Users groups(1) >
D authentication(2) >
Pairing devices >
Cylinder(1) >
1P camera(1) >
Outdoor station(1) >
please set user permission under each category ™

[9] Currently, no device is displayed. You need to continue to the next step on Welcome App.

Pairing devices

|

° 50 = =
L] (1] - 3 E d
Profile Users groups(1) 1D authentication(2) [PVl Cyiinder(1)  IP camera(1) Outdoor station(1)
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[10]0On the Welcome App "Home" screen, tap "\V" (Welcome App needs to login using the same
MyBuildings account with "Smart Access Point").

[11]Tap "Pair devices".
[12]Tap "SmartAP".

10 Home

Pair Devices

"“jacky" iPhone, No events

1se informatior

Firmware upgrade

“jacky” iPhone|

Events A

v

[13]Tap the designate "Smart Access Point" on the "Remote device" section.
[14]Enter the designated user name used on "Smart Access Point".
[15]Tap " v " to confirm.

[16]A token ID is displayed on a pop-up window. This token ID will be used on step 18 on
"Smart Access Point".

SmartAP

Notice -
Notice

Account 16

n Please enter the token ID : 1358
19AC o he Smaria?.

X v ok

x 15 V Resend pairing request
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Operating the AccessControl devices

[17]Go to "Smart Access Point", on the "Pairing devices" screen (refer to step 9), a device with
a friendly name used by Welcome App is displayed on the screen. Click this device.

Pairing devices
D 17 “jacky” iPhone >
“jacky” iPhone.
Paiding

L] 1 = = 1
2 i - { F - i
Profile Users groups(1) 1D authentication(2) R le- 0l Cylinder(1)  IP camera(1) Outdoor station(1)

[18]Click "Pairing".
[19]Enter the token ID (refer to step 16).
[20]Click "\" to confirm.

PARING MOBILE DEVICE WITH “JACKY" IPHONE

Please enter the token code in your
Welcome app to pair your mobile device.
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[21]"Paired" status is displayed on the screen if successful.

D “jacky" iPhone >

o, = z h ﬂ
L] alls L} F
Profile Users groups(1) 1D authentication(2) JESTUNT=US=t0l Cyinder(1)  IP camera(t) Outdoor station(1)
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10.8.2 Controlling "Electronic locking cylinders" via Welcome App

Releasing the "Electronic locking cylinder”
Please follow the steps below:

[1] On the Welcome App "Home" screen, tap " ﬁl

[2] On the AccessControl screen, tap the designated "Electronic locking cylinder" to access the
correspondng screen.

[3] Swiping the lock icon up to release the "Electronic locking cylinder".

Access Control Cylinder 1

W Office

Events A
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Enable/disable "Office mode"
Please follow the steps below:

[1] On the Welcome App "Home" screen, tap " m .

[2] On the AccessControl screen, tap the designated "Electronic locking cylinder" to access the
corresponding screen.

[3] Click "Office".

[4] Click "V" to confirm.

[5] Click "Office".

[6] Click "Unlock times".

[7] Office mode is enabled on the time.
[8] Office mode is disabled on the time.

Access Control Cylinder 1

W office 5

Do you want to switch to
office mode?

X 4y ok
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Managing the backup

It is important to create a backup regularly.

For more information, see chapter 13.5 “Managing the backup” on page 317.

Preferences

System information

Network settings.

Localization

Project backups

Firmware updates

MyBuildings Account

Service

Wi-Fi access point mode settings

Third party authority

Abnormal devices

Onvif IPC list

Misc settings

Project backups

Create new project backup

Import project backup

Auto backuped, at 2020-07-30 16:35:47.

Router firmware 1D: 0149, Router firmware ver...

2020-07-30 16:35:48

Auto backuped, at 2020-07-30 16:35:07.

Router firmware 1D: 0149, Router firmware ver...

2020-07-30 16:35:07

Auto backuped, at 2020-07-30 16:26:11

Router firmware 1D: 0149, Router firmware ver...

2020-07-30 16:26:12

Auto backuped, at 2020-07-30 16:23:56.

Router firmware ID: 0149, Router firmware ver...

2020-07-30 16:23:57

Auto backuped, at 2020-07-30 16:22:40.

Router firmware ID: 0149, Router firmware ver..

2020-07-30 16:22:40

Auto backuped, at 2020-07-30 16:22:31

Router firmware ID: 0149, Router firmware ver.

2020-07-30 16:22:31

Auto backuped, at 2020-07-30 16:21:40.

{} PREFERENCES

Backup for the AccessControl devides - 20200801

Product manual 2TMD041800D0088

Description

Backup for the AccessControl devides
1. Creating a buiing - Done

2. Adding and locating the devices - Done

3. Connecting the devices - Done

3. Adding users and user groups - Done

5. Assigning the users o the user groups - Done:

6. Assigning the permission to users - Done

7. Asigring the permission to user groups - Done.

8. Configuring the devices - Done

9. Controling the devices via "Smart Access Poin” - Done
10. Controling the devices via Welcom Agp - Done.
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Operating the AccessControl devices

10.10 Removing permissions

10.10.1 Removing permissions for a user

1. Removing the "Electronic locking cylinder" from a user

If you want the designated "Electronic locking cylinder" to be unusable for a user, please follow
the steps below:

[1]1 On the designated user screen, click "Cylinder".
[2] Click the designated "Electronic locking cylinder" on the "Assigned" section.
[3] Click " v" to confirm.

Repeat steps from 2-3 to remove the "Electronic locking cylinders" one by one.

jacky i LIST VIEW
facky o
User role:  Admin
Device sharing
Email address
Invitation code
200 = E
[ - D F * E Invite
Users groups(1) 1D authentication(2) Pairing devices(1) Cylinder(1) IP camera(1) Outdoor station(1)
User information
Personal data >
Change password >
User permission settings
Users groups(1) >
ID authentication(2) >
Pairing devices(1) >
Cylinder(1) >
1P camera(1) >
Outdoor station(1) >
please set user permission under each category «

INFORMATION

/A Would like to remove device permissions?

3v
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Operating the AccessControl devices

2. Removing the designated ID authentications from a user

If you want the designated ID authentications to be unusable for a user, please follow the steps
below:

[1] On the designated user screen, click "ID authentication" to access the corresponding
screen.

[2] Click the designated ID authentication.

[3] Click " ", if the card belongs to "Emergency card", please remove the emergency card
first. see chapter 10.5.4 “Managing the emergency cards* on page 211.

[4] Click " v " to confirm.

Repeat steps from 2-4 to remove the ID authentications one by one.

jacky 1= LIST VIEW
jacky i
User role: Admin
Device sharing
1 Email address
Invitation code
o = B
e - D 3 - ﬂ Invite
Users groups(1) 1D authentication(2) Pairing devices(1) Gylinder(1) 1P camera(1) Outdoor station(1)
User information
Personal data >
Change password >
User permission settings
Users groups(1) >
1D authentication(2) >
Pairing devices(1) >
Cylinder(1) >
IP camera(1) >
Outdoor station(1) >
please set user permission under each category «

INFORMATION

/A Would you like to delete this authentication?

x 4 v

Product manual 2TMD041800D0088 | 247



Operating the AccessControl devices

10.10.2 Removing the permissions for the users in a group

1. Removing the "Electronic locking cylinder" from a group

If you want the designated "Electronic locking cylinder" to be unusable for all users in the group,
please follow the steps below:

[1]1 On the designated group screen, click "Cylinder".
[2] Click the designated "Electronic locking cylinder" in the "Assigned" section.
[3] Click " v" to confirm.

Admin

Admin

User permission seftings
Users(2) >

1 Time Profile >
- = Cylinder(6) >
L) 1
. o F - i
N4 A _ - N 4 1P camera s
Users(2) Time Profile Cylinder(6) IP camera Outdoor station
Outdoor station >

please set user permission under each category «

INFORMATION

A Would like to remove device permissions?

X ‘ 3 v
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Operating the AccessControl devices

2. Removing designated users from the user group

If you want the "Electronic locking cylinder" to be unusable for some designated users in the
group, please follow the steps below:

[1] On the designated group screen, click "User".
[2] Click the designated user on the "Assigned" section.
[3] Click " v" to confirm.

Admin

Admin
User permission settings
Users(2) >
-I Time Profile >
. - - Cylinder(6) >
o) Q, F . ; j/
Users(2) Time Profile Cylinder(6) 1P camera Outdoor station IRcamess! >
Outdoor station >
please set user permission under each category 7Y

INFORMATION

A Would you like to remove user from this user group?

x 3v
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10.11 Disconnecting the devices

Accessing the RF connections screen

On the configuration screen, click "RF Wireless connection" to access the corresponding
screen.

M e = 3

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT DOOR ENTRY SYSTEM
CONNECTION

Designabuildingby ~ Configure the devices of  Locating and linking Add and edit users.  Create and editactions  Create time control Configurate door entry
creating floors and the access control devices Creale user groups syslem devices, e.g.
rooms system e.g. Cylinder, indoor station, outdoor
repeater ... station
- facky () Dovice configuration £ Preferances

Please follow the steps below:
[1] On the "Buildings" screen, click the designated building (e.g. "Building 1" for demo case 1).

B

Building 1

B

Building 1 >

Buildings(1)

Product manual 2TMD041800D0088
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[2] Click the designated floor (e.g. "Floor 1" for demo case 1).

EA Building 1 v i LIST VIEW
Building 1
Al >

Floor1 >

T

Floor1 >

[3] Click" ™. " to view all the devices on the floor screen, you can move the icons to a suitable
postion by dragging them.

—_ - + Floor1

Al >
Meeting Room 3 >
Meeting room 4 >

 testng oom 4  asog 5 F e rocms
@& 1 @ Meeting Room 5 >
Meeting Room 6 >
@ Public area >

@ £ pbtcana @
Meeting room 2 3
# Mesting Foam 3
" Meeting Room 1 >
Q) Management Center >
# Mesting room 2 ¥ Mesting Foam 1.
RF/IP gateway «

Disconnecting the AccessControl devices in a sequence

Please disconnect the AccessControl devices in a radio line according to the following
sequence:

[1] Disconect the "Electronic locking cylinder" with its parent devices.
[2] Disconnect the "RF Repeater” with its parent devices.
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10.11.1 Disconnecting "Electronic locking cylinders"

Attention!
A It is recommended the "Electronic locking cylinder" to be unpaired when online.

If the "Electronic locking cylinder" is unpaired when online, it can be used
normally in other system. If it is forcibly unpaired when offline, it can only be
used in current system and cannot be used in other system. see chapter 10.4.3
“AccessControl device is offline on page 202.

Please follow the steps below:

[1] On the floor screen, click an "Electronic locking cylinder" (e.g. "Cylinder 3" for demo case 1).
[2] Its parent device is displayed on the list.

[3] Click its parent device (e.g. "Repeater 2" for demo case 1).

A Fioort v
- - + Cylinder 3

HI

prp— Ve T ——

RFAP gateway L)
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Operating the AccessControl devices

[4] Enter the serial number of the "Electronic locking cylinder".
[5] Click " v" to confirm.

Please enter the serialnumber of device for confirmation.

Serialnumber 201747E00000074 /],

x

[6] Wait for the pairing process.

-
(9 INFORMATION
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Operating the AccessControl devices

[7] Click " v" to continue.

[8] Wait for the LED on the "Electronic locking cylinder" to flash green or sound a beep.
[9] Click " v" to continue.

Confirm unpairing operation(201747E000000F4) 2/3

=
E

@ Wiait for flashing LED
The LED on the cylinder flashes green ...

Qv
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[10]No dashed line is displayed between the two devices.
[11]No parent device is displayed on the list.

[12]Click " ® {0 turn back to the floor screen.

- I Cylinder 3 m

PT—— Bt s P—

RF/IP gateway @

Product manual 2TMD041800D0088 | 255



10.11.2 Disconnecting "RF Repeaters™

Attention!
A The "RF Repeater" needs to be restore to factory default settings before being

use in other system by holding the reset button for 3 seconds. see chapter
10.4.3 “AccessControl device is offline” on page 202.

Attention!
A The "RF Repeater" to be unpaired cannot have slave devices!

Please follow the steps below:
[1] On the floor screen, click a "RF Repeater" (e.g. "Repeater 2" for demo case 1).
[2] Its parent device is displayed on the list.

[3] Click its parent device (e.g. "Repeater 1" fore demo case 1).

RFAP gateway *
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Operating the AccessControl devices

[4] Enter the serial number of the "RF Repeater” (e.g. "Repeater 2" for demo case 1).
[5] Click " v" to confirm.

Please enter the serialnumber of device for confirmation.

Seralnumber 241640100000088 4

x

[6] Wait for the pairing process.

= =
(9 INFORMATION

é Processing, please wait! 6
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[7]1 No dashed line is displayed between the two devices.
[8] No parent device is displayed on the list.

[9] Click" Ll to turn back to the floor screen.

5 Floort v
Repeater 2

- = o+

# seangreons P —— F eesaonms

4 o
° e 2
@ — @
P— i
o |
®
i o T —
_|
RF/IP gateway «
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10.12 Removing the devices

O Note
The AccessControl device cannot be deleted if it is paired. Please unpair it first.
see chapter 10.11 “Disconnecting the devices” on page 250.

Accessin the "Device configuration” screen

On the configuration screen, click "Device configuration" to access the corresponding screen.

M e

BUILDING STRUCTURE RF WIRELESS
CONNECTION

Designabuildingby ~ Configure the devices of  Localing and linking

crealing floors and the access control devices
rooms system e.g. Cylinder,
repeater ...
& jacky

Product manual 2TMD041800D0088

@
w

USER MANAGEMENT

Add and edil users.
Creale user groups

DOOR ENTRY SYSTEM

Create and edit actions Create time control Configurate door entry
syslem devices, e.g
indoor station, outdoor
station

| =) Dovice configuration | 4¥ Preferences
1
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Operating the AccessControl devices

10.12.1 Removing "Electronic locking cylinders™

Please follow the steps below:

[1]1 On the "Device configuration" screen, click "Cylinder".

[2] Click the designated "Electronic locking cylinder" (e.g. "Cylinder 6").

[3] Click" "

[4] Click " v" to confirm.

Devico typa
W SmartAP(1) >
§  Cylinders) ] >
© FAepeator(2) >
M RFP gatoway(1) >
A8 P camera(1) >
B outdoor station(o) >
[ indoor station(0) >
o= IP actuator(0) >
=) Guard unit(0) >

Cylinder(6)

420171 7EQO000DF 1{SSM)
F Cylindor 1
Buiding 1Floor 1 >Meeting room 1

#20121810000005E(LIOY)
F  Cylindor 2
Buiiding 1>Floor 1 >Meeting reom 2

#20174TEO00000F 4(PLL)
b Oyiindor3
Buikding 1 >Floor! >Meating room 3

#201FBS100000087(HLF)
F Cylndera
Building 1>Floor 1 >Meeting room 4

#201737E000000F3(HUN)
F Cyiinders
Buikding 1>Floor1 >Meating room 5

#20160810000001F{ESP)
| Cylinder s
Buikding 1>Floort >Moeting room 6

[«

>

>

Cylinder 6

Serialnumber: 20160810000001F
Shor ID: ESP
‘Software version: V1.11

Update firmware:
Position
Building
Buikding!

Floor

Floort

Room

Meeting room &

Channels

RF connection
Door opener
Knob reader
Office mode
Emargency card

Battery status.

INFORMATION

@ Are you sure fo delete?

4v
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10.12.2 Removing "RF Repeaters"

Please follow the steps below:

[1]1 On the "Device configuration" screen, click "Repeater".
[2] Click the designated "RF Repeater" (e.g. "Repeater 2").

[3] Click" "

[4] Click " v" to confirm.

Operating the AccessControl devices

| Devics type
M SmanAP(1)

. F Cylinden(s)

[ @ Repeater(2) 1

[ W RFAP gateway(1)

[ 8 P camera(1)

I B outdoor station(o)

. 1 indoor station(0)

[ = IP actuator(0)

= Guard unit(o)

Repeater(2)

#24131010000000D(POF)
Repeater 1
Building!>Floor1>Publi aroa

#241540100000088(RBP)
Repeater 2
Building1 > Floor1Pubiic aroa

2

[«

Repeater 2

Serialnumbar: 241640100000088
Short ID: ABP
Software version: ¥1.06

Update firmware
Position
Building
Buiding!

Public area

Channels

RF connection
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Operating the AccessControl devices

10.12.3 Removing "RF/IP Gateways"

Please follow the steps below:

[1]1 On the "Device configuration" screen, click "RF/IP Gateway".
[2] Click the designated "RF/IP Gateway".

[3] Click"

[4] Click " v" to confirm.

Device type RF/IP gateway(1) RF/IP gateway
. SmanAP(1) > #142807A7FO30BA0(NDQ) 2 | Seriainumber. 142807A7F030840
Il RF/P gateway b4 Short (0: NDQ
F  Cylinder(s) > | Soltware version: V1.03
} RF MCU version: V1.07
@ Repeater(2) > RF module version: V1,05
I Gonnoct status: Disconnocted
W AP gatoway(1) ‘| > Signed status: signed
I Liconsa Agroomont for Softwar
[ A P camera(1) > Updale firmware
B outdoor station(0) > Replace device
| 2 icoor staton(0) N | Network infarmation
| MAC addrwss: 807A7F-03.08:40
0~ IP actuator(0) > 1P address: 192.168.1,100
I Subnol mask: 256 266 965.0
&= Guard unit(0) > Dolauh gateway: 102.168.1.1
| \ Position
Building
<nal allocateds -
Floor
<not allocatods- -
Room
<not allocatod> v
Daramator
(] * L)
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10.13 Replacing the damaged "RF Repeater”

If a "RF Repeater" is damaged (e.g. "Repeater2" is damaged on the below diagram), all "RF
Repeaters" and all "Electronic locking cylinders" paired to it will be offline. A new "RF
Repeaters" (e.g. "Repeater3") needs to be used to replace the damaged "RF Repeaters".

Cylinder2 “
'ﬁ_ Cylinder1 ﬁ 0 ‘ﬁ‘ Cvlinder3
= == Cylinder
\\\\ ">._ Repeater2--"" "
. Repeatert @‘_’: ___________ - Cylinder4

o a

=

M SmartAP @ RF Repeater ‘B Cylinder --- RF wireless connection
p y
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Please follow the steps below:
[1] Forcibly unpair the cylinders connected to the damaged "RF Repeater".

see chapter 10.11.1 “Disconnecting "Electronic locking cylinders

Cylinder2

o

»

'ﬁ_ Cylinder1

N Repeater2

)

k 0 O

’
’
’
’
’
e:
(]
o
[
O]
—
(]
=
-
-

=

M smartap @ RF Repeater E_ Cylinder --- RF wireless connection

[2] Forcibly unpair the damaged "RF Repeater" from its parent device.

see chapter 10.11.2 “Disconnecting "RF Repeaters" on page 256
Cylinder2 u
'ﬁ_ Cylinder1 = B’ = ]
E— E— Cylinder3
\\\ Repeater2
~.__Repeater1 @ E— Cylinder4

k 0 O

=

— X X
M smartap @ RF Repeater Cylinder  --- RFwireless connection

Product manual 2TMD041800D0088
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E— = Cylinder3

2 Cylinder4
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[3] Remove the damaged "RF repeater" from the device list

see chapter 10.12.2 “Removing "RF Repeaters™ on page 261

[4] Add a new "RF Repeater"

see chapter 10.3.3 “Adding and locating "RF Repeaters" on page 192
[5] Connect the new "RF Repeater" to its parent device

New "RF Repeater" should be restore to factory default settings (holding the reset button for 3
seconds and LED light red if success) before connecting.

see chapter 10.4.1 “Connecting "RF Repeaters™ on page 196

Cylinder2 ﬂ

Cylinder3

ﬂ?lI »

ﬁ._ Cylinder1

ﬁ‘ Cylinder4

k O

M smartap @ RF Repeater E_ Cylinder --- RF wireless connection
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[6] Connect the "Electronic locking cylinders" to this new "RF Repeater"

The "Electronic locking cylinders" need to swipe the maintenance card during the process to
connect to its parent device.

see chapter 10.4.2 “Connecting "Electronic locking cylinders™ on page 198

Cylinder2
E_ Cylinder1 = = ]
E‘ E— Cylinder3
~\\ \\ 4"“
Y >, Repeater3--~
~~. Repeater1 o = )
S peatert . @ ------------- E‘ Cylinder4
(1]
7/
,
,
/
,
,
7/
/
/
,
k/
=
M smartap @ RF Repeater Cylinder  --- RFwireless connection
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10.14 Managing the link between the devices

On "Smart Access Point", 2 AccessControl devices can be linked together. When one is

triggered, the other can output an action.

Demo case

In this case, when the "Office mode" of the designated "Electronic locking cylinder" is activated,
the doorbell of "Smart Access Point" rings.

Access the floor plan screen

On the configuration screen, click "Place + Link", "Building 1", "Floor 1" to access the floor plan

screen.

BUILDING STRUGTURE

Design a building by
creating floors and
rooms

m facky

Product manual 2TMD041800D0088

o

RF WIRELESS
CONNECTION

Configure the devices of
the access control
syslem e.g. Cylinder
repeater ...

Locating and linking
devices

[
.

USER MANAGEMENT

Add and edit users
Creale user groups

Creale and edit actions

DOOR ENTRY SYSTEM

Create time control Configurate door entry
syslem devices, e.g.
indoor station, outdoor
station

=] Device configuration

L} Prelerences
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10.14.1 Adding the link

Following operations are based on demo case. see chapter 10.1 “AccessControl topology“ on
page 174.

Please follow the steps below:

[1] On the floor plan screen, click the designated "Electronic locking cylinder".
[2] Click "Office mode".

[3] Click "Smart Access Point".

[4] Click "Doorbell ring".

5 Floort v iZ LISTVIEW

- - + Floor1
All >
Meeting room 3 >
ey f ey Py Meeting room 4 5
Public area >
®
Meeting room 5 >
Meeting room 6 >
L Meeting room 2 >
r— Meeting room 1 >
Management center >
® £
P Door opener
Knob reader @
Office mode
| :
e
Sensors  Actuators ccTv @
E3 Floort v
- - -+ Office mode
i
- P Iom— 5
s
—
em— pam—— -
®
Doorbell ring
Alarm alert
Tamper alarm
Sensors  Actuators  CCTV @
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[5] Pairing between the two devices is indicated by a line if successful.
[6] Linked device is displayed on the list.

[7] Click " ® " {0 turn back to the floor screen.

- - -+ Office mode:
» Fo »
® ®
2 #
®
o
® o
b rs B y o

Sensors  Actuators coTv -
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10.14.2 Managing the link

Please follow the steps below:

[1] On the floor plan screen, click "Smart Access Point".

[2] Click "Doorbell ring".

[3] The links are displayed on the floor plan.

[4] The linked devices are also displayed on the list.

[5] The channel cannot be removed if it has more than 2 links.

E= Floort v iE LISTVIEW

—_ - + Floort
Al >
Meeting room 3 >
em—— N —— Meeting room 4 >
® Public area >
Meeting room 5 >
® Meeting room 6 >
F o Meeting room 2 >
P i Meeting room 1 >
Management center >
pre— e—— A — ®
| Doorbell ring
Alarm alert
Tamper alarm
)
H = &
Sensors  Actualors  CCTV &
_ - + Doarbell ring
e . e
Link
-
=
> + = == & e

Sensors  Actualors  CCTV
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10.14.3 Removing the link

Please follow the steps below:

[1] On the floor plan screen, click the designated "Electronic locking cylinder".
[2] Click "Office mode".

[3] Click "Smart Access Point".

[4] Click "Doorbell ring".

5 Floort v iZ LISTVIEW

- - + Floor1
Al >
Meeting room 3 >
p— R pm— Meeting room 4 >
® Public area >
Meeting room 5 >
® Meeting room 6 >
&Mt Meeting room 2 >
P raR Meeting room 1 >
Management center >
® £
Bt Door opener
Knob reader
Office mode
| :
E
Sensors  Actuators ccTv @
5 Floort v
- i + Office mode
* s & -
Links
o
e
P
o o P o
Doorbell ring
{
Alarm alert
Tamper alarm
Sensors  Aciuators coTv LY
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[5] No link is displayed between the two devices if successful.
[6] No linked device is displayed on the list.

[7] Click " ® " {0 turn back to the floor screen.

=N = e Office mode
"
&y o= e  esrg o
® ® ®
®
i
5 s
® (]
> o s s
®

Sensors  Actuators ccTv @
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11 Managing actions

Access the "Action" screen

On the configuration screen, click "Actions" to access the "Actions" screen.

M e e A O Lj

BUILDING STRUGTURE RF WIRELESS USER MANAGEMENT TIME CONTROL DOOR ENTRY SYSTEM
CONNECTION

Designabuildingby ~ Configure the devices ol Locating and linking Add and edit users Creale and edit actions Create time control Configurate door entry
creating floors and the access control devices Creale user groups system devices, e.g.
rooms syslem e.g. Cylinder indoor station, outdoor
repeater ... station
& jacky =) Device configuration ¥ Prelerences
Demo case

In this case, when the "Cylinder 1" is offline on the work time (e.g. AM 8~PM 5), "Smart Access
Point" will receive and sound an alarm.
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Managing actions

1.1 Adding an action

Following operations are based on demo case.
Please follow the steps below:

[1] On the "Actions" screen, click "+".

[2] Enter the name for the action.

[3] Click " v" to save.

[4] On the designated action screen, click "Add precondition", followed by "Time".

CREATE NEW ACTION

Action

.

Cyliner 1 is ofing| 2

@ CYLINER 1 IS OFFLINE W 5
Precondition Event Actuator Notification
fa o @ p
[31] NS X
=
»
Select one or several preconditions which Select one or several sensors which are to Select one or several actuators which are to Define a notification which is to be sent when
have to be met before an event can be trigger the event. be activated during an event. the event occurs.
triggered.
/Add precondition 4 Add event ‘Add actuator Add notification
+ @&y
Add Cyliner 1is ...
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[5] Click "Mon-Fri" to select the days from Monday to Friday.
[6] Enter the start time and end time.

[7] Click "OK" to save.

08:00
&
17:00
Mon Tue
Thu Fri
Sun Mon-Fri
x 7 ok

Sat/Sun

Event

Select one or several sensors which are to

trigger the event.

Add event

Actuator

Select one or several actuators which are to
be activated during an event.

Add actuator

had -

Notification

Define a notification which is to be sent when
the event occurs.

Add notification

[8] Click "Add event", followed by "Access control”, "Cylinder 1", "RF connection”, select

"Offline".
[9] Click "OK".

Precondition

Time

Start: 08:00

End: 17:00
Repetition on these
days: Mon - Fri

Add precondition

) Offiine

Online

Product manual 2TMD041800D0088

Actuator

Select one or several actuators which are to
be activated during an event

Add actuator

Notification

Define a notification which is to be sent when
the event occurs.

Add notification
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[10]Click "Add actuator", followed by "SmartAP", "Smart Access Point", "Doorbell ring", select
"Occurrence of the event".

[11]Enter the delay time between when the actuator is activated and the event is triggered.
[12]Click "OK".

Precondition Event Doorbell ring Notification

Time Access control
Start: 08:00 Device: Cylinder 1
End: 17:00 (201717E000000F1- During
Define a notification which is to be sent when
Repetition on these SSM) ® Occurrence of the event the ovort DoCUIS.
days: Mon - Fri Channel: RF connection Cancellation of the event
Offine

Delay(s)

- ) +

Add precondition Add event X 1 2 OK Add notification

[13]Click "Add notification", enter the subject.
[14]Enter the description.

[15]If the check box "Importance: high" is activated, the message will received as an alarm,
otherwise, the message will be received as a notice.

[16]Select "Occurrence of the event".
[17]Click "Filter".

Precondition Event Actuator
Subject
Cylinder 1 s offine
Time Access control SmartAP
Message (max. 160 letters)
Start: 08:00 Device: Cylinder 1 Device: Smart Access
End: 17:00 (201717E000000F1- Point CyirgerlSoline
Repeition on these SSM) (105807A7F030734-
days: Mon - Fii Channel: RF connection RGA)
Offine Channel: Doorbell ring
During: Ocourrence of
the event
Delay:0's Importance: high
Duing
® Occurrence of the event
Cancellation of the event
e 17 -
Add preconcition fad event fad actuator m

Add -
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[18]Click to select the users.
[19]Click "OK" to save.

Precondition

Event Actuator

A
Time Access control SmartAP amin v
Start: 08:00 Device: Cylinder 1 =» Device: Smart Access
End: 17:00 (201717E000000F1 - Point 12
Repetition on these SSM) (105807A7F030734-
days: Mon - Fri Channel: RF connection RGA) basic1
Offine Channel: Doorbell ring
During: Occurrence of c
the event
Delay:0's cleanert
i
jacky %
M
master1
Filter v

Add precondition Add event Add actuator X 1 9 OK

[20]The result is displayed on the screen.

L?J CYLINER 1 IS OFFLINE

Precondition

i Actuator Notification
<] F = ==
Time Access control SmarAP
Cylinder 1 is offine
Start: 08:00 Device: Cylinder 1 = Device: Smart Access
End: 17-00 (201717E000000F 1- Point Gylinder 1 is offine
Repetition on these SSM) (105807A7F030734-
days: Mon - Fii Channel: RF connection RGA) admini jacky
Offine Channel: Doorbell ring
During: Occurrence of Dxlfing: Oxcaminica:of
the event the et
Delay:0's
Add precondition Add event Add actuator Add notification
g @
Add Cyliner 1 is o.
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11.2 Managing the action

Please follow the steps below:

[1]1 On the "Actions" screen, click the designated action.

[2] Click " Kall ",

[3] Click the icon to disable or enable the action.

[4] Rename the action.
[5] Click "V" to save.

Managing actions

Precondition Event

F

Access control

Device: Cylinder 1
(201717E000000F 1-

Offline

Add precondition Add event

(A) CYLINER 1 1S OFFLINE

Device: Smart Access
Point
(105807A7F030734-
RGA)

Channel: Doorbell ring
During: Occurrence of

Add actuator

g+

Notification

=}
Cylinder 1 is offine
Cylinder 1 is offine
admint jacky

During: Occurrence of
the event

Add natification

v
Cyliner 1
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Managing actions

11.3 Removing the action

Please follow the steps below:
[1]1 On the "Actions" screen, click the designated action.

[2] Click " MZN ",

[3] Click "V" to save.

INFORMATION

(@)  Would you ke to delete ths action?

3¢
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12

12.1

12.2

Cyber security

Disclaimer

D0401. "Smart Access Point" and D04031 "RF/IP Gateway" are designed to be connected and
to communicate information and data via a network interface, which should be connected to a
secure network. It is the customer's sole responsibility to provide and continuously ensure a
secure connection between the product and customer's network or any other network (as the
case may be) and to establish and maintain appropriate measures (including as but not limited
to the installation of firewalls, application of authentication measures, encryption of data,
installation of antivirus programs, etc.) to protect the D0401. "Smart Access Point" and D04031
"RF/IP Gateway", the network, its system and interfaces against any kind of security breaches,
unauthorized access, interference, intrusion, leakage and/or theft of data or information. ABB
Ltd and its affiliates are not liable for damages and/or losses related to such security breaches,
unauthorized access, interference, intrusion, leakage and/or theft of data or information.

Although ABB provides functionality testing on the products and updates that we release, you
should institute your own testing program for any product updates or other major system
updates (to include but not limited to code changes, configuration file changes, third party
software updates or patches, hardware change out, etc.) to ensure that the security measures
that you have implemented have not been compromised and system functionality in your
environment is as expected.

Performance and service and network performance

D0401. "Smart Access Point" network performance

Type Value

Ethernet 100 Mbps (148,800 packets/s)
ARP 21 Mbps (31,250 packets/s)
ICMP 20 Mbps (29,800 packets/s)
IP 10 Mbps (14,880 packets/sec)
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D0401. "Smart Access Point" Port and service

Port Service Purpose

53 TCP DNS

53 UDP DNS

80 TCP HTTP web service

443 TCP HTTPS web service

1883 TCP MQTT server

1900 UDP UPnP service

3344 UDP Private Protocol Transmission

5061 uUDP SIP server

5070 uDP SIP server

5070 TCP SIP server

5222 TCP Service for XMPP client

5280 TCP Service for XMPP HTTP administrator service
5281 TCP Service for XMPP HTTPS administrator service
7000 TCP Private protocol service

7777 TCP Private protocol service

7777 UDP Private protocol service

8883 TCP MQTT service

8884 TCP MQTT server

8887 TCP Used for upgrading process

10700 TCP Private protocol service (TLS)

10777 TCP Private protocol service (TLS)

31002 UDP Searched for & managed PC client tools
49152 TCP UPnP
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D04031 "RF/IP Gateway" network performance

Type

Value

Ethernet

100 Mbps (148,800 packets/s)

ARP

1 Mbps (1,448 packets/s)

ICMP

1 Mbps (1,448 packets/s)

P

1 Mbps (1,448 packets/s)

D04031 "RF/IP Gateway" Port and service

Port Service Purpose
8883 TCP MQTT client
3344 UDP Private Protocol Transmission
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12.3

12.4

12.5

Deployment guideline

Please do not install D0401. "Smart Access Point" within a public place and ensure that physical
access to the devices is granted only to trusted person.

D0401"Smart Access Point" is not recommended to use HTTP (unencrypted data transfer)
outside of secure, private networks. Please use HTTPS (encrypted data transfer) when
communicating over a public network. Please note that using HTTPS will result in a warning.
This is due to technical reasons.

During commissioning, the "Electronic locking cylinders" and "RF Repeaters" need to be added
one by one following the "Smart Access Point" commissioning process; it is essential that the
observed indications for "Electronic locking cylinders" and "RF Repeaters" should be confirmed
correctly.

D04031 "RF/IP Gateway" is the gateway for the TCP/IP network and the RF network; it needs to
pair to "Smart Access Point" for its functions. No sensitive data related to privacy is stored on
"RF/IP Gateway".

If the reset option is activated, the D04031."RF/IP Gateway" can be unpaired from "Smart
Access Point" by pressing and holding the reset button on the device. If installed in the public
area, it is recommended to deactivate the reset option.

The configuration data need to be backed up manually after every Access control system
topology change, so that the backup configuration can be restored to "Smart Access Point" in
case of misconfiguration.

Upgrading

The firmware can be uploaded by the webpage; a signature file also requires to be updated
together with the firmware file, which is used to verify the authentication and integrity of
firmware.

If internet services are available, D0O401. "Smart Access Point" will connect to the MyBuildings
server to obtain the new firmware automatically but needs to be confirmed by the end user
every time. Also, for security purposes, D0401. "Smart Access Point" will automatically
download the respective signature file and firstly verify the authentication and integrity of
firmware before updating.

Backup/restore

Some device configurations can be downloaded locally by webpage, the password is needed to
encrypt the exported configuration data, the configurations include,

= "Smart Access Point" configuration parameters
= Userdata

= Device data including Access control system device, Door Entry System devices and
VideoControl system device

When restoring from the backup configured, the exported file needs to be updated to the device
by webpage, and the respective password used when exporting the configuration is needed.
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12.6 Data purging

In the case of quitting the working system (e.g. replaced by another device, re-install in another
system...), all the data stored in the device need to be purged using the "Restore default
setting" on the webpage as shown below.

Log in to the web page using an admin user account.
On the configuration screen, follow the steps below:

v ® = ss M B MAIN MENU

M e = o A & L

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT ACTIONS TIME CONTROL DOOR ENTRY SYSTEM
CONNECTION

Design a building by Configurate the devices Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and of the access control devices Create user groups system devices, e.g.
rooms system e.g. cylinders, indoor station, outdoor
repeaters ... station
ﬁ abb (===) Device configuration ﬂ' Preferences
{} PREFERENCES
Preferences Service
System information > Service
Restore default settings This option resets the device to its factory defaults. All configuration data of this device will
Network settings > be lost.
N Restart Restart the Smart Access Point.
Localization >
Project backups >
Firmware updates >
MyBuildings >
Service >
WI-Fl access point mode settings >
Third party authority >
Abnormal devices > «

The data stored in the D04031."RF/IP Gateway" can be purged via the webpage of "Smart
Access Point", or via the reset button if the reset option is activated.
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12.7

12.8

12.9

Malware prevention solution

These devices are not susceptible to malware, because custom code cannot be executed on
the system.

The only way to update the software is by firmware updating. Only firmware signed by ABB can

be accepted.

Default passwords and user accounts

In the factory defaults, D0401. "Smart Access Point" has the following passwords or user
accounts:

= The password for Wi-Fi Access Point

= The user account for the initial commissioning

All the default passwords and user accounts given must be changed during the initial
commissioning process.

In the factory defaults, the D04031 "RF/IP Gateway" does not have a default password.

The communication key between D04031 "RF/IP Gateway" and RF module can be changed
when the D04031 "RF/IP Gateway" is reset to the defaults.

The communication key and the key pairs used in TLS is stored with flash encryption, and the
encryption key is stored in ROM of MCU, which cannot be read out.

Password rule

The password for all user accounts need to fulfil the following rules:

= Minimum 8 characters

= Must include at least three of these four types: lowercase letters, uppercase letters, digits,
symbols

= Accepted characters: a-z, A-Z, 0-9, space and symbols !"#/()=?@${[I}\,.-_<>|;:"*A~+
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1210 Logging

The device has a logging system which can log some events, which contains,

Changing settings

Adding/changing/removing other devices

Adding/changing/removing user accounts (including information and access rights)
Updating/patching software firmware

Accessing to devices, such as unlock, record, snapshot, etc.

Security attacks, such as tamper alarm, multiple login error, disconnect BLE module from
SmartAP.

The following information and events from devices in Access control system for the logging

purpose.
Device Information for events
"RF Repeater” Loss connection with SmartAP event
Battery status
Loss connection from system event
"Electronic locking cylinder" Unlock event
Battery low event
Swipe Card event
"RF/IP Gateway" Loss connection with SmartAP event

Every piece of log information contains the time, event source, behaviour and signature.

The device will automatically generate logs and store them when the above events occur.

The admin user can log into the webpage, then switch to the notification center to manage the
logs.
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13  Appendix

13.1 Registering an account on the MyBuildings portal

Access the link: https://mybuildings.abb.com and click "Register". Fill in the form as required to
register an account. Then activate the user account when you receive the email sent from the
MyBuildings portal.

A B R G
el J @
g N
b o Sy
Welcome to P E—— | —— -
MyBuildings portal powered by ABB L.
Ability™ \
Login
[ |

Username

Password

Product manual 2TMD041800D0088 | 287



13.2 Resetting the password for the primary admin

Press and hold the reset button for 10 s.

@ Reset button
t—==fl AP mode switch
LED

1. Reset option = Without MyBuildings account

If the reset option is set to " Without MyBuildings account" in the initial setup, you can change
the password for the primary admin directly by entering a new password twice.

Please change password first!

User name

Password

Repeat passw...
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2. Reset option = With MyBuildings account

If the reset option is set to "With MyBuildings account" in the initial setup, besides entering a

new password twice, a verification code is also needed.

@) Note
If you have set an email to receive the verification code in the initial setup, you
can obtain the verification code sent by email.

Product manual 2TMD041800D0088
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Sent by: Jacky's SmartAP (cac28e69-816b-4bc9-ac77-
2140adf9ea2c / ivansiaggcn)
1

For your information. A maximum of 25 e-mails per day can be
sent via your free@home 'system.
1

1
1
1

Please change password first!

User name jacky ||

Repeat passw...

Verify code 920JJ88K

Finish
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13.3 User management

13.3.1 Userroles

There are 4 optional user roles supported by "Smart Access Point".

1. Admin users

= The primary admin user is created only during the initial setup. The other admin users can
be created by the primary admin user or other admin users. see chapter 8.3 “Initial setup®
on page 26.

= Admin users can manage other admin users, master users, basic users and 3rd party users.
= Admin users can operate all of the functions on the configuration screen.
= Admin users can operate all of the functions on the control screen.

v & @ sos @ B MAIN MENU

M e = g 0

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT ACTIONS DOOR ENTRY SYSTEM
CCONNECTION

Design a building by Configure the devices of Localing and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and the access control devices Creale user groups system devices, 8.g.
rooms syslem e.g. Cylinder, indoor station, outdoor
repealer . station
W jacky (== Device configuration i} Preferences

FLOORPLAN
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2. Master users

= Master users can be created by admin users or other master users.

= Master users can manage other master users, basic users and 3rd party users.
= Master users can operate some of the functions on the configuration screen.

= Master users can operate "Smart Access Point" and the "Electronic locking cylinder"
assigned to him.

= A O

USER MANAGEMENT

Design abuildingby ~ Configure the devices of  Localing and linking Add and edil users. Create and edit actions Create time control Configurate door entry
creating floors and the access control devices Create user groups system devices, e.g.
rooms system e.q. Cylinder, indoor station, outdoor
repealer ... station
& bety Dowice conmguraticn Praforence
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3. Basic users

= Basic users can be created by admin users and master users.

= Basic users can operate only the "Electronic locking cylinder" assigned to them.
= Basic user cannot access the "Event history" screen.

E=1

Floorplan

Cyflinder 1
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4. 3rd party users
= 3rd party users can be created by admin users and master users.

= 3rd party users can operate only the "Electronic locking cylinders" assigned to them during
the specified duration.
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13.3.2 Adding users

O Note
Up to 2000 users can be supported by a "Smart Access Point".

Accessing the "Users" screen

On the configuration screen, click "User management” to access the "Users" screen.

v O @ sos @ B MAIN MENU

M e = ®

BUILDING STRUCTURE RF WIRELESS PLAGE + LINK USER MANAGEMENT TIME CONTROL DOOR ENTRY SYSTEM
CONNECTION

Design a building by Configurate the devices Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and of the access control devices Create user groups system devices, e.g.
rooms system e.g. cylinders, indoor station, outdoor
repeaters ... station
- jacky =) Device configuration ~ §¥ Preferences
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Appendix

Adding users
1. Adding admin users
Please follow the steps below:

[1] On the "Users" screen, click "Add user".

Users
+)1 jocky

Add user
Users

fcky

. °
. a8
Users Users groups

[2] Enter the username, this username could not be the same to exist username.
[3] Select "Admin" from the drop-down list.

[4] Enter the password according to the password rules displayed on the screen.
[5] Enter the password again

[6] Click "OK" to save.

Repeat steps 1-6 to add admin users.

ADD NEW USER

New user

2
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Appendix

2. Adding master users
Please follow the steps below:
[1] On the "Users" screen, click "Add user".

Users
+ )1 jecky

Add vser
Users

Iacky

. a8
] [T
Users Users groups

[2] Enter the username, this username could not be the same to exist username.
[3] Select "Master" from the drop-down list.

[4] Enter the password according to the password rules displayed on the screen.
[5] Enter the password again.

[6] Click "OK" to save.

Repeat steps 1-6 to add master users.

ADD NEW USER

New user
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Appendix

3. Adding basic users
Please follow the steps below:
[1] On the "Users" screen, click "Add user".

Users
+' '] jacky

Add user
Users

Iacky

‘ L
Users Users graups

[2] Enter the username, this username cannot be the same as the existing username.
[3] Select "Basic" from the drop-down list.

[4] Enter the password according to the password rules displayed on the screen.

[5] Enter the password again.

[6] Click "OK" to save.

Repeat steps 1-6 to add basic users.

ADD NEW USER

New user

[

Password | o

Repeat password l
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4. Adding 3rd users
Please follow the steps below:

[1] On the "Users" screen, click "Add user".

& USERS i= LIST VIEW
Users

jacky
Add user

.80
alls
Users groups
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Appendix

[2] Enter the username, this username cannot be the same as the existing username.
[3] Select "3rd party" from the drop-down list.

[4] Enter the password according to the password rules displayed on the screen.

[5] Enter the password again.

[6] Select "Limited validity" from the drop-down list.

[7] Set the start date via clicking " &l .

[8] Set the end date via clicking " Bl .
[9] Click "OK" to save.
Repeat steps 1-9 to add 3rd party users.

ADD NEW USER

Validity period ‘lenedvahdlty 6

‘ Aug 1, 2020

} Aug 1, 2020

x |
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13.3.3 Adding user groups

O Note
User group is a collection of the users. All the users in the group have the same
permission for the devices. All the users in the group change permissions

automatically when some permissions are changed.

Accessing the "User groups" screen

On the configuration screen, click "User management" to access the "Users" screen.

v O @ sos @ B MAIN MENU

M e = g ®

BUILDING STRUCTURE RF WIRELESS PLAGE + LINK USER MANAGEMENT TIME CONTROL DOOR ENTRY SYSTEM
CONNECTION

Design a building by Configurate the devices Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and of the access control devices Create user groups system devices, e.g.
rooms system e.g. cylinders, indoor station, outdoor
repeaters ... station
- jacky =) Device configuration ~ §¥ Preferences

On the "Users" screen, click "User groups" to access the "User groups" screen.

Add user group
Users groups
{Ii—
. | o, !
o8
= e 1
[ Vs oouwes [
'
Lo 4
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Adding user groups

Please follow the steps below:

[1]1 On the "User groups", click "Add user group".
[2] Enter the group name.

[3] Select a group icon from the drop-down list.
[4] Click " v" to save.

Repeat steps from 1-4 to add user groups.

New user group

admn 2
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13.3.4 Assigning the users to a user group

Please follow the steps below:

[1] On the "User groups" screen, click a user group.
[2] Click "Users".

e Users groups
Add user group Admin >
Users groups
Buliding1 >
e ° 0 Cleanert >
Admin Buliding1 Cleaner1

° Py
] ame
Users Users groups

Admin
Admin
@ Users >

Time Profile 4
° = = " ﬂ Cylinder >
] @ B -
- - » o - |IP camera " 4
Users Time Profile Cylinder IP camera ‘Outdoor station
Outdoor station >
please set user permission under each category 7%
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[3] On the designated user group screen, click the designated user on the "Not assigned”
section.

[4] Click " v" to confirm.

Repeat steps 3-4 to assign the designated users to a user group.

INFORMATION

A Would you like to add user to this user group?

x 4v
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13.3.5 Configuring a user

Accessing the designated user screen
On the "Users" screen, click the designated user to access the designated user screen.

Users
+ adin
Add user
basict
Users i
[ |
1 1 cleanert
! 1
! 1
! admint 1 basict cleanert jacky master! jacky
________
master1

XY
s
Users groups

1. View the user role
On the designated user screen, the user role can be viewed on the screen.

i= LIST VIEW

° = = i Invitation code
i = Q i - i
Users groups(1) 1D authentication(1) Pairing devices Gylinder 1P camera Outdoor station e
Personal data >
Change password >
User per setlings
Users groups(1) >
D authentication(1) >
Pairing devices >
Cylinder >
IP camera >
Outdoor station >
please set user permission under each category -
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2. Changing the user name

On the designated user screen, follow the steps below:
[1] Click "Personal data".

[2] Enter the first name and the last name.

[3] Click " v" to save.

Personal data
Fist oo T4

3. Changing the password

On the designated user screen, follow the steps below:

[1] Click "Change password".

[2] Enter the password twice according to the password rule displayed on the screen.
[3] Click " v" to save.

CHANGE PASSWORD

New password

Repeat password

x
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4. Changing the validity period

@) Note
It is only applicable to 3rd party user.

On the designated user screen, follow the steps below:
[1] Click "Validity period".
[2] Select "Limited validity" from the drop-down list.

[3] Set the start date via clicking " &l .

[4] Set the end date via clicking " B
[5] Click "OK" to save.

Validity period

Validity period

Valtty period Limited validity

Aug 4, 2020

Aug 4, 2020
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5. Removing a user

On the designated user screen, follow the steps below:

[1] Click " MZN .

[2] Click " v" to save.

INFORMATION

@ Would you like to delete this user?

2y
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13.3.6 Configuring a user group

Accessing the designated group screen

On the "User groups" screen, click the designated group to access the designated group

screen.
+ Users groups
Add user group Admin >
Users groups
________ Buliding1 >
! 1
! 1
! 1
1 Cleaner! >
1
1 i 1

Buliging! Cleanert

° s
Users Users groups

1. Changing the group name

On the designated group screen, click the group name and enter a new one.

Admin
Admin
User permission settings
Users(2) >

Time Profile >
(] ~ £ | E Cylinder >
] o F -
IP camera >
Users(2) Time Profile Cylinder IP camera Outdoor station
Outdoor station >
please set user permission under each category «
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13.4 Updating the firmware

13.4.1 Updating the firmware for "Smart Access Point"

1. Updating the firmware via local PC
Please follow the steps below:
[1] On the "Preference" screen, click "Firmware updates".

[2] Tick the check box "Automatic download of firmware update”. "Smart Access Point" will
download the latest firmware from the website automatically.

[3] The latest firmware version is displayed here. Tick the designated check box.
[4] Click "Install firmware".

Preferences Firmware updates
System information > FIRMWARE UPDATES
Network setings , | Here you specify whether the Smart Access Point is to download new updates automatically. Or you can

search on the website for updates yourself and then download them

Localization > Automatic download of firmware updates

Transmit firmware to device

Project backups >
New firmware available
Firmware updates >
HGMS52-SmartAP MAIN -
MyBuildings Account >
Service >
Install firmware
Wi-Fi access point mode settings >
Third party authority >
Abnormal devices >
Misc settings >
L)
O Note
n H " .
Smart Access Point" can only be updated to newer firmware.
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2. Updating the firmware via website

Please follow the steps below:

[1] On the "Device configuration" screen, click "SmartAP".

[2] Click "Smart Access Point".

[3] Click "Update firmware".

Device type

M SmartAP(1)

j— Cylinder(1)

© Repeater(0)

Wl RF/IP gateway(0)
w8 1P camera(0)

B outdoor siation(2)
[ Indoor station(2)

O~ IP actuator(1)

E Guard unit(1)

O Note

"Smart Access Point" can only be updated to newer firmware.

Product manual 2TMD041800D0088

SmartAP(1)

v

=, sn

Smart Access Point

Serialnumber: 105807A7F030734

Short ID: RGA

Positior
Building
Building!

Floor

Floor!

Room
Livi

Chai

Doorbell ring
Alarm alert
Binary input
Binary output

Tamper alarm

Update firmware
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13.4.2 Updating the firmware for Door Entry System devices

1. Updating the devices one by one
Please follow the steps below:

[1] On the "Device configuration" screen, click a Door Entry System device (e.g. "Indoor
station").

[2] Click the designated Door Entry System device (e.g. "Indoor station 001").
[3] Click "Update firmware".

Indoor station(2) 1S 001-0101-01

XEH Serialnumber: 102807A7FO2FE05

SmartAP(1) >

#102807ATFO02F 80
[ s oo1-0101-01 > Stort ID: XEH
F Cyiinder(1) > - e ialitoa wo Software version: HGI16_Main V4,99 20190711 PP_IMXG
#102807ATFO30503(WAW) Update firmware
© Repeater(0) > [J 1soo1-0101-02 >
By FlooriLiving room Zonamales
I RF/IP gateway(0) > Block No.
o IP camera(0) >
Floor No.
B outdoor station(z) >
] Indoor station(2) > Room No.
= IP actuator(1) >
Device No.
& Guard unit(1) >
Channels
Trigger 2
+ *«
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2. Updating the same types of devices in batches
Please follow the steps below:

[1] On the "Device configuration" screen, click a Door Entry System device (e.g. "Outdoor
station").

[2] Click" ¥ .

[3] Click "Select all" to select all devices or click the designated device one by one to select
multiple devices.

[4] Click "Next".

W Outdoor stations
Outdoor stations
Outdoor station 001-01 >
e e Outdoor station 001-02 >
Outdoor station Outdoor station
Public area
Public area

i o o =
Outdoor stations [GEEIESEILS IP actuator Guard unit

= OUTDOOR STATIONS LIST VIEW

Outdoor stations

Select multiple devices [ Select all
Building1
. . Outdoor station 001-01
Outdoor station Qutdoor station Outdoor station 001-02
001-01 001-02
Public area
Public area
x Next Delete
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[5] Click "Local firmware update”.
[6] Upload the firmware.

[7] Upload the signature.

[8] Click " v" to save.

OUTDOOR STATIONS ( 2 devices)

Welcome
Sunset Boulevard 120

v
Settings Bulletin

OUTDOOR STATIONS ( 2 devices)

Welcome
Sunset Boulevard 120

v
Settings Bulletin

Product manual 2TMD041800D0088
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LIST VIEW

| Multi-outdoor station

Time synchronization >
Local firmware update >
Calling type >
Welcome message >
Language >
List of trusted devices >

LIST VIEW

Local firmware update |

| Firmware update file

|
| Firmware signature file

Browser

Browser
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3. Updating the different types of devices in batche

Please follow the steps below:

[1] On the configuration screen, click " B~
[2] The devices to be updated are displayed on the screen.
[3] Click "Update all" to update all the devices in batches.

Online firmware update

< Update al

O Note
Only the Door Entry System devices which are placed on the public areas (e.qg.
Guard unit, building IPA, network IPA etc.) can be updated via this method.
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13.4.3 Updating the firmware for AccessControl devices

1. Updating the firmware via local PC

Please follow the steps below:

[1]1 On the "Device configuration" screen, click an AccessControl device (e.g. "Cylinder").
[2] Click the designated AccessControl device (e.g. "Cylinder2").

[3] Click" & »

[4] Click "Upload local firmware".
[5] Browse your PC to select the firmware.
[6] Click " v".

FIRMWARE UPDATE

4‘ ) Upload local firmware
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2. Updating the firmware via website

Please follow the steps below:

[1] On the "Device configuration" screen, click an AccessControl device (e.g. "Cylinder").
[2] Click the designated AccessControl device (e.g. "Cylinder2").

[3] Click "Update firmware".

De

e type Cylinder(1) Cylinder 2 m

M SmanAP(1) > Serialnuriber: 20121810000005E

[ > | ShenD:UOY
§ Cylinder{1) > Software version: V1.1
Update firmware
@ Repeater(0) >
Position
W RF/IP gateway(0) > Building
. Buikding1 ~
48 1P camera(0) >
Fi
B outdoor stationi2) > o
Floor! v
3 Indoor station(2) >
FAoom
O IP actuator(1) > Living room v
E Guard unit(1) > Channels
RF connection >
Door opener >
Knob reader >
Office mode >
Emergency card >
Battery status >
+ & ha

Product manual 2TMD041800D0088 |316



13.5 Managing the backup

Overview of the backup

The following information will be stored in the backup:

= Device settings, user settings, building structure, place & link, message & logs.
= RF connections of the AccessControl devices.

* RF connections of "RF/IP Gateways".

= Certificates.

Attention!

A project backup is very important and necessary for the AccessControl devices.

If no backup is created in advance, all the AccessControl devices will be invalid
when current "Smart Access Point" is broken. These AccessControl devices
can’t be used by a new "Smart Access Point" directly without a backup. You
have to send these devices back to the factory to repair.

Access the backup screen

On the configuration screen, click ""Preferences”, followed by "Project backups" to access the
backup screen.

There are some auto-saved backups displayed in the list.

¥ PREFERENCES

Preferences Project backups Auto backuped, at 2020-07-30 16:35:47.

Product manual 2TMD041800D0088

System information > | Create new project backup + | Dae 2020-07-30 16:35:48
Network settings > Import project backup £ Author Automatic backup
Description jon: 0107, Node

Localization

Project backups

Firmware updates

MyBuildings Account

Service

Wi-Fi access point mode settings

Third party authority

Abnormal devices

Onvif IPC list

Misc settings

Auto backuped, at 2020-07-30 16:35:47.

Router firmware ID: 0149, Router firmware ver
2020-07-30 16:35:48

Auto backuped, at 2020-07-30 16:23:56.

Router firmware ID: 0149, Router firmware ver...

2020-07-30 16:23:57

Auto backuped, at 2020-07-30 16:22:40

Router firmware ID: 0149, Router firmware ver...

2020-07-30 16:22:40

Auto backuped, at 2020-07-30 16:22:31

Router firmware ID: 0149, Router firmware ver...

2020-07-30 16:22:31

Auto backuped, at 2020-07-30 16:21:40

Password

12060F, HAC:

241310100000000
00D

00D
241640100000088
2416401000008

Export
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13.5.1 Creating the backup

Please follow the steps below to create a backup and save it on the current "Smart Access
Point":

[1] On the backup screen, click " o

[2] Enter the name.

[3] Enter the description.

[4] Click " V" to save.

{} PREFERENCES

Preferences Project backups Backup for the AccessControl devides - 20200801
System information > | Create new project backup + Description

Network settings > | Import project backup A

Localization > | Auto backuped, at 2020-07-30 16:35:47.

Router firmware 1D: 0149, Router firmware ver... >
2020-07-30 16:35:48

Project backups >

Auto backuped, at 2020-07-30 16:35:07.
Firmware updates B Router firmware ID: 0149, Router firmware ver... >
2020-07-30 16:35:07

MyBuildings Account >
Auto backuped, at 2020-07-30 16:26:11
X Router firmware ID: 0149, Router firmware ver... >
Service 2 2020-07-30 16:26:12
Wi-Fi access point mode setings > | Auto backuped, at 2020-07-30 16:23:56,
Router firmware ID: 0149, Router firmware ver... >
Third party authority s | 20200730 162357
e 5 | Aulo backuped, al 202007-0 16:22:40.
AR e Router firmware ID: 0149, Router firmware ver... >
2020-07-30 16:22:40
Onvif IPC list >
Auto backuped, al 2020-07-30 16:22:31
Wisc ssttings , | Router firmware ID: 0149, Router firmware ver... >

2020-07-30 16:22:31

Auto backuped, at

X 4 v Save

Attention!

The backup is saved to the current "Smart Access Point". It is recommended to
export the backup to PC in case the current "Smart Access Point" is broken.
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13.5.2 Restoring the backup

Please follow the steps below to restore a backup from the current "Smart Access Point":

[1] On the backup screen, click the designated backup.

[2] Click "Restore project backup".

System information

Network setiings

Localization

Project backups

Firmware updates

MyBuildings Account

Service

Wi-Fi access point mode seftings

Third party authority

Abnormal devices

Onwit IPC list

Misc settings

>

Proje ips
Greate new project backup

Import project backup

ontrol devides - 2021
Backup for the AccessControl devides 1. Creal.
16:34:3

Auto backuped, a1 20200730 163547,
Router firmware ID: 0149, Router firmware ver.

2020.07-30 16:35:48

Auto ped, 21 2020-07-30 16350
Fouter firmware 1D: 0149, Router firmware ver.

2020-07-30 16:35:07

Auto backuped, a1 2020-07-30 162261

Router firmware ID: 0149, Router firmware ver...

020-07-30 16:26:17

d, a1 2020.07-30 162356

Router firmware 1D: 0149, Router firmware ver...

020-07-30 16:

Aulo backuped, a1 2020-07-30 16:22:40

Router firmware ID: 0149, Router firmware ver.
3 40

£} PREFERENCES

Backup for the AccessControl devides

20200801

Date

Author

Password

Export
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13.5.3 Removing the backup

Please follow the steps below to remove a backup from the current "Smart Access Point":

[11 On the backup screen, click the designated backup.

[2] Click " MZN ",

[3] Click "V" to confirm.

INFORMATION

The current project backup will be permanently deleted. Do you want to.
continue?

x 3v
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13.5.4 Exporting the backup

Please follow the steps below to export a backup from the current "Smart Access Point" to PC:
[1] On the backup screen, click the designated backup.

[2] Enter a recovery password according the password rule. The recovery password is used to
import the backup from PC.

[3] Click "Export" to export the backup to PC.
[4] Right click the backup file.

[5] Click "Show in folder".

[6] The backup is displayed in the folder.

[71 Rename the backup.

{} PREFERENGES

Preferences

Backup for the AccessControl devides - 20200801

System information > | Create new project backup +
0 o
Network settings > | Import project backup £ . EE
I Description
Localization > | Backup for the AccessControl devides - 20200801
Backup for the AccessControl devides 1. Creal... »
120-08-01 16343
Project backups >
Ao backuped, a1 2020-07-30 163547
Firmware updates > | Router firmware ID: 0148, Router firmware ver... >
2020-07-30 16:3548
MyBuildings Account »
120-07-30 16:35:07.
0148, Router firmware ver... >
Senvice >
Wi-Fi access point mode seftings > | 20-07-30 16:26:11
ware ID: 0149, Router firmware ver... >
2020.07-30 16:26:12
Third party authority > i it
sword
— o | Ao beckuped, at2020.07:30 16235
XN cevioss Router firmware 1D: 0148, Router firmware ver... > .
2020.07-30 1823 xpor
20200 5
Onvil IPC fist s e e e e mmmm - :
Auto backuped, al 2020-07-30 16:22:40. 1 1
T —— i > | Router frmware ID: 0149, Router fmware ver... > | I 1
pe | 2020.07-30 16:22:40 ]
Show i folder L -

E . Showsll X
| 4 | = | Downloads = X
B e e v °

2, T3 New item = ;| Open~ Select al
2 o B x _I New it 2 op B selectall
fleasyaccesss Edit Select none
Move Copy  Deete Rename  New ropertes =
© @ - folder e tistory £ invert selection
clipboard organize New Open Select
1 & > ThisPC > System (C) > Users > > Downloads v/ Search Downloads P
i Name Date modified Type Size
[] projectbackupibin 2020/8/1 1636 BIN File
= =
& -
(-]
1 & > ThisPC > System (C) > Users > > Downloads ~|O| | Search Downloads »
~ Date modified
] Backup for the AccessControl devides - 20200801.bin 2020781 163 BIN File
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13.5.5 Importing the backup

Please follow the steps below to import a backup from PC:

[1] On the backup screen, click " &

[2] Click "Upload backup", select the backup from your PC.

[3] Enter the recovery password. see chapter 13.5.4 “Exporting the backup® on page 321.

[4] Click " v".

[5] The backup is displayed in the list.

1} PREFERENGES

Preferences

System information >
Network settings >
Localization >
Project backups >
Firmware updates >
MyBuildings Account >
Service >
Wi-Fi access point mode seffings >
Third party authority >
Abnommal devices >
Onvif IPC list >
Misc settings >

O Note

You need to continue the "Resorting a backup" operation for the imported file to

Project backups

Create new project backup

Import project backup

Backup for the Ace 00801

exss Control devide:
Backup for the AccessControl devides 1. Creat..
020-08-01 16:34:3

Auto backuped, at 2020-07-30 16:35:4
0149, Router firmware ver.

Auto backuped, al 2020-07-30 16:23:5€
Router firmware 1D: 0149, Router firmware ver
Auto backuped, at 2021

Router firmware 1D: 0149, Router firmware ver
020-07-30 16:22:40

Impon project backup

Ci\fakepath\Backup for |

take effect. see chapter 13.5.2 “Restoring the backup® on page 319.
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13.6 Restoring to factory default

13.6.1 Restoring the AccessControl devices

You can reset the building If you want to reset all the AccessControl devices.

Attention!

You need to create a backup for the AccessControl devices before reset the
building. see chapter 13.5.1 “Creating the backup® on page 318.

You need to disconnect all the AccessControl devices before resetting the
building. see chapter 10.11 “Disconnecting the devices" on page 250.

Please follow the steps below:

[1] On the configuration screen, click "Preference" to access the corresponding screen.

M e = 3

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT DOOR ENTRY SYSTEM
CONNECTION

Design abuildingby ~ Configure the devices of  Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and the access confrol devices Creale user groups syslem devices, e.g.
rooms system e.g. Cylinder, indoor station, outdoor
repeater ... station

& iacky ) Dovice configuration ¥ Preferences
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[2] On the "Preference" screen, click "Service".

[3] Click “Restore default settings".

[4] Tick the check box "Reset the project planning to the factory settings".
[5] Tick the check box "I have stored ...".

[6] Click "V" to confirm.

DELETE PROJECT PLANNING

[ Reset the project planning to the factory settings 4
O Reset remote control
[ Delete user data and settings

Factory settings

5 [ 1 have stored a current backup on my computer and know that this action wil
delete the configuration.

x 6 v
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13.6.2 Accessing "Smart Access Point" remotely

1. Enable the "Remote access" function

Please follow the steps below:

[1] On the "Preference" screen, click "MyBuildings Account".
[2] Click "Connection".

[3] Tick the check box "Remote access".

¥ PREFERENCES

Preferences MyBuildings Account MyBuildings Account

System information > | Connection > | Please use your MyBuildings account information to register this device with MyBuildings. If you do not have
account yet, you can register here. For more information about MyBuildings, refer to the help.

Network seltings 2| License > | Atpresent, the remote function is temporarily in the trial operation phase
Localization >
Pair: ¥ Connect: v
Project backups > User name
Firmware updates > TR
MyBuildings Account > Friendly name
Senvice R uuD 8663b077-d518-4050-b766-8cdBea2ibab4
Remote access Enable
Wi-Fi access point mode settings >
Logout
Third party authority >
Abnormal devices >
Onvif IPC list >
Misc settings >
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2. Accessing "Smart Access Point" on the MyBuildings Portal
Please follow the steps below:

[1] On the home page of the MyBuildings Portal, click "My Home".
[2] Click "ABB-Welcome IP".

€ 5 C = eumybuildingsabbicom/en/dashboar

v @
onnRn @ Q
ADD : o ®Q
MyBuildings portal
| m ms of :
<« C @ eumybuildings.abb.com/en/myh * O :
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[3] Scroll down the screen and find your "Smart Access Point", click "Open".

<« X & buildi lients

Advice:

tem to conn

| activar

elcome App in your home Wi-Fi requires the

id app version

dings Portal ensures you a comfortable and safe Cloud solutio

rst device in MyBuildings Portal,

Devices Extensions

Jacky's Pro

available since: Aug 6, 2020
1D: 8663bd77-d5f8-4050-b766-8cd8e32fbab4
Software-Version: V5.21

Description: -

Contact | imprint | Tarms ofuse | Srivacy crovision

[4] If you cannot open the screen, click "Extensions".
[5] Find the "Remote Access and Notifications" item.
[6] Click "Subscribe" to purchase the service.

of the

in MyBuildings Portal, th:

Devices Extensions

Remote Access and Notifications

$2.49 per 30 days

read more

days

You already using

Product manual 2TMD041800D0088

r mobile

Remote Access and Notifications" extension in 0 of 30 possible mobil devices.

with point to poin

ote Access and Notifications" extension is

en while

Touch7in

P Touch 7 firmware

ption. No adjustments to your

1IN aUuSTTISnLS t your

mote Access and Notifications” extension is free of charge unti

you on the move

ations for information on missed door calls. So you always
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13.6.3 Restoring the "Remote control” function

"Smart Access Point" can be accessed remotely on the MyBuildings portal. see chapter 13.6.2
“Accessing "Smart Access Point" remotely“ on page 325.

If you want to restore the "Remote control" function, please follow the steps below:

[1] On the configuration screen, click "Preference" to access the corresponding screen.
[2] On the "Preference" screen, click "Service".

[3] Click “Restore default settings".

[4] Tick the check box "Reset remote control".
[5] Tick the check box "I have stored ...".
[6] Click "V" to confirm.

M e = 3

BUILDING STRUCTURE RF WIRELESS PLACE 4 LINK USER MANAGEMENT DOOR ENTRY SYSTEM
CONNECTION

Design abuildingby ~ Configure the devices of  Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and the access control devices Creale user groups syslem devices, e.g.
rooms system e.g. Cylinder, indoor station, outdoor
repealer ... slation
- facky () Dovice configuration 4 Preferances

3

DELETE PROJECT PLANNING

[ Reset the project planning to the factory settings
(¥ Reset remote control

[ Delete user data and settings
Factory seftings

=) | have stored a current backup on my computer and know that this action will
delete the configuration.

X 6v
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Appendix

13.6.4 Restoring all settings to the factory defaults

Please follow the steps below:

[1] On the configuration screen, click "Preference" to access the corresponding screen.
[2] On the "Preference" screen, click "Service".

[3] Click “Restore default settings".

[4] Click "Factory settings".

[5] All the check boxes are ticked automatically.

[6] Tick the check box "I have stored ...".

[7] Click "\" to confirm.

M e = 3 =

BUILDING STRUCTURE RF WIRELESS PLACE 4 LINK USER MANAGEMENT DOOR ENTRY SYSTEM
CONNECTION

Design abuildingby ~ Configure the devices of  Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and the access control devices Creale user groups syslem devices, e.g.
rooms system e.g. Cylinder, indoor station, outdoor
repealer ... slation
W jacky fem) Dovice configuration % Preferances

2
J

DELETE PROJECT PLANNING

__ [ Reset the project planning to the factory setings
) [ Resel remate control
Delete user data and settings

Factory setlings

ﬂ:‘ (4 | have stored a current backup on my computer and know that this action will
delete the configuration.

x /v
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13.7 Notification

Access the "Notification" screen

On the configuration screen, click o to access the "Notification" screen.

A maximum of 16,000 notifications are supported on "Smart Access Point".

=
v:@:% sos @ B MAIN MENU

M ee = g A &

RF WIRELESS PLACE + LINK USER MANAGEMENT ACTIONS TIME CONTROL
CONNECTION

BUILDING STRUCTURE DOOR ENTRY SYSTEM

Design a building by Configurate the devices Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and of the access control devices Create user groups system devices, e.g.
rooms system e.g. cylinders, indoor station, outdoor
repeaters ... station
- abb (=) Device configuration ¥ Preferences
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13.7.1 Notification

In the "Notification" view, all notifications that are defined and triggered under "Actions" are
documented in the Smart Access Point.

A notification is not always associated with an action by the administrator and is used for
information purposes only.

Please follow the steps below:

[1] On the "Notification" screen, click "Notification".

[2] Enter the key word.

[3] Press "Search", all results will be displayed on the screen, click a result to view the details
and click to remove this record.

[4] Press "Delete" to delete all the searching results.

[5] Click" ™ "to set the filter. Enter the start date and end date to filter the notifications by
date. Tick the check box "Today" to filter today's notifications.

[6] Click "OK" to confirm the filter.

[7] Click "Delete" to clear the filter.

tior

N Mo

32 Notification(0/0) > Search | Delete

[ Marm(o) > Filler v

® wogsiem > | s

End

[ Today

Cancel OK Delete

¥, Export
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13.7.2 Alarm record

In the "Alarm" view, alarms that occur in the system are documented in the Smart Access Point.

An alarm is always associated with an action by the administrator. e.g. battery change on the
cylinder is necessary.

Please follow the steps below:

[1] On the "Notification" screen, click "Alarm".

[2] Enter the key word.

[3] Press "Search", all results will be displayed on the screen, click a result to view the details
and click to remove this record.

[4] Press "Delete" to delete all the searching results.

[5] Click" ¥ "to set the filter. Enter the start date and end date to filter the notifications by
date. Tick the check box "Today" to filter today's notifications.

[6] Click "OK" to confirm the filter.

[7] Click "Delete" to clear the filter.

Notification Alarm
35 Nolification(0/0) > Search | Delete

LA Marm(o/0) > Filter v

© wogsiom > | s

End

[ Today
Alarm stale

All states v

Cancel OK Delete

¥, Export
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Alarm records about AC devices

On the "Preferences" — "Misc settings" screen, tick the checkbox "Alarm when cylinder goes

1 "
offline”.
After this setting, when the AC devices are offline, alarm records about AC devices will be
created.
Prefes Misc settings
Network settings > . § . .
Time synchronisation for door entry system devices
Localization > * Automatically Manually
Synchronize period(hour)
Project backups >
7
Firmware updales > s
MyBuildi A it > N . s
deEiry Door communication devices
Garice 5 [ Alarm when device goes offline
[4 Enable sound notification
Wi-Fi access point mode settings > [ Enable popup notification
Third party authority > 0
pe ’ Access control devices
Abnormal devices > [¥] Alarm when cylinder goes offine
Onvif IPC list > Apply
Misc settings > -
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13.7.3 Logs

In the "Log" view, non-critical actions that occur in the system are documented in the Smart
Access Point.

A log entry is not associated with an action by the administrator and is used for information

purposes only.

Please follow the steps below:

[1] On the "Notification" screen, click "Logs".

[2] Enter the key word.

[3] Press "Search", all results will be displayed on the screen, click a result to view the details

and click to remove this record.

[4] Press "Delete" to delete all the searching results.

[5] Click" ™ "to set the filter. Enter the start date and end date to filter the notifications by
date. Tick the check box "Today" to filter today's notifications.

[6] Click "OK" to confirm the filter.
[7] Click "Delete" to clear the filter.

NOTIFICATION

Notification

21 Nolification(0/0)
S Aamio/0)
® Logs(8/8)

¥, Expont

Logs

>

Search Delete

> Filler
> | Stan
[51]

End

[ Today

Message lype

All types v
Cancel OK Delete
Devica:Smart Access Point ( 105807A7F030734 ) 2021-06-25

jacky 's user info ( password ) has been changed by user

Device:Smart Access Point  105807A7F030734 )
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Appendix

13.7.4 Exporting the notifications

Please follow the steps below:

[1] On the "Notification" screen, click "Export".
[2] Click"v".

[3] Right click the exported file.

[4] Click "Show in folder".

[5] Rename the log file.

INFORMATION

A Do you want to export the data?

| 2 v

Sensor on Cylinder 1/Office mode triggered an action. ..
Device:Cylinder 1 ( 201717E000000F1 ) 2020.08.07
Buiding Bulding1 Floor-Floor1 Room Meeting room 1
Cylinder 1, end office mode.
Device:Cylinder 1 ( 201717E000000F1 ) 2020.08.07
Buiding Bulding Floor-Floor | Room Meeting room 1
Cylinder 1, start office mode.
- ‘ ice:Cylinder 1 ( 201 ) 20200806 «
e Buiding Bulding1 Floor-Floor1 Room: Mesting room 1
ca
M 15969635641 tar ; ~ Showall X
~
Name Date modified Type Size
N B SR 2020/8/6 10:25 BIN File 60 KB
ALY = E— 2020/8/6 10:04 BINFile 59 KB
EEN O NN CEEEes 2020/8/3 11:09 BIN File 59 KB
(NN I 2020/8/4 13:41 BIN File 63 KB
0 Backup for the AccessControl devides - 20200801.bin 2020/8/1 16:36 BIN File 66 KB
[1 Bakcup log - 20200809.tar :) 2020/8/9 16:59 TAR File 233 KB
EENIT CEC BN CENCE BN T EC 5§ E LR 2020/8/6 13:06 Compressed (zipp... 102,632 KB
= o mE 2020/8/5 11:38 Text Document 14,943 KB
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13.8 Message center

Accessing the "Message center" screen

On the configuration screen, click "

BUILDING STRUCTURE

Design a building by Configurate the devices

creating floors and of the access control
rooms system e.g. cylinders,
repeaters ...
= abb

Product manual 2TMD041800D0088

L

RF WIRELESS
CONNECTION

5

5

PLACE + LINK

Locating and linking
devices

MAIN MENU

@
.

USER MANAGEMENT

Add and edit users
Create user groups

A

ACTIONS

Create and edit actions

" to access the corresponding screen.

C

TIME CONTROL DOOR ENTRY SYSTEM

Create time control Configurate door entry
system devices, e.g
indoor station, outdoor
station

(=) Device configuration ¥ Preferences
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Appendix

13.8.1 Creating a message

On the "Message center" screen, click "+" to set a recipient, then enter the subject and the
message, click "\" to create and send the message.

COMPOSE NEW MESSAGE

Subject

Message

Please select device ’
B 3 al J/
E & building1 S/

= & Floor 1
Indoor Station 001-0101-01
O Indoor Station 001-0102-01
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13.8.2 Replying to a message

On the "Message center" screen, click "Inbox" to view the message received from the indoor
stations. You can click on a message and reply to it directly.

A maximum of 1000 messages is supported.

MESSAGECENTER

MessageCenter Inbox Test

Inbox > Search Indoor Station 001-0101-01
Test

Outbox > Filter v receive time: 2019-03-05 22:53

Indoor Station 001-0101-01 22:53 Hello!

Test

RE:Test

Hello}
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14  Notice

We reserve the right to at all times make technical changes as well as changes to the contents
of this document without prior notice.

The detailed specifications agreed to at the time of ordering apply to all orders. ABB accepts no
responsibility for possible errors or incompleteness in this document.

We reserve all rights to this document and the topics and illustrations contained therein. The
document and its contents, or excerpts thereof, must not be reproduced, transmitted or reused
by third parties without prior written consent by ABB.
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ABB Xiamen Smart Technology Co., Ltd.
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China
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