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AC500 V3 - HOW TO USE HTTP LIBRARY

Disclaimer

A. For customers domiciled outside Germany /
Flr Kunden mit Sitz auBerhalb Deutschlands
»Warranty, Liability:

The user shall be solely responsible for the use of this products described within this file. ABB
shall be under no warranty whatsoever. ABB's liability in connection with application of the
products or examples provided or the files included within this products, irrespective of the
legal ground, shall be excluded. The exclusion of liability shall not apply in the case of inten-
tion or gross negligence. The present declaration shall be governed by and construed in ac-
cordance with the laws of Switzerland under exclusion of its conflict of laws rules and of the
Vienna Convention on the International Sale of Goods (CISG)."

»Gewahrleistung und Haftung:

Der Nutzer ist allein fiir die Verwendung des in diesem Dokument beschriebenen Produkte
und beschriebenen Anwendungsbeispiele verantwortlich.

ABB unterliegt keiner Gewahrleistung. Die Haftung von ABB im Zusammenhang mit diesem
Anwendungsbeispiel oder den in dieser Datei enthaltenen Dateien - gleich aus welchem
Rechtsgrund - ist ausgeschlossen. Dieser Ausschluss gilt nicht im Falle von Vorsatz oder gro-
ber Fahrlassigkeit. Diese Erklarung unterliegt Schweizer Recht unter Ausschluss der Verwei-
sungsnormen und des UN-Kaufrechts (CISG)."

B. Nur fir Kunden mit Sitz in Deutschland
»Gewahrleistung und Haftung:

Die in diesem Dokument beschriebenen Anwendungsbeispiele oder enthaltenen Dateien be-
schreiben eine moégliche Anwendung der AC500 bzw. zeigen eine mogliche Einsatzart. Sie
stellen nur Beispiele fiir Programmierungen dar, sind aber keine fertigen Lésungen. Eine Ge-
wahr kann nicht dbernommen werden.

Der Nutzer ist fur die ordnungsgemaBe, insbesondere vollstandige und fehlerfreie Program-
mierung der Steuerungen selbst verantwortlich. Im Falle der teilweisen oder ganzen Uber-
nahme der Programmierbeispiele konnen gegen ABB keine Anspriiche geltend gemacht wer-
den.

Die Haftung von ABB, gleich aus welchem Rechtsgrund, im Zusammenhang mit den Anwen-
dungsbeispielen oder den in dieser Datei enthaltenen Beschreibung wird ausgeschlossen.
Der Haftungsausschluss gilt jedoch nicht in Fallen des Vorsatzes, der groben Fahrlassigkeit,
bei Anspriichen nach dem Produkthaftungsgesetz, im Falle der Verletzung des Lebens, des
Korpers oder der Gesundheit oder bei schuldhafter Verletzung einer wesentlichen Vertrags-
pflicht. Im Falle der Verletzung einer wesentlichen Vertragspflicht ist die Haftung jedoch auf
den vertragstypischen, vorhersehbaren Schaden begrenzt, soweit nicht zugleich ein anderer
der in Satz 2 dieses Unterabsatzes erwihnten Fille gegeben ist. Eine Anderung der Beweis-
last zum Nachteil des Nutzers ist hiermit nicht verbunden.

Es gilt materielles deutsches Recht unter Ausschluss des UN-Kaufrechts."
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2 Introduction

2.1 Scope of the document

This documentation is an addition to the application example AC500_V3_How to use HTTP
Library 2.0.0.x.project and gives an overview about the structure of the example, the configu-
ration of the PLC and some other additional hints.

The application example itself is used to demonstrate the usage of the AC500_Http library
version 2.0.0.7 and newer.

2.2 Compatibility

The application example explained in this document has been used with the below engineer-
ing system versions. They should also work with other versions, nevertheless some small ad-
aptations may be necessary, for future versions.

e AC500V3PLC
e Automation Builder 2.6.0 or newer
e AC500_Http library version 2.0.0.8 or newer

e AC500_Tcp library version 0.0.0.8 or newer
Note: This document does not explain the functionalities of the AC500_Http
library. To learn more about the library itself, please chick here.

2.3 Overview

AC500 V3/ AC500-eCo V3
Client

Switch

Qo000

((I))

Router

| - — y )

Engineering
Environment

Webserver on the
Internet
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AC500 V3 - HOW TO USE HTTP LIBRARY

3 Automation Builder Project

3.1 Preconditions

e To make use of the HTTPS functionality, the server certificate must be imported in
the Certification Store of Automation Builder (View > Security Screen)

Q@ SeaitySceen X

User @ || Information » | Information  Issued for Issued by Valid from Valid until
|| = (@ rPLc_acsoo_vs l = htpbinorg  AmazonRSA2046MDZ  0103.202301:00:00  20,11,2023 00:5%:59 (110 days)
Project

£ own Certificates

x
& Trusted Certificates o

Devices
H Untrusted Certificates =3

8 Quarantined Certificates
e

The application example uses https://httpbin.org as test server. The ac-
tual certificate of the server is attached to this application example.

e The PLC clock needs to be set to the actual time. This is required to evaluate the vali-
dation time of the Certificate. To set the PLC time via the tab Statistics, Automation
Builder needs to be logged in to the PLC.

[ pLC_ACS00_V3 X

Communication Settings

Date and time
PLC Settings Current PLC Date and time: SetPLC to PC Time
Version information [ Show PLCtime in UTC
Statistics
Overview resource usage
Files
Updated after Generate code: 2023-08-02 09:39:48
Log

PLC Shell
o s donloiatl o . B S ——

Users and Groups.

User program code and data

Warning: The displayed values are for information only and cannot be fulfilled altogether, the availzble resources are limited at the end by the maximal downloadable application size for each CPU

e If the serverisin the internet, the PLC needs to be connected to the internet as well
and the Standard Gateway needs to be set accordingly.
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3.2 IP Setting

The application example uses an URL with hostname address of the server. To use hostnames
as URL, the IP settings must be set to DHCP.

e For this, please open Automation Builder and click on Tools > IP Configuration

e Scan for your devices and select the ethernet port of your PLC which shall be used for
HTTP communication

e Enable DHCP mode for this port and write the configuration with “Send settings”

Scan Protocols

ABB Net config protocol ()

] Profinet Dynamic Configuration Protocal (DCF)
[] EthercaT

IP settings

Selected device PM5072-T-2ETH ETH1

SN=00000423

ID=0xDD
IP address | 192 . 168 . 4 . 72
Subnetmask | 255 . 255 . 240 . 0
Std. gateway | 192 . w8 . 0 . 1

|auto v

Link mode

Send settings

Blink Duration {s): ]

Note:
The network requires a router with DHCP server and access to a DNS

server.

e Make sure the second ethernet port is in another network range

= - 00-24-55-18-14-34 PM5072-T-2ETH ETH1 00000428 0x00 = 192.168.14.128 192.168.4.72
00-24-59-18-14... PM3072-T-ZETH ETHZ 00000428 0x00 - 10.100.16.96 10,100.16.96

If no router with DHCP server is available, the standard gateway should be set to access the
internet with the PLC:

Selected device PM5072-T-2ETH ETH1

SN-00000428

ID=0x00
IP address | 192 . 18 . 4 . 72
Subnetmask | 255 . 255 . 240 . O
Std.gateway || 192 . 18 . 0 . 1 |
Link mode |"!"'-'b:' bl |

To resolve the hostnames IP address the windows Command prompt can be used to ping the
server. The ping will reply with the servers IP address which then can be used inside the pro-
gram.
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3.3

AC500 V3 - HOW TO USE HTTP LIBRARY

EX Command Prompt - ping httphin.erg

Another possibility is to use the EthDNSResolve function block from the AC500_Ethernet li-
brary to resolve the hostname dynamically inside the IEC code.

Note:

EthDNSResolve is not part of the application example.

Library manager

To use the application example, the AC500_Http library version 2.0.0.7 and the AC500_Tcp li-
brary version 0.0.0.7 must be installed to your library repository.

i) Library Manager x

Add Library 3 Delete Library | =% Properties 72 Details | 5] Placeholders mLibrar)r Repository -Zﬁ}lcon Legend... 2] Summary...
Libraries used in application 'PLC_ACS00_V 3. Application’

MName
+-[B acso es 1 (ABE) C50 pes 1.2.6.1
+ Q £o00 Fibe =t .40 .a fARE) cph 1

=-|_ AC500_Http = Http, 2.0.0.8 (ABE) AC500_Hittp 2.0.0.8 [ ] l
1 ACS00_Async = Async, 1.2.3. 10 (AGE) ACS00_Async 172510

E2 ateMachine = StateMachine, 1.0.6.8 (ABE) ACE00_StateMachine 1.0.6.8
+-|_ ACS00_Tep = Tep, 0.0.0.8 (AER) ACS00_Tep 0.0.0.8 [i] l
+-[C) CmpCrypto = CmpCrypto, 3.5.17.0 (System) CmpCrypto 3.5.17.0

@ CmpErrors2 Interfaces, * (System) CmpErrors 3.5.19.0

|E) Sstandard = Standard, 3.5.18.0 (System)
— M .. ... e aaew - . N

Mamespace Effective Version

Standard 3.5.18.0

Contents of selected library 'Http, 2.0.0.8 (ABE)' Details about selected library element 'Overview'

=gl Hitg, 2.0.0.8 (A5E) | Documentation
%g history
D e oda Http Library Documentation

Note:

The libraries are not delivered within Automation Builder installation and
needs to be downloaded separately from our internal ABB library.
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3.4

34.1

IEC programming structure

For easy use of the application example the program has been divided into two parts — Basic
and Advanced:

=g ACHRD VI How fo use Hilp fbrary 2.0.0.x
=[] pLc_acs00_v3 (PMS072-T-2ETH)
=-E]l] PLE Logic
=1L} Application
## CMP_ERRORS (ENUM)
+-I_) 00_Basic
+-2) 01_Advanced
+ -1 02_Utility
+-12) Diagnosis
m Library Manager
+ @ Task Configuration
* Visualization Manager
Uil onBoard_IO (1201/8D0-T/2DC)
10_Bus
kS Interfaces
M oOrBoard RTC

The folder 02_Utility includes a simple function to convert and map the components error of
the AddErrNo output of the function blocks to readable text. The error list is available at the
library AC500_Http.CmpErrors.Errors.

Basic
As the folder already says, the 02_Basic part contains basic calls of the AC500_Http library.

Each HTTP request function block is coded in a separate PROGRAM in structure text (ST). Ad-
ditionally, HttpGet request with Basic and Digest authentication as well as the client certifi-
cate is provided in Function Block Diagram (FBD).

=) 00_Basic

Basic_CustomHeader (PRG)
Basic_HttpDelete (PRG)
Basic_HttpGet (PRG)
Basic_HttpGet_BasicAuth (PRG)
Basic_HttpGet_ClientCert (PRG)
Basic_HttpGet_DigestAuth (PRG)
Basic_HttpHead (PRG)
Basic_HttpPost (PRE)
Basic_HttpPut (PRG)
visuBasicHtipDelete
visuBasicHtipGet
visuBasicHttpHead
visuBasicHtipPost
visuBasicHtpPut

[ (B [ [ [ o [ [ [ [, [ ) s [ [
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3.4.2

AC500 V3 - HOW TO USE HTTP LIBRARY

The visualization of the Basic function block calls provides a simple overview where the re-
quest can be triggered by clicking on the SEND button and the response is seen accordingly.

AC500 V3 - How to use HTTP library 2.0.0.x
Simple Hitp Get request

SEND
hitps://hitpbin orgiget

Response: Content (Body):
HTTP/.1200 OK

Aug 2023 07:42°44 GMT
cationfjson

9

BUSY

‘ DONE ERROR

Access-Control-All redentials: true u'; “hitps://hitpbin.org/get”

Error ID:

NO_ERROR

Additional Error ID:

ERR_OK

The URL can be modified and the state of the function blocks is displayed on the right.

Advanced

The advanced part in the 01_Advanced folder contains one PROGRAM that includes all func-
tionalities of the HTTP Library combined in one:

=) 01_Advanced
= Advanced_Http (PRG)
ER CustomHeader
@; Delete
54 Get
E:\ Head
Eﬂ. Post
=3 Put
E’:‘ Reset
@ visuAdvancedHttpMain
@ visuResponseHeader
@ visuR.esponseHeader _TableView

3ADRO010259, 3, en_US 9



10

With the visualization visuAdvancedHttpMain, the functionalities can be tested.

Similar to the basic visualization, the URL can be modified and the request is send out by

clicking the buttons.

The following picture shows the additional features that can be used with that example.

AC500 V3 - How to use HTTP library 2.0.0.x
Expert use of library

= Select your request type
| GET | HEAD POST PUT DELETE  [e— |

[rﬂa //hitpbin.org/get ] [

SEND ‘ BUSY

Request to server:

‘ DONE ERROR

Error ID:

NO_ERROR

Additional Error ID:

Create a custom header &
check the outcome

ERR_OK
CREATE H ADD H DELETE H RESET ‘

Header name:

Header value:

Activate TLS for client ceriification

‘ None | Basic Digest

Response header: Response body

HTTPI1.1 200 OK.
Date: W Aug 2023 08:05:42 GMT
tion/json

ction: =1-64ca0e53-44265038230320862ef7dba2
Server. gunicorni19.9.0

A Conl igin: * origin™. “37.81.210.229
Access-Control-Allow-Credentials: frue

Username:

Password:

I

url” "hiip-/Mitpbin.org/get”

Use the buttons to display response
header in different ways

Enable TLS, Basic or Digest authentication
and enter your username and password

3ADRO010259, 3, en_US



ABB AG
Eppelheimer StraBe 82
69123 Heidelberg, Germany

Phone: +49 62217011444
Fax: +49 62 21 701 1382
E-Mail: plc.support@de.abb.com

www.abb.com/plc

We reserve the right to make technical
changes or modify the contents of this
document without prior notice. With re-
gard to purchase orders, the agreed par-
ticulars shall prevail. ABB AG does not ac-
cept any responsibility whatsoever for
potential errors or possible lack of infor-
mation in this document.

We reserve all rights in this document and
in the subject matter and illustrations con-
tained therein. Any reproduction, disclo-
sure to third parties or utilization of its
contents - in whole or in parts - is forbid-
den without prior written consent of ABB
AG.
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