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NOTICE

This document contains information about one or more ABB products and may include a description
of or a reference to one or more standards that may be generally relevant to the ABB products. The
presence of any such description of a standard or reference to a standard is not a representation that
all of the ABB products referenced in this document support all of the features of the described or
referenced standard. In order to determine the specific features supported by a particular ABB prod-
uct, the reader should consult the product specifications for the particular ABB product.

ABB may have one or more patents or pending patent applications protecting the intellectual prop-
erty in the ABB products described in this document.

The information in this document is subject to change without notice and should not be construed as
a commitment by ABB. ABB assumes no responsibility for any errors that may appear in this docu-
ment.

Products described or referenced in this document are designed to be connected and to communi-
cate information and data through network interfaces, which should be connected to a secure net-
work. It is the sole responsibility of the system/product owner to provide and continuously ensure a
secure connection between the product and the system network and/or any other networks that may
be connected.

The system/product owners must establish and maintain appropriate measures, including, but not
limited to, the installation of firewalls, application of authentication measures, encryption of data,
installation of antivirus programs, and so on, to protect these products, the network, its system, and
interfaces against security breaches, unauthorized access, interference, intrusion, leakage, and/or
theft of data or information.

ABB performs functionality testing on the products and updates that we release. However, sys-
tem/product owners are ultimately responsible for ensuring that any product updates or other major
system updates (to include but not limited to code changes, configuration file changes, third-party
software updates or patches, hardware change out, and so on) are compatible with the security
measures implemented. The system/ product owners must verify that the system and associated
products function as expected in the environment in which they are deployed.

In no event shall ABB be liable for direct, indirect, special, incidental or consequential damages of any
nature or kind arising from the use of this document, nor shall ABB be liable for incidental or conse-
quential damages arising from use of any software or hardware described in this document.

This document and parts thereof must not be reproduced or copied without written permission from
ABB, and the contents thereof must not be imparted to a third party nor used for any unauthorized
purpose.

The software or hardware described in this document is furnished under a license and may be used,
copied, or disclosed only in accordance with the terms of such license. This product meets the re-
quirements specified in EMC Directive 2014/30/EU and in Low Voltage Directive 2014/35/EU.



A. For customers domiciled outside Germany /
Fur Kunden mit Sitz auBerhalb Deutschlands
»Warranty, Liability:

The user shall be solely responsible for the use of this products described within this file. ABB shall be
under no warranty whatsoever. ABB's liability in connection with application of the products or exam-
ples provided or the files included within this products, irrespective of the legal ground, shall be ex-
cluded. The exclusion of liability shall not apply in the case of intention or gross negligence. The pre-
sent declaration shall be governed by and construed in accordance with the laws of Switzerland under
exclusion of its conflict of laws rules and of the Vienna Convention on the International Sale of Goods
(CISG)."

»Gewadhrleistung und Haftung:

Der Nutzer ist allein fir die Verwendung des in diesem Dokument beschriebenen Produkte und be-
schriebenen Anwendungsbeispiele verantwortlich.

ABB unterliegt keiner Gewahrleistung. Die Haftung von ABB im Zusammenhang mit diesem Anwen-
dungsbeispiel oder den in dieser Datei enthaltenen Dateien - gleich aus welchem Rechtsgrund - ist
ausgeschlossen. Dieser AusschluB gilt nicht im Falle von Vorsatz oder grober Fahrlassigkeit. Diese
Erklarung unterliegt Schweizer Recht unter AusschluB der Verweisungsnormen und des UN-Kaufrechts
(CISG)."

B. Nur fir Kunden mit Sitz in Deutschland
»Gewdhrleistung und Haftung:

Die in diesem dokument beschriebenen Anwendungsbeispiele oder enthaltenen Dateien beschreiben
eine mogliche Anwendung der AC500 bzw. zeigen eine mdgliche Einsatzart. Sie stellen nur Beispiele
fir Programmierungen dar, sind aber keine fertigen Losungen. Eine Gewahr kann nicht ibernommen
werden.

Der Nutzer ist flr die ordnungsgemaBe, insbesondere vollstandige und fehlerfreie Programmierung
der Steuerungen selbst verantwortlich. Im Falle der teilweisen oder ganzen Ubernahme der Program-
mierbeispiele kdnnen gegen ABB keine Anspriiche geltend gemacht werden.

Die Haftung von ABB, gleich aus welchem Rechtsgrund, im Zusammenhang mit den Anwendungsbei-
spielen oder den in dieser Datei enthaltenen Beschreibung wird ausgeschlossen. Der Haftungsaus-
schluB gilt jedoch nicht in Fallen des Vorsatzes, der groben Fahrlassigkeit, bei Anspriichen nach dem
Produkthaftungsgesetz, im Falle der Verletzung des Lebens, des Kérpers oder der Gesundheit oder
bei schuldhafter Verletzung einer wesentlichen Vertragspflicht. Im Falle der Verletzung einer wesentli-
chen Vertragspflicht ist die Haftung jedoch auf den vertragstypischen, vorhersehbaren Schaden be-
grenzt, soweit nicht zugleich ein anderer der in Satz 2 dieses Unterabsatzes erwahnten Falle gegeben
ist. Eine Anderung der Beweislast zum Nachteil des Nutzers ist hiermit nicht verbunden.

Es gilt materielles deutsches Recht unter AusschluB des UN-Kaufrechts."
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1.

INTRODUCTION

1.1 Scope of the document

1.2

This document describes the example for IEC 61850 Server 4.0.4 which comes with Automation
Builder 2.2.0.

This package allows the AC500 to act as an IED with IEC 61850 Server, Edition 1, providing the follow-
ing functionality:

e The IEC 61850 Server connects substation automation systems with PLC applications

e AC500 V3 CPU acts as an IED with IEC 61850 Server, Edition 1, allowing communication as
MMS Server and GOOSE Publisher and Subscriber

0S| Layer Model

e Automation Builder is used as IED configuration tool for modelling the IEC 61850 data struc-
tures and connecting them to the PLC applications

e Support of SCL — Substation Configuration Language to transfer detailed configuration infor-
mation between different IEDs

This document describes the examples which are part of Automation Builder. The engineering pro-
cess with Automation Builder and 3™ party IED configuration tools is explained in order to setup the
communication with MMS and GOOSE.

Overview of the Content

Chapter 2 describes the required hardware and software including the necessary connections for set-
ting up the examples.

Chapter 3 contains the first example A where AC500 is configured as a simple MMS server which can
be accessed by any IEC 61850 MMS client, for example IEC Scout from Omicron.

In chapter 4 (Example B) two AC500 are configured as GOOSE Publisher and GOOSE Subscriber in
order to exchange data in both directions.

Chapter 5 describes Example C, where AC500 is controlling an IED from ABB, REF615, via GOOSE. A
Switch command is sent from AC500 to REF615. The resulting status of the Circuit breaker is re-
ported back from REF615 to AC500.

3ADR010262, 1, en_US



INTRODUCTION

Example A bl MMS Reporting o IEDScout 4.20
Publish Subscribe
Example B
GOOSE GOOSE
Publish Subscribe
Example C l
GOOSE GOOSE
Subscribe Publish

1.3 Safety Instructions and Preconditions
The user has to read the following instructions and documents before using the libraries:

. All pertinent state, regional, and local safety regulations must be observed when installing and
using this product. When functions or devices are used for applications with technical safety
requirements, the relevant instructions must be followed.

. Read the complete safety instructions of the user's manuals for the devices you are using, be-
fore installation and commissioning.

. Read all safety instructions of the AC500 PLC. See System description AC500 in the online help
in Automation Builder

. Read the user Information of the devices and functions you are using, see online help in Automa-
tion Builder.

The IEC61850 Library package has been released for the software and firmware versions listed in the
Readme file of the package only.

In no event will ABB or its representatives be liable for loss of data, profits, revenue or consequential,
incidental or other damage that may result from the use of other versions of product, software or
firmware versions. The error-free operation of the High Availability Modbus TCP Library with other
devices, software or firmware versions should be possible but cannot be guaranteed and may need
adaptations e.g. of example programs.

The user must follow all applicable safety instructions and the guidelines mentioned in the user doc-
uments of the ABB products.

Read the complete safety instructions for the AC500 before installation and commissioning.

CAUTION!

Generally, the user in all applications is fully and alone responsible for checking all functions
carefully, especially for safe and reliable operation.

Note: The Function Blocks contained in the library can only be executed in RUN mode of the PLC,

but not in simulation mode.

3ADR010262, 1, en_US 3



2. OVERVIEW
The IEC 61850 Server is part of Automation Builder 2.1.1 and higher.

2.1 Installation
The IEC61850 Server package can be installed as an option.

General configuration of IEC61850 is described in the online help in the Add-ons area:

[7] online Help

Back 2] = | @¥contents | )Index ‘&, Search | €

R Automation Builder
=-\[Q Add-ons
=-\[J] IEC 61850 Server
----- [£] IEC 61850 Server
----- [£] Quickstart
- @ Editor of the IEC 61850 Server
----- @ Reading and Writing from CODESYS Variables
Eﬂ--@ Menu Command sorted by Categories
----- @ Logical Mame Classes (LMC)

----- [£] IEC 61850 Functionalities

This document provides additional AC500 specific details and examples.

2.2 Hardware and Software requirement
The following table gives an overview of required hardware and software for the different examples.

In the columns A, B and C the required number of items for examples A, B and C is listed,
“man” stands for mandatory, “opt” for optionally.

Hardware Details A B (ol

PM56xx, FW 3.2.0 or higher, with IEC61850

AC500 V3 CPU . .
runtime license

Ethernet Switch 1 1

REF615 REF from ABB
IED for bay control or Demo Case (DSF615BJ2G) including REF615 1
plus simulation of a switchgear bay

Software on PC Details

Automation Builder V2.2.0 or higher man | man | man
IEC 61850 MMS client Omicron, IED Scout 4.2.0 or other client man

Ethernet sniffer Wireshark V2.4.2 or higher opt

PCM600 Version 2.8 including:

. . Connectivity Packages Version
IED engineering tool man
Generic IECE1850 |ED Connectivity Package 25

|IED Connectivity Package REFE15 816

2.3 Limitations
e Edition1only
e Only MMS server, no MMS client. Workaround is to use GOOSE like in example C.

4 3ADR010262, 1, en_US



Overview

e The functionality behind the Logical Nodes need to be implemented by 61131 code
e Maximum of 5 Client connections per Server

e Maximum of 50 entries per Dataset

e Maximum of 20 DataSets and one Report per DataSet (PUA-167)

e Operation

o Speed: Max 3000 Byte per cycle. Example: With an IEC61850-cycle time of 2ms it takes at
least 10 ms to send 5 reports a 3000 Bytes

e Engineering

o Not possible to have 2 or more IEC61850 server in one AB project. Workaround: Create 2
or more projects (PUA-172)

o Only one Logical Node per IEC61850 Server

o When data objects are inserted the first one has no suffix, e.g. "Ind" instead of "Ind0"
(PUA-1T71)

3ADR010262, 1, en_US 5



3. EXAMPLE A: AC500 AS MMS SERVER

3.1 Basic configuration

Goal of this example is to configure the AC500 as IEC 61850 MMS Server, providing the mandatory
Logical nodes and some optional ones in order to publish data from IEC61131 application which can
be read by any IEC 61850 MMS client.

Physical connections: Ethernet connection between AC500 (V3) and the PC with Automation Builder
and MMS test client, e.g. IED Scout from Omicron.

AC500

Client

e MMS Reporting

192.168.84.200

PC

IEDScout 4.20

192.168.84.100

The engineering steps are according to the Quickstart in the online help:
Quickstart

IEC 61850 Server > Quickstart

Quickstart

A Step 1: Create a new project and insert the IEC 61850 Server

A Step 2: Add the Logical Device to the server

A Step 3: Add another LNC instance to the Logical Device

A Step 4: Expand the “XCER”LNC instance with the optional ‘MaxOpCap” CDC instance

A Step 5: Link an attribute (DA) of the IEC 61850 Server with a CODESYS variable

A Step 6: Create a dataset

A Step 7: Create a Report

A Step 8: Generate code and load the application to the PLC

A Step 9: Connecting with an IEC 618560 Client

Here, a project with an IEC 61850 Server is created as an example. After the configuration of the Server, a dataset is created and
assigned to a Report. Subsequently the code is generated for the IEC 61850 Server and the project is loaded to the PLC. On the PLC
the project can be connected with an d IEC 61850 client.

This chapter adds some details and screenshots for this specific example

1.

Create a new project and insert the IEC 61850 Server
Create a new project with AC500 V3 PM5650

Connect to PLC and check if CPU firmware is 3.2.0 or higher.

Add IEC 61850 Server node below ETH1
Enter Server name = AC500_1
Enter IP address of the PLC =192.168.84.200

3ADR010262, 1, en_US



EXAMPLE A: AC500 AS MMS SERVER

TEC61850_ExampleA.project™ - Automation Builder 2.1 - Premium

Fle Edit Vew Project Buld Onine Debug Took Window Help IEC61850

RS [ =N |
Devices ~ 3 % P-Configuraton | (%] PLC_ACS00_V3 ' & IEC_61850_Server X |
= ) IEC61850 Exampled -
=T PLC_ACS00_3 (PMS650-2ETH) Configuration {8 LogicalDevice - [& Acs00_1
= &0 PLc Logic
=€} Application —— >
i) Liorary Manager
PLC_PRG (PRG) Report <
= (&4 Task Configuration
By
& Ta GOOSE Publisher
&) ric_pra
3 10_Bus (1/0-8us)
= By interfaces Gnterfaces) GOOSE Subscriber
= com_1(com 1) —
B4 CAA_SeriaiCom (CAA SerialCom) nrormation
L CAN (<Empty>) _

= £ Ethernet (Ethernet) o Properties:

=@ ETHL (P settings) o Server Name: |AC500_1
(T Netconfig etConfig) IP | Subnetmask | Gateway: 192,168.84.200 [255.255.255.0 0.0.0.0
| [EC_61850_Server (IEC 61850 Server) —

Max, dlient count: f]

= em2 (P settings) Joned

[ Netconfig_1 (NetConfig) izl j0.0.0.0
@ Protocols (Client Protacals) Allovied 1Ps:
=B Extenson_Bus (Extension Bus) Time synchronisation: E5) = [o
K siot 1 (<Empty>) Task Prio | Interval: 3 5 [imel =l
K siot 2 (<Empty>) TCP KeepAlive[sec s

2. Add the Logical Device to the server

Logical Device
LLND

-4 LPHD1

3. Add another LNC instance to the Logical Device
4. Expand the “XCBR” LNC instance with the optional “MaxOpCap” CDC instance

5. Link an attribute (DA) of the IEC 61850 Server with a CODESYS variable
ACRD0_1
EE LogicalDevice

- (18] CBOpCap

é@ MaxOpCap

(L) (STIINT32) stval
(oL (5T Quality) 9

Properties:

Maonitoring Var | Initvalue: I\.l'ar_st\.l'al| I

Autom. declare: 7

Trigger option: " None f* Dchg ¢ Qchg £ Dupd
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Create a dataset
IP-Configuration =) PLC_Acs00_v3 V|5 IEC_61850_Server X |

Configuration ACS500_1

- E LogicalDevice Datasets:
DataSet LLND
Report LPHD1
XCER1
GOOSE Publisher B co

!
= ST
GOOSE Subscriber S B New Delete Name: IDaIBSet_U

ﬂm Health
3@ Loc < |

&
5
A
- -] opcnt
£
&
&
A

Information | 0 [F-geEeh ) 7| LogicalDevice/%CBR.1.5T. MaxOpCap

3@ Pos

jm BlkOpn

- (18] Blkcls

3% CBOpCap ﬂ
[3...@ MaxOpCap {Var_stval} ﬂ
E]...a CF

m- @ oc

Create a Report

4 IEC61850_ExampleA.project” - Automation Buikder 2.1 - Premium

Fle Edit View Project Buld Onlne Debug Tools Window Help [EC61850

B E S 8 8% | B ) [T I |08 |
Devices > 0 X PG i [l PLc_acsoo_vs ) IEC_61850_Server x|
=5 IEC51850_ExampleA -
= [ PLC_ACS00_¥3 (PMS650-2ETH) Configuration General options
= Bl]acmgwcr Buffersize:  [5000 Name: = send Config Revision: 2
= 7 Application DataSet .
) Library Manager Reports: Description: Send Data Reference: ~
PLC_PRG [PRG) Report Integrity Period [ms]: [ Send DataSet name: ¥
= &4 Task Configuration
- @Eskpm . 005t Fubleher Buffered: r Send Reason for Indlusion: =
= -~ Buffer Time [ms]: 100 Send Sequence number: =2
10_pus (1/0-Bus) GOOSE Subscriber
= [y Interfaces (Interfaces) Config Revision: L Send Time Stamp: =
= 53 coM_1(coM 1)
- Dataset: ; - :
B cas_sermlcom (ca sercon) Information LLND.Dateset 0 Buffered spedific options
K CAN (<Empty>) . Send Entry ID: -
=E5 Ethernet (Ethernet) To— Send Buffer overflow: o]
=@ ETH1 (P Settings) T
[ netconfia (NetConfic) New Delete Trigger Options
% [EC_61850_Server (IEC 61850 Server) e
S =Tz (P setings) Data Change:
[ NetConfig_1 (NetConfig) Data Update: 2
@ Protocols (Client Protocols)
= B Extenson_Bus (Extension Bus) Quality Change: ¥
E St 1 {<Empty>)
; [
K Sot2 (<Empty>) Integrity

Generate code, compile, download, RUN

«#: TEC61850_ExampleA_project* - Automation Builder 2.1 - Premium

File Edit ¥ew Project Build Online Debug Tools Window Help | IEC§4350

B EHI & [ gd 25| 4% %% &0 | {#  Generate code
Import Server...
PCof  DPertSever.. eoog ys | [F IEC 61850 Server ) jgh IEC61850_Generated GVL X |
=i 55350_5’5\”%0*-‘14 hd 1 Options... 38 =)
=-[E) PLC_AC500_V3 {PM5650-2ETH) 2 (= TECETFSU CORTIgurator v V2.0.0 - 2013-10-14 *)
=& PLE Logic 5
=} Application = 4| VAR GLOBAL

=) IEC61850 Generated POUs

5 gfbIEC&1850_LogicalDevice: IEC&1850_LogicalDeviceFB;
+-13) Logical Nades

& Var_stVal : tyTECA1R50_AT THT32:
+-2) Tools 7 END VAR
@ [EC61350_Generated_GVL - -

+ [EC61850_LogicalDeviceFE (FB)
[EC61350_ServerPRG (PRG)
m Library Manager
PLC_PRG (PRG)
= @ Task Configuration
=-¢¥ [ECE1350Task1

Connecting with an IEC 61850 Client

This example describes the configuration of the IEDScout from Omicron as MMS client. Of
course other IEC 61850 MMS clients can be used in a similar way.

Open the IEDScout and Discover IED by entering the IP address of the AC500: 192.168.84.200.

The DataModel of the IED is read automatically and shown in the left part of the window.
The DataSet LLNO.DataSet_0 contains the XCBR1.MaxOpCap which can be forced in the Auto-

3ADR010262, 1, en_US



EXAMPLE A: AC500 AS MMS SERVER

mation Builder, for example to value 55. The same value is shown in the IEC Scout after press-
ing the button “Read” or “Read all”.

EC61850_ ExampleA.project® - Automation Bi

File Edit Wiew Project Buld Online Debug Tools Window Help [EC61850

BEeHIS] [ =R R - ml=
@ IEC61B50_Generated_GVL X
=[5 IEC61850_Exampled -
= PLC_ACS00_V3 [connected] (PM5650-2ETH)
=&l pLC Logic Expression Type Prepared value
= b Application [run] + @ ofbIEC61850_LogicalDevice IEC61850_LogicalDeviceFB
= () IEC61850 Generated POUs @ var_stval DINT 55
£ Logical Modes
+-12) Tools
& [EC51850_Generated _GVL @), IEDScout licensed to ABB Stortz-Kontakt GmbH

3 IEC61850_LogicalDeviceFB (FB)
[EC61850_ServerPRG (PRG)
m Library Manager
PLC_PRE (PRG)
= @ Task Configuration
= i IEC61850Task1
{H) [EC61850_ServerCom
& IECE1850_ServerPRG
) [EC61850_SyncClockOnRTC
=58 Task
& PLC_PRG
= 10_Bus (1j0-Bus)
= % Interfaces (Interfaces)

Erowser Simulator Sniffer

HWTEFO \Eu@o@o o

Save Discover Close Online IED Simulate Read  Read
SCL SCL IED IED properties all ir

Application

B3 LiNO.DataSet 0

B« Acsoo1 Name Value

=3 coM_t (com 1) » [ XCBRLMaxOpCap ! 55
BT cAA_SerialCom (CAA SerialCom) IP address: 192.168.84.200
£ CAN (<Empty>) -
=35 Ethernet (Ethernet) GOOSE

=3 ETH1{IP Settings)
ﬂj NetConfig (MetConfig)

Setting Groups
|| [EC_51850_Server (IEC 61850 Server,

Files
=43 ETH2 (IP Settings) -
[ NetConfig_1 (NetConfig) 4 DataSets
ﬂ Protocols (Client Protocols) 4 LD LogicalDevice

=. E Extension_Bus {Extension Bus) DS LLNO.DataSet 0
L slot 1(<Empty>) 4 Data Model

K siot 2 (<Empty>) 4 LD LogicalDevice

LN LLNO
LN LPHD1
LN XCBR1

For an automatic update of the values the report can be enabled. Afterwards the AC500 ac-
tively sends a report when the value has changed, e.g. from 55 to 66:

:IEC61850_FxampleA.project” - Automation Builder 2.1 - Pre

file Edt View Project Buld Onine Debug Tools Window Help IEC61850

BEEI&| I =N = R !l

IP-Configuration [ PLC_ACS00_v3 [l IEC_61850_Server @ IEC61850_Generated_GVL X

() IECE 1850 Exampled

- ) FCTACEOENER T ez PLC_AC500_V3.Application.IEC61850_Generated_GVL
=&l pLC Logic Expression Type Value Prepared value Address Comment
- ) Application [run] + @ afbIECs1850_LogicalDevice [EC61850_LogicalDeviceFB
= |2 [EC81850 Generated POUS i var_stval DINT 66
* (2 Logical Nodes
# - Tools
@ 1EC51850_Generated GV 3, IEDScout licensed to ABB Stortz-Kontakt GmbH
#-[2] 1EC61850_LogicalDeviceF8 (FB)

1EC61850_ServerPRG (PRG) File | Browser [EESITECTRENET 28
i) Lbrary Manager

\T » () By .
DO U D
PLC_PRG (PRG) i - B EO \ R EO r& wg W ,/ D@ .-/ 5 ((U)) Lo E‘O E’E
= (8 Task confiuaton Open Save Discover Clost |  Opline 1ED Smulate | Read Read Write Clear sble Gl Add
= IEC61850Task1 SCL st 1D ID properties all indications E\% DataSet
5] [EC61850_ServerCom AprHication s
48] [EC61850_ServerPRG
] 1EC61850_SyncClockOrRTC el
= g8 Task IEDs Enables the selected Report or
) pic pre | L] RC5_101 || Goose,

[ 10_Bus (1jo6us)
=g Interfaces (Interfaces)
=43 53 com_1(com 1)

B+ acso0t 4 Control Block attributes
Enabled

2 Reserved
1P address: 192 :
B CAA_SerialCom (CAA SerialCom) S e Vearmir e 1LogicalDevice/LLNOSRPSRCE_101
K CAN (<Empty>) — Repart ID
= 3 Ethemet [Ethernet) GOOSE o 1L IDevice/LLNO$ DataSet_0
2528 v i) 4 Reports Dataset reference ogicalDevice, ataset 0

DataChange, QualityChange, DataUpdate,

NetConfig (NetCanfi
(£ MetConfig (NetConfig) Integrity, Generallnterrogation

4 LD LogicalDevice Trigger options
o) 1EC_81850_Server (IEC 61850 Server

= ETHz (P Settings) 4 LN LINO Buﬂ‘erﬂm!-(ms] ) 100
[ MetConfig_t1 (NetConfig) R RCB_101 Configuration revision 1
@ Protocols (Client Protacals) R RCB_102 . Integrity period (ms) 0 ‘ ‘
= 3B Extension_Bus (Extension Bus) Setting Groups [ Owner not present Use 'drag and drop’ to m¢

K Slot 1 (<Empty>)

Files | » Information received in last Report
K Slot 2 (<Empty>)

4 DataSets 4 Data
4 LD LogicalDevica Name Value
DS LLNO.DataSet 0 » [ XCBR1LMaxOpCap ~ 5r! 66
4 Data Model

4 LD LogicalDevice
LN LINO
LN LPHD1
LN XCBR1
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3.2 Timesync

If an SNTP Server (e.g. Meinberg clock) is available in the network the AC500 can be config-
ured as SNTP client in order to receive and provide the correct time information in the MMS
and GOOSE reports.

Therefore an SNTP client node must be added and configured (SNTP Server is 192.168.84.250
in this example)

Ab& [EC61850_E: leA.project - A ion Builder
File Edit View Project Buid Online Debug Tools Window Help IEC61850
BHd & K. = |
Devices -3 X =i SNTP_Client x
= 5] IFC51850 ExampieA [~]
= PLC_ACS00_Y3 (PM5650-2ETH - TBS620-2ETH) Server 1
Es El] PLC Logic
10_Bus @ raddress 192 . 168 . 84 . [
T ‘G Interfaces 0 Minimum polling rate (= 64 5) [
+-£J com_1(com 1)
K CAN (<Empty>) 9 Maximum palling rate (= 1024 s) 10
= a Ethernet
=@ ETHI (P Settings) Server 2
m MetConfig (MetConfig) 0 Enable &
E IEC_61850_Server (IEC 61850 Server)
+ g ETH2 (IP Settings) Q IP address 0o .0 .0 . 0
= @ Protocols (Client Protocols) Q Minimum polling rate (= 64 5) 5
=f SNTP_Client (SNTP Client)
0 Maximum palling rate (= 1024 s) 10

* ‘ﬂ Extension_Bus

All parameter of SNPT client are described in the online help > search for SNTP Client Config-
uration.

With the program “prgSNTP” the SNTP Server is scanned every 30 seconds and the resulting
quality bit is written to a pointer to the internal variable xClockNotSynchronized of
IEC61850_SyncClockOnRTC

e Instep O the pointer is defined
e Instep 2 the status of SNTP is checked and updated

e Instep1atimer waits for 30 seconds until it goes back to step 2

If the SNTP time is working correctly the “ClockNotSynchronized” is False

488 [ECE1350_Exampled project” - Automation Builder = e ==
Ble Edt Vew Project Bukd Ouine Debug ook MWindow Heb [EC61850 k4
HFE S - L] &0 & @ [

Devices SRR mi P et @ [ECAIN0 Genmsied GU (5] proSNTP x
=9 ‘fii‘;*‘:fm‘:‘!w“m“m; PLE_AC500_V3Appication prashTP
= 8 PCtope Expression
~ O Apphcation [run] & foPmsinfoL

# & foupdme
& it

# L) [ECK1850 Generated POUS.
(D ey Manager
5] L pms ()

(2] [prastire (RG)
= @ Tosk Configuraton
= ¢ IECe1850Tasks
) Ecs19s0_servercom
&) IEC6 1850 ServertG
) EC61850_SymeockOraTd | =

ogicalevice
44 UNo

Integrity periag
Owner

+ Information received in last Report
4 Data
Name Value

= (2 XCBRLMaxOplap LN ]
[ sevat BN &
[ +Mq 15T 5 _good
f=: 15T B! 09.102018 16:36:07.340
LespSecandsknawn B e
ClockFadure B false
[ciockNotsynchronized B fise |
——————— e TimeAccuracy B 10me-T0

als), 10 message(s
astbuld: © 0 @0  Precompie: o T | RUN Pragram loaded Proaram modified (Online change)
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If the SNTP Server f

272_Win7_Enterprise_64_Bit [wird ausgefih

Dotes_Maschne Ansege Ergsbe Geate _Hife

EXAMPLE A: AC500 AS MMS SERVER

rt]

ails or connection is broken the “ClockNotSynchronized” is True:

50 IECEI850. Exampled. project” - Autemation Buider

B Edt Vow fromct Bid Orine Debg Todks
HEW a8 L] 4% % R
Dewces - x

ndow
LR T

m sraent |

1EC61850_Generated GV,

5] prosere

" rma— T
= 1 [T PLC_ACS00_V3 (PMS850-2ETH - TBS620-2ET

= B cLooc Expression Type Value Prepared value Address Comment
- £ Application [run] | * " Sewcenfaz SntpSeurcelnfoData dingnosis dataaf thes..cce 2 polled by the 5.
= 1) IECK1850 Generated POUS. @ ebuecitate SNTPFEEXECUTION...  Statelnit
* 12 Logeal Modes. 5 @ Sourcelnfolatalocal ARRAY [1..2] OF &n...
2 Tods SHTPAgwClobGets.

(051850 Generated G ]
# [5) IECH 1850 LogeaDeicer FE)|| =
5] 1Eca1850_Serverpis PRG)
9 wiorary manager
[8) pcprs pre)
) argsrae e
= 188 Tosk Confiquraten
= @ [ECH1850Task1
) 1ECs1850_ServerCom
] EC61850 ServerRE
&) 1£C818% 5 ymeCiockonAT]

= iy it
* 0 com_1icom
€ can(<enpty>)
# S Ethernet
4+ R Extenson Bus

3ADR010262, 1, en_US

ADR(TECE1850_SyneClockOnRTC,

Browsar

BB WNEB OB we o0 S0

Save Discover Cose Simuaste | Read R Wrte
. E  ED an

Smustor  Sniffer

ckfiorSynchront reSEIEN

()

L
w0 co | &
sropenies racatons o

A re101
4+ Control Block attributes
Enatied

Reserves

‘Control Bock reference
Report 10

Datatet reference
Trigger ogtions

Buffer tme fms)
Configuration revision 1
Integety pesied (ms)
owner

true
e

ACS00 LogieniDevice/LLNOSABSACE 101
m

Device/LLNOSDataSet 0
. QualityChange, Datalipdate, Integriy, Generalnterragation

ot present
b Information received in last Report
4 Daw

Ve

o7

[N

15T 8! good

15T B! 09102018 150512700
LeapSecondsKnown B false
ClockFailure B false
(ClockNotsynchronized B e
TimeAccuracy. B 10ms-T0
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4. EXAMPLE B: TWO AC500 COMMUNICATING VIA GOOSE

Goal of this example is setup a GOOSE communication between 2 AC500 PLCs.
AC500_B1 sends a “Ping” signal as GOOSE publisher. AC500_B2 receives this signal as GOOSE sub-
scriber. The answer “Pong” is sent from AC500_B2 to AC500_B1 in the same way.

AC500_B1 AC500_B2

GOOSE
Publish
I

GOOSE
Subscribe

GOOSE
Subscribe
[

GOOSE
Publish

192.168.84.201 192.168.84.202

Physical connections: Switch between AC500_B1 and AC500B2 and the PC with Automation Builder
and optionally Wireshark for monitoring the Ethernet traffic.

The following sub-chapter show all single engineering steps.
The alternative is to use the existing example projects. In this case the IP addresses and MAC ad-
dresses have to be adapted according to the hardware setup.

4.1 Set up GOOSE communication

The engineering is done in two Automation Builder projects, one for each AC500. The exchange of
engineering information is done with .icd files according to SCL = Substation Configuration Lan-

guage:
-—"'"‘-i—
€@ AcsooBLicd - @
Automation Automation
Builder Builder
IEC61850 IEC61850
_ExampleBl _ExampleB2
-——""FF‘—
o " AC500_B2.icd o

The configuration is done in 4 steps:
1. GOOSE publisher of AC500_B1, export of AC500_Bl.icd
2. GOOSE subscriber of AC500_B2 by importing AC500_BLl.icd
3. GOOSE publisher of AC500_B2, export of AC500_B2.icd
4. GOOSE subscriber of AC500_B1 by importing AC500_B2.icd

The details are explained in the following:

1. GOOSE publisher of AC500_B1

12 3ADR010262, 1, en_US



EXAMPLE B: TWO AC500 COMMUNICATING VIA GOOSE

a. Create project AC500_Bl1, insert AC500 V3, insert IEC61850 Server “AC500_B1” with IP
address 192.168.84.201, connect to the PLC AC500_B1

b. Add Logical Node “GGIO1” and DataAttribute “IntIn” which is connected to 61131-vari-

“ t2
able “Counter”:

e Edit Vew Project uid Onine Debug Took Widow Hep [EC61550

e~ = |44 0% | B [T [ | O I
_ TP Configuration | [7] PLC ACSI0V |5 TEC_61850_Server x|
=) JEC61850_ExampleS hd
= [ PLC_ACS00_Y3 (PMS650-2ETH) Configuration 3] LogicalDevice =]
= PLCLogc > E=1-{8Y) LogicalDevice
=1} Application Dataset
+ () 1EC61850 Generated POUS LLNO
i Librery Manager Report < A0 LPHD1
PLC_PRG (PRG) 5 GaI01
3 - ;;:“:"9“’““ G00SE Publisher ool
_Bus (1f0-Bus :
= Beh
GOOSE Subscriber - e
o e -
BAT) CAA_ SerialCom (GAA SerialCom)
NamPit
£ Can (cEmpiy) Information : L) Nam
= #% etheret [Ethemer) L — -G ntn {Counter)
=@ Emiigesetings B L) 5TIINT) stval {Courter}
(i NetConfig (NetConfig) T o () (ST Qualty) o

+#| EC_61850_Server (IEC 61850 Server)
= EmH2 (P settings)
(@ NetConfig_1 (NetConfig)
@ Protocdls (Client Protocols)
=B extension_Bus (Extension Bus)
£ ot 1(<Ematy>)
K Sot2 (<Empty>)

©- (&L 6T Tmestamp) ¢

Properties:
Server Name: [acso0_BL

1P| Subnetmask | Gateway: 152.163.84.201 [2s5.255.255.0 Jo0.00

Max. client count: P

Allowed IPs: pooo  pooo

Allowed IPs:

Time synchronisation: [srre Bl P

Task Prio | Interval: |15 |2u |[ms] =l
TCP Keepalivelsec] 3

c. Create a dataset “Ping” and insert the GGIO1.ST_IntIn.stVal

IP-Configuration ] PLc_acsoo_v3 M| TEC_61850_Server X |

Configuration =] l ACS500_B1

Dataset Elm LogicalDevice DataSets:

o
Report LPHD1

=111 cetot

GOOSE Publisher

New | Delete Name: IPing

>
LogicalDevice /GEI0 1.5T. IntIn.stVal
____7_____7_____7 <

d. Create a GOOSE Control Block “GCB_Ping”, choose the Dataset “Ping” and select the
Source MAC address of ETH1:

IP-Configuration |7 PLC_ACS00_Y3 '[o% IEC_61850_Server X |

GOOSE Subscriber

Information

General

Name: IGCB_Ping MAC: 01-0C-C0-01-00-00
DataSet
Description:

Repart

Configuration

GOOSEID: GoCBRef
GOOSE Publisher DataSet: LLND.Ping |
GOOSE Subseriber

Publisher

Information

Needs Commissioning:
New Delete s
B DataSet Config Revision: [1

Max. Time [ms]: 4000 name ETH1

Min. Time [ms]: 500
description:

DataSet: LLNO.Ping'

- LogicalDevice/GGIO 1.5T. IntIn.stVal

e. Generate Code

IECo1a30

f  Generate code NJ|
L
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Export configuration as AC500_B1.icd

IEC&1850

. Generate code

Imiport Server...

;| Export Server...

1 Nintinnz

T T 17

2. GOOSE subscriber of AC500_B2

a.

b.

Create project AC500_B2, insert IEC61850 Server “AC500_B2” with IP address
192.168.84.202, connect to PLC AC500_B2

< 1K61850_ExampleB2.project* - Automation Builder 2.1 - Premium

Fie Edit Vew Project Buld Onine Debug Toos Window Help [FC61850

BEdI&! [ A=A =R | &

PConfiguration | [7] PLC_ACS00v3 Y& IEC_61850_Server x|

IEC61850 ExampleB2 -
= PLc_acs00_v3 (PMs650-2ETH) Configuration 3] LogicalDevice =

LogicalDevice
LLND
LPHD1
GGlo1

= B e Logic &
= £ Application —— >

* ) EC61850 Generated POUS
Library Manager Report <
PLC_PRG (PRG)

= (&8 Task Configuration

=2 IEC61850TaskL
] 1Cs 1850_Servercom
&) 1EC51350_ServerPRG
& 1EC51850_SyncClockOnRTC
=g Task
&) pLc_PRG
[ 10_Bus (1/0-Bus) T
= M Interfoces (Interfaces)
=5 coM_1tcom ) Properties:
45 can_Serialcom (CAA Serialcom) Server Name: [acs00 51
o4 Em CAN (<Empty>) IP | Subnetmask | Gateway: 192, 168.84,202 [255.255.255.0 fo.000
£3 Ethemet (Ethernet) b B
Max. client count: A
= ETHL(P settngs) e
(] Metconfig (Netconfia) Allowied IPs: 0.0.0.0 0.0.0.0
5 15C._61850_Server (IEC 61850 Server) Allowed IPs:
=@ Em2 (P settngs) Time synchronisation: TP =l [
([ MetConfig_1 (NetConfig) Task Prio | Interval: 3 = [ima) =]
i Protocols (Client Protocols) TCP KezpAlivelsed] Cam—
= B Extension_Bus (Extension Bus)
K St 1(<Empty>)
K Sot2 (<Empty>)

E-E-5

GOOSE Publisher

GOOSE Subscriber

Information

Configure GOOSE Subscriber by pushing the button “Import” and selecting the
AC500_Bl.icd. In the “Import GOOSE control block” window the GCG_Ping can be cho-
sen by clicking “OK”

IP-Configuration [T Pc_acsoovs 1E IEC_61850_Server X |

General

Name: I MAC: I_
Description: I APPID: I_
GOOSE ID: I Source Address (MAC): I_
GOOSE Publisher DataSet: I VI

GOOSE Subscriber Imported: Il

New | Delete

Configuration

Dataset

Report

Information

Import GOOSE control block x| I_
Please choose a GOOSE control block from logical device. | =
Project configuration Entries of the selected Dataset: 'LLNO.Ping'

ACSOOBL LogicalDevice /GGIO 1.5T. IntIn.stval

GOOSE control blocks of the selected logical device

No. | Name | Description | Dataset | GoosED | apPID | MAC

[ 1 GCB_Ping LLMO.Ping GoCBRef 0000 01-0C-CD-01-00-00
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EXAMPLE B: TWO AC500 COMMUNICATING VIA GOOSE

The signal is automatically added to the list. By choosing the option “Use default
name”, the 61131 variable “GCB_Ping_Entry0” is generated automatically.

IP-Configuration | =] PLC_ACS00_v3

V&) IEC_61850_Server X |

Configuration

DataSet

Report

GOOSE Publisher

GOOSE Subscriber

Information

General

Name:

Description:

GOOSEID:

DataSet:

Imported:

GCB_Ping
GoCBRef

)

MAC: IIJ[-CIC-CD-EII-CIEI{IEI
APPID: IlS:UDDD

Source Address [MAC):I Browse...

New Delete Import
N No. Reference Type Varname | Use default name
| 3 1 LogicalDevice/GGIO 1.5T. IntIn.stval NT32 GCB_Ping_Entry0 =

Furthermore the Source MAC address has to be selected.
Important: This must be the ETH1 MAC address of AC500_B2!

IP-Configuration

=] PLC_ACS00_V3 T TEC_61B50_Server X |

Configuration General
Name: [GCE_Ping MAC: [oroc-coo1000
Dataset
Description: ARPID: 1670000
L GOOSE ID: [GoCBReF Source Address (Mac): [00 2459000134
GOOSE Publisher DataSet: A
Select Network Adapter
GOOSE subscriber Imported: =
D024590D01E3
Information
New Delete Impert
T Mo. Reference Type Varname | Use default name
£ ETH1
‘ » 1 LogicalDevice/GGIOL ST.IntIn.stval INT32 GCE_Ping_Entry0 = fame.

3. GOOSE publisher of AC500_B2
This is similar to step 1, merely “Ping” is substituted by “Pong”:

a.

b.

3ADR010262, 1, en_US

Project “IEC61850_ExampleB2” is already existing from previous step 2.

Add Logical Node “GGIO1” and DataAttribute “IntIn” which is connected to 61131-vari-

able “Counter”:

-1EC61850_ExampleB2.project” - Automation Builder 2.1 - Premium

Fie Edit Vew Project Buld Onine Debug Tooks Window Help IEC61850

HEEI&w

= [ IEC51850_Exampies2 -

=- [T PLC_ACS00_V3 (PM5650-2ETH)
+ 2 PLC Logic
10_Bus (1/0-Bus)
= B Interfaces (Interfaces)
=-J coM_1(com 1)
BA=) A _serialcom (CAA SerialCom)
K CAN (<Empty)
= £ Ethernet (Ethernet)
=@ EMHL(P Settings)
(il MetConfig (NetConfig)
= [IEC_61850 Server (IEC 61850 Server)
= ETH2 (P Settings)
[ Netconfia_1 (etconfia)
@ Protocols (Client Protocols)
=B Extension_Bus [Extension Bus)
K Slot 1 (<Empty>)
K Slot 2 (<Empty>)

|88 05 B3 (7 | | 08

IP-C

{f7] Pc_acsoo v Vi IEC 61850 Server x|

Configuration

DataSet

Report

GOOSE Publisher

GOOSE Subseriber

Information

Create a dataset “Pong” and insert the GGIO1.ST_IntIn.stVal

o Az et
£ (@) LogicalDevice
LLND

LPHD1
() caion
) Mod
() Ben
() Heatn
(&) namet
5 )t {Counter}
@ (STIINT32) stVal
- (ol (5T 1Gualty) o
@ (ST | Timestamp) t

{Counter}

Create a GOOSE Control Block “GCB_Pong”, choose the Dataset “Pong” and select the
Source MAC address of ETH1.
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Important: Choose a different APPID, e.g. 16#1 (AC500_B1 had 16#0)

IP-Configuration [[z) Pc_acsoovs  VlE TEC_61850_Server X |

General

Name: e pons | mac proceooroomm
Description: | IAPPID: 16#1 [

GOOSE ID: IGDCEREf I Source Address (MAC): [00-24-55-0D-01-34 Brov.'se...l
GOOSE Publisher Dataset: Im

GOOSE subscriber

Configuration

Dataset

Report

Publisher

Needs Commissioning: [ VLAN: -
New Delete |
T— DataSet Config Revision: |1 VLAN-ID: 1620

Max. Time [ms]: 4000 VLAN-Priority 4

Min, Time [ms]: 500

Infarmation

DataSet: 'LLNO.Pong’

LogicalDevice/GGI01.5T. Intln stval

e. Generate Code

[ECB1850

ﬂ Generate code I%J‘
1

f. Export configuration as AC500_B2.icd

[FC&1350

@ Generate code

Import Server...

| Export Server... %J

intinne

T T 1T

GOOSE subscriber of AC500_B2
This is similar to step 2

a. Open project IEC61850_ExampleBl

b. Configure GOOSE Subscriber by pushing the button “Import” and selecting the
AC500_B2.icd. In the “Import GOOSE control block” window the GCG_Pong can be
chosen by clicking “OK”

1IEC61850_ExampleBl.project - Automation Builder 2.1 - Premium
Ele Edit View FProject Buld Online Debug Toos Window Help [EC51850

bEd &l 188 55 B | 5 (5 | & |

%) IEC_61850 Server X
= ) IEC61850_Examples T

=[] PLC_ACSD0_V3 (PMS550-2ETH) Configuration General
=20 pLC Logic

. Name: MAC:
=0 application Datasec
# () IEC61850 Generated POUS Deseription: APPID:
i) Liorary Manager
Repart
PLC_PRG (PRG) = GOOSEID: Souree Address (MAC): Browse..

-
Task Configuration GOOSE Publisher Dataset: 2

= & EC61850Task1
GOOSE Subscriber Imported: "

) 1Ec61850_Servercom

] [ECH1850_ServerPRG
&) rece1850_SyncclockonRTC
S Information

10_Bus (1705 T
£ o [;t:;(i‘: G:Zrﬁms) —_ Import GOOSE control block x|
By ) dem

= B com_1(com 1)

CAA_SerialCom (CAA SerialCom)

¢ Project configuration Entries of the selected Dataset: LLNO.Pong’
CAN (<Empty>)
< 5 cowmet et =] AC500_B1 LogiczlDevice /GGIOL ST Intin.stval
ETH1 (P Settings) = tovcaevice
(@ NetConfig (NetConfig)
| IEC_61850_Server (IEC 61850 Server) LPHD1
=@ EmH2 (P Settings) i
(@ NetConfig_1 (NetConfig) - 66101
@ Protocols (Client Protocols)
= B Extension_us (Extension Bus)
K siot 1(<Empty>)
K siot2 (<Empty>) GOOSE control blocks of the selected logical device
No. | Name | Description | Dataset | GOOSEID | APPID_| MAC

LLND.Pong 0001 | 01-0C-CD-01-00-00

c. The signalis automatically added to the list. By choosing the option “Use default
name”, the 61131 variable “GCB_Pong_Entry0” is generated automatically.

d. Furthermore the Source MAC address has to be selected.
Important: This must be the ETH1 MAC address of AC500_B1!
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EXAMPLE B: TWO AC500 COMMUNICATING VIA GOOSE

/E TEC_61850_Server X [[] PLC_ACS00_V3

General

Name: W MAC: IW
Description: |— APPID: |1s::mm—
Eeoes G00SED: [FomReF | source Address (Mac): [Prar5500015C |
GOOSE Publisher Dataset: I—L[

GOOSE Subscriber Imported: =

Configuration

DataSet

Information

New | Delete | Import |
__7_] Mo, Reference Type Varname | Use default name
‘ » 1 LogicalDevice/GGIO LT IntIn.stVal INT32 GCE_Pong_Entryd

Now the Ping-Pong communication between the two PLCs is configured.

4.2 Close the Ping-Pong loop and run

To close the Ping-Pong loop a 1-line application needs to be created which receives the Ping and
writes the Pong (through the variable counter) and vice-versa:

Now both programs can be compiled, downloaded and set to “Run”

The Ping-Pong can be monitored by opening the two projects with 2 Automation Builder:

+ JEC61850_ExampleBl.project™ - Automation Builder 2.1 - Premium =10 ll
| File Edit View Project Buld Online Debug Tools Window Help IEC61850 Y
el & [ =N R ml=
s =] PLC_PRG X -
) IEC61850_ExampleBl i =)
= PLC_AC500_V3 [connected] (PM5650-2ETH) L e el
=20 PLC Logic = - = = = — — =
= o Ap ion [run] 1 // Receive pang, add 1 and send back as ping
.2 [EC61350 Generated POLE 2 ¢ Countex[ T007_] := 6C5_Pong_Enury0[ 0% ] + 1/EEMEN

®-2 Logical Modes
#12) Todls
@ 1EC1850_Generated_GVL
& IEC61850_LogicalDeviceFE (FB)
IEC61850_ServerPRG (PRG) o 100 % |[§

m Library Manager

PLC_PRG
Prun;s: ‘:;:z;;) Build ~ || Derror(s) | % 0 warning(s) |# 5message(s) || K |

= Task Configuration Description \ ‘ | Prgflect ‘ Object :I
= @ IEC&1850Taskl ~--—— Build started: Application: PLC_AKS... —
5 ecs1350_servercom typify code ...
@ [EC61850_ServerPRG generate code... -
5 1Ecs1350_SyncClockorRTc < | »
= ok Ta ¥
Pl | Tk | Ll—l lEl Messages - Total 0 error(s), O warning(s), 10 sage(s) I@ Watch 1 “@ Breakpoints
| Lastbuid: € 0 % 0 Precompile: I | RUN Program Ioaday\ | Program unchanged ‘ Current user: (nobody) w v
_{olx
Eile Edit Wew Project Buld Online Debug Tools Window Help IEC61850 Y
HEEI& I AR BT ] - ml e
=] PLC_PRG X =
= [3) IFC61550 ExampleR2 - |«
- PLC_ACS500_V3 [connected] (PM5650-2ETH) 0o pplicatio
= @g PLC Logic Type Valus Prepared value Address Comment ==
=} Application [run] ' , add 1 and send back ¥ pong
=0 IEC61850 Generated POUs z i= GCB_Ping Entry0[ 1007 ]+ 1;FETURN|
el | Logical Nodes
*-12 Tools

@ 15061850 Generated_GVL
£ IEC61850_LogicalDeviceFB (FB)
[EC51850_ServerPRG (PRG)
m Library Manager
PLC_PRG (PRG) -

Promisc (PRG)

= @ Task Configuration

otal 0 ing(s) x
= & receigs0Task Build + | 0error(s) |® 0 warning(s) |ﬂ 6 message(s) | ¥ & |

{5 1EC61850_ServerCom Desaription | [ Project | Object -]
@ 1ECE1850_ServerPRG ~----- Build started: Application: PLC_ACS... —
H] IEC61850_SyncClackOnRTC typify code ...
=B Task generate code... =

& PLC_PRE ol | 5
O B

4| | e {E Messages - Total 0 error(s), 0 warning(s), 14 message(s) I@ Watch 1 | ] Breakpaints

_l Lastbuild: € 0 @ 0 Precompile; o 'i‘ RUN | Program loaded | Program unchanged ‘ Current user: (nobody) INS | Ln2 Col32 Ch32 2

By using a sniffer program like Wireshark the GOOSE messages on the Ethernet can be observed af-
ter the firewall is configured accordingly:
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*5PS
Datei Bearbeiten Ansicht Mavigation Aufzeichnen Analyse istil Telephonie Wireless Tools  Hilfe

4n ‘e ipRERe=z=F aE[Elaaan
[ goose
No. |SourcE |DEsh'nah'oﬂ |Prnh)cn| |LEﬂgﬁ'\ |VEr§n|DaB |txx)lean |T|mE Tlgudﬂzr integer Info

|

-Frame 25@@: 156 bytes on wire (1248 bits), 156 bytes captured (1248 bits) on interface @

B+ GOOSE
i APPID: @xesea (@)
Length: 142

Reserved 1: @x3dee (36096)
Reserved 2: @xdeee (@)
= goosePdu
i gocbRef: AC5BB_BllogicalDevice/LLNBSGOSGCB_Ping
timeAllowedtolive: 588
datSet: AC5@8 BllLogicalDevice/LLN@3Ping
golD: GoCBRef
t: Apr 38, 2018 15:12:22,228476865 UTC

sthum: 6842
sqNum: @
test: False

confRev: 1

ndsCom: False

numDatSetEntries: 1

allData: 1 item

El Data: integer (5)
integer: 12083

Ethernet IT, Src: AbbAutom @d:@1:5c¢ (8@:24:50:8d:81:5c), Dst: Iec-Tc57_@1:80:80 (81:Bc:cd:81:08:80)
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EXAMPLE C: AC500 CONTROLLING ABB IED REF615

5. EXAMPLE C: AC500 CONTROLLING ABB IED REF615

The example C shows how to configure AC500 for controlling a bay IED like REF615 from ABB.

The standard way to do this is with an IEC 61850 MMS client. Since AC500 does not yet have an MMS
client the control is done via GOOSE in the following way:

AC500 sends open and close commands via GOOSE control blocks to the REF615.

REF615 receives the commands and processes them in the internal circuit breaker block. This
needs additional configuration in the REF615 engineering tool PCM600

Feedback from REF615 including circuit breaker status and other data like currents voltages
are sent back to AC500 via GOOSE

Server
: : pC
o coose DOs: Commands for operating CB e
CB
Dls: Status of CB, ES, ...
GOOSE GOOSE
Subscribe Publish ES
Als: Currents, Voltages, etc. D
| | v /

Physical connections: Ethernet switch between AC500 (192.168.2.10 on ETH2) and REF615 (192.168.2.9

on RearPort) and the PC with Automation Builder and optionally Wireshark for monitoring the Ether-
net traffic.

The engineering is done in 5 steps:

Automation PCM600
Builder (REF)
(AC500)

]

(1] AC500.icd

v

]

(5 ] REF.icd (4]

F 3

5.

Automation Builder: Create switch commands as GOOSE report control block and export
AC500.icd

PCM600, AC500 part: Import AC500.icd and map to REF615 in order to subscribe the report
PCM600, REF615 part: Connect AC500 signals to circuit breaker logic

PCM600, IEC 61850 configuration: Create dataset and GOOSE control block with monitoring
information and export REF.icd file

Automation Builder: Import REF.icd and map variables to 61131 application

Detailed steps are explained in the following:
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5.1 Configure Goose commands from AC500 to REF615
Goal is to send two switch commands from AC500 variables to the REF615 circuit breaker block:
e |ED2_CB_Close to input AU_CLOSE of CBXCBR1
e |ED2_CB_Open toinput AU_OPEN of CBXCBR1

The following picture shows a simplified signal chain over GOOSE:

ST variables IECE1850 data model DataSet GOOSE Publisher
{1
11 4]
1= &
S8 LD i
i
LPHD1 s Circuit breaker 1
a1 : :
o () Mee 122
-l e =

ool]
s @t £
w2 ——* IED2_CbClose — gcblED2_CbClose \ §

‘o

13}
i
-
e .,E

Euessien Tyie | vahe / oraao | .
@ oz choiase  poo (28] Mod \‘ -
@ =02 Cbopen  BoOL § E.: [ y Ei 2

(Y Heath i E

- (L) MamPE s s
v / = & g

() Inat al
+& —" |ep2_Cbopen —» geblED2_Cbopen — |

AC500 REF 615

On AC500 side the signals are mapped to IEC 61850 data model (Logical Node GGIO, Data object
Ind), packed into datasets and sent as Goose control blocks.

On REF615 side the GOOSE signals are subscribed, mapped to the GOOSE_RCV_BIN blocks and con-
nected to the Auxilliary inputs of the Circuit breaker CBXCBR1.

1. Automation Builder: Create switch commands as GOOSE report control block

a. Create project AC500_C, insert AC500 V3, insert IEC61850 Server “AC500” with IP ad-
dress 192.168.2.10, connect to the PLC AC500

b. Add two logical nodes of type GGIO, one for Close: CLGGIO1, one for Open: OPGGIO2

Ele Edt Vew Project Buld Onlne Debug Tools Window Help IEC61850

BEEEIS| |84 05 &) 0 @) OF |
) 1EC_61850_server x |
=) IECE1850_ Examplet =
=T PLC_ACS00_V3 (PM5650-2ETH) Configuration %) LogicalDevice =]
+ @ 71c Logi oMo
) 10_pus 1/0-8u5) Dataset >
=Mz Interfaces (Interfaces) wo
*-5J coM_1(comM 1) Report < LPHD1
Em CAN (<Empty>) CLGGIOT
= ¢ Bthemet Ethernet) GOOSEFublisher 0PGGI02

+ @ e settngs)
=47 ETH2 (P settings)
[ netConfig_1 (NetConfig)
) IEC_61850_Server (EC 61850 Server)
@ Protocols (Clent Protocols)
# B Extension_Bus (Extension Bus)

GOOSE Subscriber

Information

Properties:

Server Name: : [acs0o0

1P| Sul k | Gateway: 192.168.2.10 [255.255.255.0 Jo.0.0.0
Max 1

Allowed TPs: 0000
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EXAMPLE C: AC500 CONTROLLING ABB IED REF615

C.

d.

e.

f.

Add DOIInd and map its data attributes stVal and g to local variables:

= CLGGION

(8 Mod
@ Beh
Health
% MamPH
- (38) Ind
- (i8] tnd

IE!EE Ind2 {IED2_CbClose;|EDZ_CbClossQ}
LEAN) stVal {IE
m (ST | Quality) q {IEDZ_ChCloseQ}

m (ST | Timestamp) t
- OPGGIOZ
Properties:
Maonitoring Var | Initvalue: IIEDZ_CbCIose
Autom. declare: v

Do the same for OPGGIO2

Create two datasets:

DataSets: DataSets:

New Delete | Name: IIEDZ_CbCIose New

Delete

LLNO.IED2 ¢ & LLNO.IED2 ChClose
LLNO.IED2_ChOpen

Mame: IEDZ2_ChOpen

>
+LDJCLGGIO1.5T. Ind2.stVal | ;LD OPGGIOZ.5T.Ind2.stval

- LDJCLGGIOLET. Ind2. " LD/OPGGIOZ.5T.Ind2.q
< | < |

Create two GOOSE control blocks.

Set the correct Source Address (MAC) of the interface to REF: ETHZ2 in this example.

Ensure that the APPIDs are unique!

5 IEC_61850_Server X |

R |

g. Export AC500.icd

3ADR010262, 1, en_US

Configuration e Ens Thor General
i —-btpen Name: Ig¢IED17ChCIDsa MAC: 01-0C-CD-01-00-00

DataSet
Description: I APPID: 16#12

Report §
GOOSE ID: IGDCEREF Source Address (MAC): [PO-OCDE-OF-70-09 Browse..

GOOSE Publisher DataSet: ILLNEI.IEDZ_CI:CIDSE -

GOOSE Subscriber
Fublisher

Information Needs Commissioning: [~ VLAN: [l

New Delete

= IEC_61850_Server X

Configuration chIED2 ChClose General
Name: IgchIEDLChOpEn MAC: 01-0C-CD-01-00-00

DataSet
Description: I APPID: 16522

Report §
GOOSEID: IGDCEREF Source Address (MAC): [00-0CDEOF-70-09  Brawse...

GOOSE Publisher DataSet: ILLNEI.IEDZ_CI:ODEH =
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2.

a.

Wi

File Edit View Tools

= s BE

0O

Plant Structure ]

indow  Help

Eo |

=~ i@ ACS00 and REF615 Test
B D_sj |ED Group
REF615 IED2

SCL Import Options

—IED Types

PCM600, AC500 part: Import AC500.icd and map to REF615 in order to subscribe the report

PCM600: Create generic IEC 61850 IED, name it “AC500”, Import AC500.icd

x|

£ Dontimport |EDs of unknown type
" Replace unknown IED types with generic IEC 61850 object type
I™" Ignore PCM Object Type

AC500
|

B4R

Disturbance Handling

IED Compare
IEC 51850 Configuration

— Import Type

IED Summary

™ lgnare Substation Section
i Import Short Addresses
™ Include IED Name in Caption

Account Management

Create Template ...

ety |

Preview Changes |

Impart | Cancel |

IED2 in this example:

% Local Server\AC500 and REF615 Test - PCM&00 32-bit

File  Edit View

= =1
Project Explorer
Plant Structure ]

Toaols

4 BB

Window  Help

Sl

Open IEC61850 configuration and map the signals from AC500 to the target REF615:

[ s m

GOOSE Communication - IEC 61850 Configuration

GOOSE Communication

v ax

B

i AC500and REFE15 Test
£33 IED Group

= REF&15IEDZ
AC500

ACS00 (W)
X1| <1 |IED2 (LDD)
1| T1|IED3 (LDD)

AC500.W1.LD.LLND.IED2_ChClose
AC500.W1.LD.LLNO.IED2_ChOpen

1| T1|A1_org (LDOy
T1{ 71 |As11001A9 (LDO)

Close the IEC 61850 configuration and save changes

3. PCM600, REF615 part: Connect AC500 signals to circuit breaker logic

a.

I Local Server\ACS00 and REF615 Test - PCM600 32-bit

Fle FEdit View Tools Format Inse

 Project Explorer

5 @ AC500and REF615 Test

- G IED Group

- REFB15 ED2

#] |ED Configuration

- %3 Application Configurati
eneral

gic

plional_funcior

Disturbance_Re:

ED

Communication
500

[ CLD\;

IED  Debug  Composite Function Block  Window  Help

D E &R 4 we EFED BEDDEE S o v,®a‘aamﬁammmmﬁxy—”wm ol ]

Open application configuration of REF615, add two new blocks of the type
GOOSERCB_BIN, connect them to the control logic in order to feed the auxiliary in-
puts of the circuit breaker block CBXCBR1:

B

vax

] b x

REF615 IED2 - [

ion

ns
corder

External CLOSING command forCin:uitbrééker 1

Note 2= Connect here any additional signals for CLOSING of CB in LOCAL or REMOTE mnde rf
apelicable for your configuration ",

EETme——> CEICERI_SELECTED
5= > CHICERIDE OF
52 Lt CmilsAi B CL
ey
ceseosr

cLo=ost

ooy =

Noted  Connect he

applicable fi

:mm_mmz,,—.m CONTROLLOCAL S—
S ]| T
: AN a m“ e

:\Mk:u_kEM:rrEzp—-aw -—r CONTROLREMOTE S—

GOOSERCV_BIN &

ourr—]
i
 —ver m—)

<

| o

ing [ Protection |._Supervision | Logic |._ Optional_functions |._ Disturbance_Recorder | LED |, C

" General . 10 | Measurement . _Control_

| o [T | | e

Close the Application configuration and save changes

22
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EXAMPLE C: AC500 CONTROLLING ABB IED REF615

b. Open the signal matrix tool of REF615 and map the GOOSE signals from AC500 to the
new GOOSERCV_BIN blocks.

B Local Server\AC500 and REF615 Test - PCM600 32-bit

File Edit WView Tools Signal Matix  Reports  Window  Help

DS H SR % =@ ST ¥ B 2XFEme ™ 3 &%

! Project Explorer v X REF615 IED2 - Signal Matrix ]
Plant Structure ] IED, AC500,LD
Logical Device :
- ﬂ AC500 and REF615 Test a
E| ‘?‘_J |IED Group =
. E-x/ REF615ED2 g
[ ;j |ED Configuration 2
83 Application Configuration + | CLGGIO1 | OPGGIO2
ACSD0 Data Object: Ind2 Ind2
Data Attribute: stVal stVal
- CloseCbAc500;GO0 SERCV_BIN:0
CloseCbAc500;,GOOSERCV_BIN:O | IN X
- OpenCbAc500;GO0 SERCV_BIN:1
OpenCbAc500;GO0SERCY BIN:A_ [IN X
1] |4 | >| F 4 Binary Inputs [Binary Outputs ,(‘Malog Inputs ,{‘Functions }\G(X)SE f

Close the Signal Matrix tool and save changes.

Now the AC500 is ready to send and the REF615 is ready to receive the switch commands over
GOOSE.

5.2 Configure Goose feedback from REF615 to AC500

4. PCMG600, IEC 61850 configuration: Create dataset and GOOSE control block with monitoring
information and export REF.icd file

a. Create new Datasets and fill with data to send from REF to AC500, “StatusAna” for

analog values like currents, voltages of all 3 phases:

Fle Edt View Took Wndow Help

D& & & B @ [E]FE|S ¥ | ccost communicaton

« 4 b X |} Object Propert

| Project Explorer rax
Plant Structure EIE

Bl @ AC500 and REF615 Test
& G 1ED Group
-z, REF6151ED2
;J IED Corfiguration
+1- %3 Application Configuration

Entries

L F s ED2 LDDLDO LLNO Statuséns * | B General
2 ot IED2D0LD0LLND Statustin [ [ [P ] Description

Data Set - IED2.LDO.LDO.LLNO.StatusAna x|

LD LN Do FC Data set entries

[CTRL [Fiter LDO.VIMMXLI1.PhV phsA.cVal
DI LDO.VMMXU1.PhV phsB.cVal ma

L mag f (M)
g f (MX)
LDO VMMXL Ph phsC.cVelmag f (MX)
LDO CMMXU1 A phsAcVal magf (MX)
LDO.CMMXU1 A phsB cVal magf (MX)
LDOCMMXUT.A phsC eVl mag f (MX)

LDO

... and “StatusBin” for binary values, like switch position of circuit breaker, discon-
nector, earthing switch and local/remote status:

GOOSE G ication - IEC 61850 Confi km] LR
=
(]
=
s 2 -~
(= -
28£319
2833
T £ & 9w
IED2.LD0.LDO.LLND Statuséna | (7 |7 r
IED2.LD0 LDO.LLND StatusBin (I | | r

Data Set - IED2.LDO.LDO.LLNO.StatusBin

LD LN Do FC Data set entries

CTRL |Fiter
DR
LDO

CTRL.DCSXSWI1Pos.q {ST)
CTRL.ESSXSWI1.Pos stVal {ST)
CTRL.ESSXSWI1.Posq (ST)
CTRL.LLND Loc stVal {ST)
CTRLLLND Loc.q (ST)

DA

il

il

Data Sets

IED Group.IED2

Ll
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b. Create two new GOOSE controls for the new datasets
Ensure that the APPIDs are unique!

GOOSE C: iication - IEC 61850 C tion | ~ 4 b x | : Object Properties —LX
s
g
=
52 ~
2 g = EE LD0
sE2353 o]
ES 2353
a2z S 88 01-0CCD-01-00-01
T3 50 d Wt
IED2LDOLDO.LLND gebStatusana [~ [~ [P | [T | 00
ED2L00LD0LINDgebSiatustin |1~ [ [P | | | VLAN Prioity n
5 Data
Clents (Colection)
5 General
Corfig Revision 400
Data Set Statushna
Description
IED2LD0/LLNO gcbStatusAna
Max Time: 10000
Min Time 4
Name gchStatusAna
Type GO
5 Substation
Data Set
‘ Referenced data set.
DataSets  GOOSE Controls | Inputs_|
IED Group.IED2 REF615 [ED2 I IEC 61850 C

Close the IEC 61850 configuration and save changes

c. Export REF615.icd with default settings:

File Edit View Tools Window Help

D& & B @ ==

Collapse

Signal Menitering

B E

Plant Structure

B @ AC500and REF615
B4 IED Group | ¥

Disturbance Handling

Event Viewer

Parameter Setting

Application Configuration SCL Export Options xl
B  signal Matrix
—
TF  Graphical Display Editor Data
[=] HMI Event Filtsring I_ Include Inputs
¢! IEDUsers
I fe— ¥ Include GSE Controls
A e Configratin M Include Report Cortrol Blocks
~#  Communication Management
B =D Summary p Include DataSets
Bl Account Management
Set Technical Key in IED ... _SCLﬁle VErsion
Upcae 12D ' |ECE1850 Edition 1
Fault Record Toal
Load Profie Tool " |ECE1850 Edition 2
Create Template ...
: Output Import ... <¢ Basic
| Date and Time Export ... I
4\ 02052018 16:18:32258 Read from [ED ... - Exp
ort Cancel
4 02052018 16:18:32258 e ]

. N9 AEAN40 4£.40.97 9EC

d. Write changes to IED (context menu — Write to IED...)
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EXAMPLE C: AC500 CONTROLLING ABB IED REF615

5. Automation Builder: Import REF615.icd and map variables to 61131 application

a.

Open ...ExampleC.project and choose GOOSE Subscriber. Import REF615.icd file and
import both datasets from REF615.

1EC61850_ExampleC project™ - Automation Builder 2.1 - Premium

Fle Edit Miew Project Buld Onine Debug Took

A= 1r=a Idh 25 B30T I3 | o8

ECH1850_ExampleC
= {7 PLC_ACS00_v3 (PM5650-25TH)

PLC_PRG (FRG)
Promisc (7RG)
Task Configuration
= g% IEC61850Task1
&) 1Ece 1850_Servercom
&) FECe 1850 _ServerPRG
8] 161850 _SyncClockOnRTC
=g Task
&) pic PG
=g VISU_TASK
B Visutlems.Nisu_Prg
+ @) Visuaization Manager
&) Visuaization
£ 10_Bus (1/0Bus)
= B Interfaces (Interfaces)
* 23 comM_1(CoM 1)
K CAN (<Empty>)
= &% Ethernet (Ethernet)
# EHL(P Settngs)
= EMH2(Psettngs)
[l Metconfig_1 (NetConfig)
% [EC_61850_Server ([EC 61850 Server)
@ Protocols (Client Protocols)
%) Extension_Bus (Extension Bus)

2

x

Window Help [EC61850

o= IEC_61850_Server x

Configuration
=-El0 pLC Logic
=1} Application .
# ) IEC61850 Generated POUS
) Library Manager Report

GOOSE Publisher

GOOSE Subscriber

Information

All messages

[P

gcbsStatusina
locbStatusBin

New

General

Name: [obstotmana | MAG:
Description: [ e
GooSED: [ED2100M N0 gebste.

DataSet: =

Imported: 23

[1mport GOOSE control biock

[or-occp-01-00-01
1620002
Source Address {MAC): [00-24-55-000283 | _Browse.

Project configuration

Entries of theselected Dataset: 'LLNO.Statusana’

om
e
=@

Messages -Total 0 error(5), 0 warning(s), 0 md

Desaription

LDO/VMMXUL MK PhY. phsA.cval.mag. f
LBOVMMXUL MY, Ph.phsB.cVal mag.f
LDOVMMXUL MK, PhY.phsC.c¥al.mag. f
LDO/CMMXULMX. A, phsA. cal.mag. f

+ LDOJCMMXULMX. A, phst. cval.mag. f
LDO/CMMXULMX A, phsC. cVal.mag.

GOOSEcontrol blacks of the selected logical device

No. | Name

2 | gbStatusBin

T Descrpton

[ Datmset [ GoosEn P

LLND.Status8in IED2LDUALNO... | 0001

MAC

01-0C-CD-01-00-00

Set the correct Source Address (MAC) of the interface to REF

Assign suitable Varnames:

Mo. ¢ | Reference Type Varname Use default name
» LDOMNMME LMY, PhY, phsa.cval.mag. FLOAT32 VoltageA (l

2 LDOMNMMELU 1,MX, PRV, phsB.cVal.mag.f FLOAT32 VoltageB -

3 LDONMMEL 1. MY, PRY. phsC.cVal.mag. FLOAT32 VoltageC -

4 LDOCMMXU 1.MX, A.phsA.cVal.mag. FLOAT32 CurrentA I~

5 LDOfCMMXU 1.MX, A.phsB.cVal.mag. f FLOAT32 CurrentB r

3 LDO/CMMXU 1.MX, A.phsC.cval.mag. f FLOAT32 CurrentC -

Now the REF615 is ready to send and the AC500 is ready to receive the feedback signals over GOOSE.

3ADR010262, 1, en_US
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5.3

26

Run the example

Compile download and set the AC500 to run.

Now the switchgear bay can be controlled with AC500:

4 IEC61850_ExampleC.project” - Automation Builder 2.1 - Premium

Fle Edit View Project Visualzation Buld Onlne Debug Tools Window Help [EC61850

BEdI&] (1 =N AR m/

K-R-2N | & D D@
e = & ES @ [ECo1850 Generated GV
= 4 IEC51850 ExampleC -

&

[T PLC_ACS00_V3 [connected] (PM5650-2ETH)

=2 PLE Logic

= £} Application [run]
= 2 IEC61850 Generated POUs
#-2) Logical Nodes
2 Tools
@ 1EC61850_Generated_GVL
#.[Z] 1EC51850_L ogicalDeviceFs (F5)
IEC61850_ServerPRG (FRG)
Library Manager
PLC_PRG (PRG)
Promisc (PRG)
={Z8 Task Configuration
=% [ECE1850Taski
[EC61850_ServerCom
18] [EC61850_ServerPRG
) 1EC61850_SyncClockOnRTC
= 2 Task
& pLC_PRG
=% vISU_TASK
B VisuElems.Visu_Prg
* ] Visuslization Manager
Visualization
@ 10_Bus (1f0-Bus)
B Interfaces (Interfaces)
#-43J com_1(coMm 1)
K CAN (<Empty>)
=38 Ethernet (Ethernet)
% T3] ETHL (P Settings)
= 3] ETH2 (P Settings)
[ NetConfig_t (NetConfig)
%) EC_61850_Server (IEC 61850 Server,
@ Protocels (Client Protocols)
B3 Extznsion_Bus (Extension Bus)

PLC_ACS00_V3.Application IEC61850_Generated_GVL

Expression

Prepared value

x ~ 3] visualization x |

+ @ ofbIEC61850_LogicalDevie
@ 1ED2_CbClose
@ 1E02_chcloseq
@ 1ED2_cbopen
@ 1ED2_Chopenq
@ voltager
@ voltages
@ voltageC
@ currenta
@ Currents
@ currentc
@ cbPos
@ DcPos
@ EsPos

@ LocRemote

Type
1EC51850_LogicalDe...

BOOL FALSE
WORD 0

BOOL
WORD 0

REAL 169526088
REAL 121188712
REAL 145012128
REAL [

REAL ]

REAL 0

T 1

NT 2

NT 1

BOOL

| Open CB ‘

| Close CB ‘

DC

CB

VoltageA

CurrentA

ES

\
L

In the global variables the currents and voltages of all 3 phases are shown. Furthermore the positions
of Disconnector (DC), Circuit Breaker (CB) and Earthing Switch (ES) can be monitored: 2 is open, 1 is
closed, O is intermediate state.

Switch commands can be issued by writing TRUE to IED2_CbClose or IED2_CbOpen.

All these variables are connected to a simple visualization which shows the single line of the switch-

gear bay including buttons for Open and Close the circuit breaker:

+ IEC61850_ExampleC project® - Automation Buikder 2.1 - Premium

Fie Edit View Project Visualzation Buld Online Debug Tools Window Help [EC61850

jal=a= = . =Nl ml
| By B 1B o ST & ol g ThCh Ry
= >~ q X @ [EC51850 Generated GVL
IECS1850_ExampleC -

&

[F] PLC_AC500_V3 [connected] (PM5650-2ETH)
[0 PLC Logic
= Application [run]
=) [EC51850 Generated POUS
# [ Logical Nodes
-2 Tools
@ [EC51850_Generated GUL
+-[2] 1ECs1850_LogicalDevicers (F8)
[EC51850_ServerPRG (PRG)
Library Manager
PLC_PRG {PRG)
Promisc (PRG)
= {# Task Configuration
=g [EC51850Task1
& 1EC61850_ServerCom
] 1EC61850_ServerPRG
& 1£C61850_SyncClockOnRTC
= Task
8] pLe_rre
=55 VISU_TASK
& visuFlems.Visu_Prg
+ Visualization Manager
& visuslization
[ 10_Bus (1/0-Bus)
Interfaces (Interfaces)
#.43 0 coM_1(CoM 1)
£ CAN (<Empty>)
= iR Ethernet (Ethernet)
+ -3 ETHL (1P Settings)
=73 ETH2 (1P Settings)
[ netConfig_1 (NetConfig)
w5 [EC_61850_Server (TEC 61850 Server’
@ Protocols (Client Protocels)
B3 Extension_Bus (Extansion Bus)

Expression

PLC_AC500_V3.Application.IEC61850_Generated_GVL

Type

Prepared value

x ~ /] visualization x

# @ afbIECe1850_LogicalDevice
@ 1ED2_ChClose
@ 1ED2_CbCloseq
@ ED2_CbOpen
@ 1ED2_Cbopenq
@ voltager
@ voltages
@ voltageC
@ Currenta
@ currentB
@ currentc
@ cbpos
@ DcPos
@ EsPos

@ LocRemote

IEC61850_LogicalDe. .
BOOL

WORD

BOOL

WORD

REAL 1.69526088
REAL 1.21188712
REAL 145012128
REAL 2.9520328
REAL 2.84845257
REAL 2.917506
INT 2

INT 2

INT 1

BOOL FALSE

| Open CB |

)

LV
N\

DC VoltageA

CB CurrentA

ES

=
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EXAMPLE C: AC500 CONTROLLING ABB IED REF615

The GOOSE traffic between the two IEDs can be monitored with Wireshark:

s *SPS

Datei Bearbeiten Ansicht Navigaton Aufzeichnen Analyse Telephonie  Wireless Tools  Hilfe

AEde| ERERecc=5 o= Elaaan

[llgocse

Na. |Soace |Destnabon |P'romool |Lengm |VE!5'0|Dalz |booleaﬂ Time gochRef | boolean integer
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6. EXPERT FEATURES

6.1 Bulk data engineering
e Create basic IEC 61850 server configuration
e Menu - IEC61850 - Export Server — Save as type XML
e Enhance XML file by copying logical nodes, reports etc.

e Menu-IEC61850 - Import Server, type XML - Configuration is updated

6.2 Add new logical node types
Logical nodes are stored in the device description file:

C:\ProgramData\AutomationBuilder\AB_Devices_2.1\512\0000 0001\4.0.3.0\IEC61850De-
viceDesc.xml

This file can be edited in order to enable prepared Logical nodes or to create new ones.

B C:\ProgrambData\AutomationBuilder\AB_Devices_2.151210000 0001}4.0.3.0\IEC61850DeviceDescxml - Notepad++
File Edit Search View Encoding Language Settings Tools Macro Run  Plugins  Window 7?7

JHE s el Dhh(ae (st s EE5(ST1EOENG S (BEDBE =4y =g

<LogicalNode Name="RDRS" Norm="IEC618550-7-4">
<LogicalNode Name="RBRF" Norm="IEC61850-7-4">
<LogicalNode Name="RDIR" Norm="IEC61850-T7-4">
<LogicalNode Name="RFLO" HNorm="IEC61850-7-4">
<LogicalNode Name="RPSRB" Norm="IEC&1850-7-4">
<LogicalNode Name="RREC" Norm="IEC61850-7-4">
<LogicalVNode Name="RSYN" Norm="IEC61850-7-4">

613 <LogicallNode Name="CALH" Norm="IEC61850-7-4">
643 <LogicallNode Name="CCGR" Norm="IEC61850-7-4">
747 <LogicalNode Name="CILO" Norm="IEC61850-7-4">
TE6 <LogicalNode Name="CPFOW" Norm="IEC61850-7-4">

o

<LogicalNode Name="CSWI" Norm="IEC61850-7-4">
<FullName>Switech controller</FullNames>
<DataGroups [Cxxx] -Control</DataGroups>
<Enable>1</Enable>
<Option>0</Option>
<Edition>El</Edition>
<Norm>IEC61850-7-4</Norm>
<Template>StandartTemplate<,/Tenplace>

oo
S0 oo
ST T A

(=] <DataCbject Name="Loe">
| <Datalbject Name="OpCntRs">
&g <Datalbject Name="Pos">
&3] <Datalbject Name="FPosA">»

1

In this example the <Enable> tag of CSWI is set from O to 1.

After restart of AB the CSWI can be chosen:

| IEC_61850_Server X |
Configuration [fecoc]-Automatic B l Server

B : [Ceec] Control > E@ LogicalDevice
Haa = CALH  {Alam handing} [ LLND
Rt CCGR  {Cooling group control} < LPFHD1

CILO  {Interocking} = cswi

GOOSE Publisher CSWI  {Switch controller}

[mape [GooHGenerc
GOOSE Subscriber

- [Mbeoc]-Metering and measurement

Limitation of Logical nodes which are not enabled by default:

e Their compliance to IEC 61850-7-4 (Ed1) is not fully tested
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EXPERT features

¢ Following Common Data Classes are not fully implemented:
+
+ 1

5
+oa18l S

IEC618505erver

[¥=)

W Lo

=[5 IFC651850 Server, 4.0.3.0 (35 - Smart Software Solubons GmbH)
+-)) Data types
+-2) Global variables
= POUS
+-I2) BASIC
+-IJ) IECA1400
=) 1ECE1850
=+ cbC
+-J) CDC Tools
+-I2) Controllable Analogue Information
) Controllable Status Information
) Description Information
=-I2) Monitoring Measurand Information
IECE1350_CDC_CMV
[EC61850_CDC_DEL
IECE1850_CDC_HDEL
IECE1350_CDC_HMV
[ECH1850_CDC_HWYE
IECE1850_CDC_MY
IECE1350_CDC_SAV

TCFCA0CR S OE

+
¥

They are needed by some (not enabled) Logical Nodes, for example MHAI.
Enabling such a Logical Node leads to compilation errors.
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