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1.1

1.2

AC500 MQTT & MOSQUITTO

Introduction

Scope of the document

This manual gives a first introduction into Mosquitto as MQTT broker. This document con-
tains information how to work with a public server hosted online and how to set up a local
server running local.

Further information about MQTT can be found in the application example: AC500 - MQTT li-
brary.
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https://search.abb.com/library/Download.aspx?DocumentID=3ADR010953&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=3ADR010953&LanguageCode=en&DocumentPartId=&Action=Launch

3.1

Mosquitto online

Easiest solution to test some MQTT features is to use a free broker which is running online.
test.mosquitto.org is hosted public and offers many possibilities.

A detailed documentation about ports, services and certificates can be found on the website
test.mosquitto.org.

CAUTION!

This broker is hosted public. Please don’t publish any sensitive information.
Anybody could be listening.

Local Mosquitto broker

Download and install the required software here: https://mosquitto.org/download

The setup will lead you through the installation. There is no need to change any default set-
ting.

Mosquitto broker without encryption

Navigate to the installation folder: C:\Program Files\mosquitto
Open the file mosquitto.conf with any text editor like notepad++

In the section Listeners add a listener on port 1883

In the section Security. Uncomment allow_anonymous and set it to true
Save the file (admin rights required)

ooR W

Listeners

I
I
T

Listen on a port/ip address combination. By using this wvariable
multiple times, mosquitto can listen on more than one port. If
this variable is used and neither bind address nor port given,
then the default listener will not ke started.

The port number to listen on must be given. Optionally, an ip
address or host name may be supplied as a second argument. In
this case, mosquitto will attempt to bind the listener to that
address and so restrict access to the associated network and
interface. By default, mosgquitto will listen on all interfaces.
NHote that for a websockets listener it is not possibkble to kind to a host
name .

Cn systems that support Unix Domain Sockets, it is also possikble
to create a # Unix socket rather than opening a TCP socket. In
this case, the port number should ke set to 0 and a unix socket
path must ke provided, e.g.

listener 0 /tmp/mosgquitto.sock

23] g number [ip address/host name/unix socket path]
232 listener 188

By default, a listener will attempt to listen on all supported IP protocol
versions. If you do not have an IPv4 or IPvE interface you may wish to
disakle support for either of those protocol wersions. In particular, note
that due to the limitations of the websockets library, it will only ever

[
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https://test.mosquitto.org/
https://test.mosquitto.org/
https://slproweb.com/products/Win32OpenSSL.html
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51 #
511 # Security
512 #
514 $# If set, only clients that have a matching prefix on their
# clientid will be allowed to connect to the broker. By default,
# all clients may connect.
517 # For example, setting "secure-" here would mean a client "secure-—
51 # client™ could connect but another with clientid "mgtt™ couldn't.
#clientid prefixes

Boolean walue that determines whether clients that connect
wWwithout providing a username are allowed to connect. If set to
false then a password file should be created (see the
password file option) to control authenticated client access.

Defaults to false, unless there are no listeners defined in the configuration

file, in which case it is set to true, but connections are only allowed from
=l 1 = = =l 2
i

n
F
T T T R Lo T e s

kllnw_annnymous true

6. To start the broker manually open a command prompt (CMD).

No Encryption path:

Navigate to: cd C:\Program Files\mosquitto
Call: mosquitto.exe -c mosquitto.conf -v

Note:
The parameter -c mosquitto.conf links to the right configuration file

The parameter -v is optional and is activating the logging

osoft Windows [
M1

T on por
on p

The commands above can also be included inside a batch file which can be used to start the
Mosquitto broker without encryption. The content of the batch can be copied from below.

run cmd.exe

cd "C:\Program Files\Mosquitto"
mosquitto.exe -c mosquitto.conf -v
pause
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3.2

3.21

3.2.2

Mosquitto broker with encryption

Create self-signed certificates

CAUTION!

Self-signed certificates like created and used in this chapter, can be used
for test purposes. It's not recommended to use such certificates in a real
plant. There certificates signed from an official CA should be used.

Further details about cyber security can be found in our:
e Whitepaper: Cyber Security in the AC500 PLC
e AC500 Cyber Security FAQs
e AC500 V3 certificates & encryption

How self-signed certificates can be created using open ssl is explained in the mosquitto doc-
umentation.

The created certificates are stored in the folder C:\Program Files\mosquitto\ABB-MQTT

Adapt mosquitto configuration

1. Create a copy of the mosquitto.conf and paste it to the ABB-MQTT folder:
This has the advantage that two different configurations for the mosquitto broker are
existing. One configuration for a not encrypted and one for an encrypted communication.
In case both configurations should be possible in parallel the changes described here
needs to be added to the existing mosquitto.conf.

= | mosquitto - O xé
[F ] ome  Share Ve
E
& 3 « A || » ThisPC » Operating System (C:) » Program Files » mosquitto v & | sesrchmosquita o
A Name Date medified Type Size
# Quick acces:
ABB-MQTT ! File folder
I Desktol
" devel ! File folder
& pownlo [ acifile.example 18 EXAMPLE File 1KB
£/ Decums [&f Changelog.bt 1 TXT File 79 KB
= Pictures [ edivin 1 File 2k8
03_Applica [ epl-vi0 File 12 kB
10_Projects 5] tiberypto-1_1-x64.ll Application extens... 2842 KB
ABB-MaTT R R Application extens... 470 KB
[ mosquitta.conf CONF File 33KB
CPE61S De 2
Application extens... 52KB
I This PC [E] mosquitto.exe Application 251KB
B Desktop [ mosquitte_passwd.exe Application 20KB
2] Document: [&] mosquitto_pub.exe Application 39KB
& Downloads [ mosquitte_sub.exe Application 41KB
[Z] mosquittopp.dil Application extens... 12KB
D Music v X
[ pwile.example EXAMPLE File KB
=] Pictures [ readme.md MD File 4KB
[ videos [ readme-windows.tet TXT File 2K
%, Operating ! & Uninstall.exe Application 65 KB
o Data (E)
= CODEMET
. v
19items 1 item selected 37,8 KB =
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https://library.e.abb.com/public/1700b4cd14cc4f25b2e8d1c966c49295/White%20Paper%20-%20AC500%20Cyber%20Security.pdf
https://search.abb.com/library/Download.aspx?DocumentID=3ADR010764&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=3ADR0111240&LanguageCode=en&DocumentPartId=&Action=Launch
https://slproweb.com/products/Win32OpenSSL.html
https://mosquitto.org/man/mosquitto-tls-7.html
https://mosquitto.org/man/mosquitto-tls-7.html
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| + | ABB-MQTT
F3 Hame Share Vie
“ v

> ThisPC > Operating System (C:) » Program Files » mosquitto » ABE-MQTT
A Name - Date modified Type Size
# Quick access
B Desktop il caucrt Security Certificate 2KB
[ cakey KEY File 2KB
¥ Downlo casrl SRL File 1KB
[ Docum: CONF File 37KB
&=| Pictures Ll srv.crt Security Certificate 2KB
03_Applica [ srv.cse CSRFile 2KB
10_Projects [ srvkey KEY File 2KB
ABB-MQTT
CPE615 Dey
[ This PC
I Deskiop
| Document:
¥ Downloads
D Music
=) Pictures
Videos
%, Operating'!
= Data (E)
= CODEMETE
v
7 tems

- () Xé
E

v |0 Search ABB-MQTT -

2. Adapt the mosquitto.conf file inside the ABB-MQTT directory. The following lines must be

adapted:

The Security setting allow anonymous was already changed in the last chapter it

e needs to be set to true. See chapter 3.1

Listening port

e needs to be changed from 1883 to 8883. For details see chapter 3.1

Path to the PEM encoded server certificate

o certfile C:\Program Files\mosquitto\ABB-MQTT\srv.crt

Path to the PEM encoded keyfile.

o keyfile C:\Program Files\mosquitto\ABB-MQTT\srv.key

Path to the ca.crt file

e cafile C:\Program Files\mosquitto\ABB-MQTT\ca.crt
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311 # Both of certfile and keyfile must be defined to enable certificate based
312 # TL5 encryption.

E_— £ Path to the PEM encoded server certificate.
Icertflle C:%\Program Files‘\mosguittoh\ABB-MQTT\srv. crtl

31 $ Path to the PEM epcoded keyfile,
318 Ikeyfile C:\Program Files‘\mosquitto\ABB-MQTT\srv.kev I

cafile and capath define methods of accessing the PEM encoded
Cerctificate Authority certificates that will be considered trusted when
checking incoming client certificates.

cafile defines the path to a file containing the Ch certificates.

capath defines a directory that will ke searched for files

containing the CA certificates. For capath to work correctly, the
certlflcate files must have ".crt"™ as the file ending and vou must run

I L oy add/remove a certificate.
cafile C: \Progran FllES\HDSquttD\Baq—HQTT\Ca crt
#capath

#
¥
¥
#
#
¥
F

3.23 Start Mosquitto broker

Configuration is done. Now we can start the broker. To start the broker manually open a
command prompt (CMD).

With Encryption path:

Navigate to: cd C:\Program Files\mosquitto
Call: mosquitto.exe -c "C:\Program Files\mosquitto\ABB-MQTT\mosquitto.conf" -v

The parameter -c "C:\Program Files\mosquitto\ABB-
MQTT\mosquitto.conf" links to the right configuration file

The parameter -v is optional and is activating the logging

B Select Administrator: Command Prompt - mosquitto.exe -c "C:\Program Files\mosquitto\ABB-MCTT\masquitto.conf” — m] K

The commands above can also be included inside a batch file which can be used to start the
Mosquitto broker with encryption. The content of the batch can be copied from below.

run cmd.exe
cd "C:\Program Files\Mosquitto"
mosquitto.exe -c "C:\Program Files\Mosquitto\ABB-MQTT\mosquitto.conf" -v

pause
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ABB AG

Contact:
https://access.motion.abb.com/con-
tact/contact

Homepage:
www.abb.com/plc

We reserve the right to make technical
changes or modify the contents of this doc-
ument without prior notice. With regard to
purchase orders, the agreed particulars shall
prevail. ABB AG does not accept any respon-
sibility whatsoever for potential errors or
possible lack of information in this docu-
ment.

We reserve all rights in this document and in
the subject matter and illustrations con-
tained therein. Any reproduction, disclosure
to third parties or utilization of its contents -
in whole or in parts - is forbidden without
prior written consent of ABB AG.
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