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System 800xA® Cyber Security
Maximizing cyber security in process 
automation
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—
If it is valuable to you, it is 
probably valuable to someone else

In critical infrastructure the protection goes beyond intellectual property 
and covers the availability of the asset that could be diminished under an 
attack. In fact, the shape and size of your company’s future will be 
determined by your know-how, ideas and operations – and on your 
ability to protect them. 

With so much at stake the big question is: How do you secure your 
company against cyber risks, like attacks from viruses, hackers and 
human errors?
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ABB is committed to cyber security
Cyber security is important for every company. 
Without it, your company risks production  
disruptions, loss of intellectual property and  
data that cannot be recreated.

As for any ABB solution, we want you to be  
satisfied with the security solutions we provide 
you with. 

We fully understand the importance of cyber  
security, and its responsibility to advance the  
security of control systems. You can rely on  
system solutions where reliability and security 
have the highest priority.

ABB helps secure your company’s future
The world of process automation is changing in 
the face of new technologies, opportunities and 
challenges. ABB remains committed to helping 
customers take advantage of technology advances 
while minimizing exposure to cyber risks.

Since ABB is a leading provider of control systems 
for a wide spectrum of industries, we can combine 
our technology strengths and domain expertise 
to provide a customer-focused solution that  
enhances asset productivity and efficiency.

The objective is to establish the necessary levels 
of cyber security, and maintain that level while 
preserving the availability and functional inter- 
operability of systems.
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The new generation of automation systems  
utilizes open standards, such as OPC, Profinet, 
FOUNDATION Fieldbus, IEC 61850 and commercial 
technologies, in particular Ethernet and TCP/IP-
based communication protocols. They also enable 
connectivity to external networks, such as office 
intranet and the Internet. These changes in  
technology have brought huge benefits from an 
operational perspective, but they have also  
introduced cyber security concerns previously 
known only in office or enterprise IT systems.

Cyber risks were inherited by adopting open IT 
standards. But fortunately, so were the cyber  
security mechanisms developed in enterprise  
environments to address those risks. These 
mechanisms enable the development of cyber  
security solutions tailored for industrial auto-
mation and control systems, relying on proven 
technology.

ABB fully understands the importance of cyber 
security, and its role to advance the security of 
control systems. ABB customers can rely on system 
solutions where reliability and security have the 
highest priority.

—
Why control system owners  
have to focus on cyber security

Industrial automation and control systems 
have evolved over the past decade thanks to 
technological advancements. At the heart of 
these advancements are specialized IT 
systems. To provide end users with com-
prehensive real time information and allow 
for higher levels of reliability and control, 
these systems have become more and more 
interconnected.
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—
ABB’s systematic approach 
ensures cyber security

Over the past few years, the global industries 
have steadily increased their focus on cyber secu-
rity for industrial automation and control sys-
tems. As a result, many different drivers and 
trends have emerged.

The ISA Security Compliance Institute (ISCI) is a 
not-for-profit automation controls industry con-
sortium that manages the ISASecure™ confor-
mance certification program. They have devel-
oped a certification assessment method which 
they license to interested parties who wish to en-
gage with vendor communities to offer certifica-
tion services. 

The certification service providers are entities 
like Exida, TÜV SÜD & TUV Rheinland among oth-
ers. They are sanctioned to conduct certification 
assessments and testing based on the ISA Secu-
rity Compliance Institute’s documented method-
ology to determine whether a component, system 
or development organization successfully ad-
dresses the requirements found in IEC 62443.
At ABB, we have always seen cyber security as a 
key requirement and are committed to provide 
products, systems and services that clearly  

address this vital issue. ABB takes a systematic 
approach to cyber security through its operations 
on a global level. For instance, ABB has established 
an organization with security councils on corporate 
and division level to keep track of the global needs 
and requirements concerning cyber security.

Optimal compliance
We also do our part when it comes to cyber security 
standards. ABB is an active member and driver of 
industry initiatives, including active involvement 
in ISA, IEEE, Cyber Security Standard Committees 
and IEC. Our involvement also allows the security 
councils to ensure that ABB products and sys-
tems are compliant with, and support industry 
standards and regulations related to cyber 
security. We are constantly developing and 
improving products compliant with the latest  
cyber security standards.

System 800xA has been designed with cyber  
security in mind and provides state-of-the-art 
functionality. This allows you to easily address 
NERC CIP requirements and maintain compliance 
according to these standards and beyond.
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—
All control systems are exposed to threats
System 800xA has the right protection 
mechanisms in place

Unauthorized changes 
to the control system

Authentication and detailed 
role based access control
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to the control system
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qualified security updates

Unauthorized 
network access
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traffic rate limiting

Manual data transfer into the control 
system (e.g. updates to control logic)

Malware protection with qualified 
virus definitions
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Cyber security is embedded in all phases of ABB’s 
system life cycle (product, project, and plant life 
cycle), and is an integral part of System 800xA. 
This means that cyber security is addressed at 
each stage of our system life cycle, from design 
and development to maintenance. Threat model-
ling and security design reviews, security training 
of software developers, and in-house and external 
security testing are examples of actions ABB is 
taking to ensure reliable and secure solutions. 
System deliveries follow our strict guidelines on 
handling cyber security.

Security for System 800xA adheres to the SD3+C 
Security Framework (created by Microsoft) to en-
sure and improve security in system components.

Secure by Design
The goal here is to make sure that security bugs 
or vulnerabilities are not present in new software. 
To accomplish this, cyber security must be a  
factor from the very start of product design. And 
through all phases, from creating the specifica-
tion, through writing the code, and testing the 
product.

A secure-by-design philosophy manifests itself as 
security training, code reviews and walkthroughs, 
threat analysis, and robustness testing of  
products. Security is integrated in ABB’s quality 
management system. Formal threat analysis and 
threat modelling provide the basis for security re-
quirements and design principles for the sys-
tem. Security checkpoints at project gates ensure 
that security objectives are met. 

One key element of this process is our indepen-
dent robustness test lab, the ABB Device Security 
Assurance Center, where our products are tested. 
This laboratory is run by dedicated personnel who 
are not part of any product development team. 
They use several specialized security testing 
tools, for example Wurldtech’s Achilles Satellite 

Unit and Mu Dynamics Mu8000. In addition to 
our adoption of SD3+C Security Framework and 
extensive internal testing performed by ABB’s 
Device Security Assurance Center (DSAC), ABB 
has embraced third party security certification 
to IEC62443 standard by ISA Secure Certifica-
tion Institute (ISCI) for selected models of the 
AC 800M controller family.

System 800xA security features are designed to 
meet regulatory requirements, such as by FDA. 
User account management and authentication is 
based on Windows Active Directory, or Windows 
Workgroups for small systems.

Secure by Default
The goal in this phase is to create default product 
installations and configurations that are more  
resistant to attack, by reducing the attack surface 
(the number of points a hacker can attempt to  
exploit).

To accomplish this goal, software must be installed 
in its most secure configuration and must stay 
that way until the customer takes informed steps 
to loosen it.

When using the system installer, 800xA is installed 
in a predefined way, which makes the process easy 
and reliable, ensuring that settings are done in a 
consistent and repeatable way. Functions and 
features that are not needed are disabled or not 
installed, and Windows Firewall is automatically 
configured. System 800xA gives control engi-
neers a unique opportunity to manage access for 
each user. Access can be granted based on param-
eters such as who and where the user is, what the 
user wants to do, and on which aspect object.

Secure by Deployment
The goal here is to ensure that the products can 
be installed, configured, operated and main-
tained in a secure way.

User documentation describes how to install and 
operate System 800xA at the highest level of  
security. Documentation includes recommenda-
tions on how to build secure system architecture 
using security zones and defense in depth. Security 
compliance project checklists make sure that all 
important steps are taken during project execu-
tion to ensure a secure deployment. 

—
Cyber security is embedded  
in System 800xA®

—

Cyber security is an 

important factor in all 

phases of the system 

life cycle

Design
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CYCLE

PROJECT LIFE 
CYCLE

PLANT LIFE 
CYCLE
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—
System 800xA gives you peace of mind

Peace of mind tends to come when you have less 
to worry about. And that is a fact when you operate 
System 800xA. It is reassuring to know you have 
done all you can to protect your company’s know-
how, ideas and operations.

An overview of the security features embedded 
in System 800xA:
•	 Detailed system monitoring and diagnostics.
•	 Network protection with IPSec.
•	 Host firewalls for servers and workstations.
•	 Network loop protection in servers and work-

stations.
•	 Robustness tested products.  

(AC 800M has earned Achilles Communication 
Certification.)

•	 Network protection filters and storm protection 
for controllers and communication modules.

•	 Detailed role-based access control.
•	 Fast operator log over.
•	 HW-based access control for safety systems.
•	 Data integrity with protected archives for  

historical data.
•	 Backup and restore for disaster recovery.

An overview of additional security features:
•	 Digital signature  

Makes it possible to digitally sign aspects  
to ensure that data is kept unchanged after  
approval.

•	 Advanced access control  
Reauthentication and double reauthentication 
for secure interaction and inactivity logout. 

•	 Audit trail  
Logging of all user-initiated actions in a system, 
like operator interactions, configuration changes 
and download to controllers, batch recipe editing 
and execution, start/stop of servers etc. 

Overview of optional security features through 
our partners:
•	 Malware protection: AntiVirus 

ABB recommends that a virus scanner is used 
on all System 800xA servers and workplaces.  
- Microsoft Defender (from 800xA 6.2)  
and Trellix Endpoint Security (ENS) have been 
tested and qualified for optimal performance 
with System 800xA. 

•	 Malware protection:  
Application change control
	- Trellix Application and Change Control is the 

preferred/validated solution for 800xA,  
designed to prevent the execution of unautho-
rized and malicious programs. 

ABB service offerings:
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—
Cyber Security service offerings 
for System 800xA®

— 
Foundation

•	 Assessements, gain an 
understanding of the cyber 
security posture of your 
system 

•	 Security Controls, defend 
against fundamental threats 
by implementing cyber 
security controls 

•	 Training, reduce incidents by 
equipping your team with 
cyber security insight

— 
Services

•	 Maintenance, ensure 
continuous protection of your 
automation systems using our 
skilled industrial cyber 
security engineers 

•	 Consulting, perform system 
hardening or implement your 
cyber security projects using 
our global network of 
industrial cyber security 
experts.

— 
Operations

•	 Collaborative Operations, 
leverage our global network 
of experts trough ABB 
Collaborative Operations 
Centers for 24/7 continuous 
monitoring and support 

For more information please 
visit our ABB Ability Cyber 
Security Services web

https://new.abb.com/process-automation/process-automation-service/advanced-digital-services/abb-ability-cyber-security-services
https://new.abb.com/process-automation/process-automation-service/advanced-digital-services/abb-ability-cyber-security-services
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—
Invest in cyber security now

—
If the worst happens, nothing is lost 

Systems are always up to date
Automation Sentinel is ABB’s subscription based 
control system lifecycle support program that  
allows systems owners to actively monitor their 
control system versions and software lifecycle 
costs.

For Automation Sentinel subscribers it is easy to 
keep systems up to date with the latest security 
updates and virus signature files. 

ABB evaluates all third party software security 
updates for System 800xA, and tests all relevant 
updates for compatibility. The “ABB System 
800xA Qualified Security Updates”, are available 
for download from ABB for Automation Sentinel 
subscribers. 

Also updates for supported virus scanners,  
including virus definition files, are tested for 
compatibility with System 800xA to ensure that 
legitimate code is not wrongly classified as  
malware. 

ABB tests virus definition files for both McAfee Vi-
rusScan® Enterprise, McAfee Endpoint Security 
and Symantec Endpoint Protection each weekday.

Service that maximizes security
ABB has developed non-invasive tools to diagnose 
potential cyber security issues, offer solutions to 
maximize security, and provide support for the 
future. 

Cyber Security Fingerprint  
Services; diagnoses and offers solutions for 
potential security risks. It includes detailed 
recommendations to reduce vulnerability, and 
helps to develop a sustainable security strategy 
for control systems. This service is delivered by 
an ABB engineer at site.

Automation Software Maintenance
ABB recommends its customers to use Automa-
tion Software Maintenance for all its installed 
control systems to have access to exclusive ser-
vices for the maintenance, evolution and contin-
ual enhancement of the installed base of ABB con-
trol systems. Automation Software Maintenance 
is the exclusive way for ABB control system users 
to receive validated and tested Microsoft security 
updates and Anti-virus verification reports.  

For more information,  
please contact your local ABB.

Investing in cyber security is one of the best ways to invest in your company’s 
future. And it should never be an issue of waiting to see if something will happen. 
Who can afford that kind of chance taking? 

Finally, and maybe most importantly, cyber security is not a one-time event, it is an 
ongoing process. At ABB, we are happy to help you with that process all the way.
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—
800xA is a registered trademark of ABB. 
All rights to other trademarks re-
side with their respective owners 

We reserve the right to make technical 
changes to the products or modify the  
contents of this document without prior  
notice. With regard to purchase orders,  
the agreed particulars shall prevail. 
ABB does not assume any responsibility  
for any errors or incomplete information  
in this document.

We reserve all rights to this document  
and the items and images it contains. The 
reproduction, disclosure to third parties  
or the use of the content of this document 
–including parts thereof – are prohibited 
without ABB’s prior written permission.

Copyright© 2024 ABB
All rights reserved
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