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Introduction

1 Introduction

The Java Runtime Environment is required if you want to run software programmed in Java, such as the
AC500 web visualization. With the update to Java version 8 not only bug fixes but also new features and
changes have been added. The safety rules regarding the implementation of Rich Internet Applications (Java
applets) are tightened. These changes provide that the application will started only if it contains a digital sig-
nature. This was not the case in the previous versions. The following two options describe how to get the
Web visualization running again.

For more information, see https://java.com/en/download/faq/index general.xml.

4 Notes for Java Runtime Environment 8 AC500 05.11.2014


https://java.com/en/download/faq/index_general.xml

Devices Affected

2 Devices Affected

The following devices are affected:

B Computer and Laptops with Java version 8 and any browser like (Firefox, Internet Explorer, Opera,...)

The following devices are not affected:

B CP600-WEB HMI panels
B MicroBrowser (Android & iPhone/iPad App)
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Solutions

Using Java V1.7 (Not Recommended)

3 Solutions

There are two approaches that differ in whether a project download in the PLC is possible or not. If the PLC
cannot be stopped in any case, the first approach is recommended. This is a workaround and the version 7
will be reactivated. The second approach involves replacing the Java applets with a newer signed version
and re-download the project to the controller. This stops the PLC program.

3.1 Using the New Applets, Including Project Download

You can replace the affected Java applet files in their existing setup or upgrade your setup to ABB Automa-
tion Builder V1.1. In the latter case, you can skip steps 1) and 2).

1. ) Locate the CoDeSys V2.3 installation directory:

— On Windows 32-bit versions usually following path:
C:\Program Files\3S Software\CoDeSys V2.3\Visu

— On Windows 64-bit versions usually following path:
C:\Program Files (x86)\3S Software\CoDeSys V2.3\Visu

2. Copy the supplied files webvisu.jar, miniml.Jjar and webvisu unsigned.jar in the appro-
priate directory from step 1) and overwrite existing files if necessary.

Open your existing project in Control Builder Plus or Automation Builder.
Open the PLC application on which the web visualization runs.
Select “Project = Clean All” and then “Project = Compile All”.

Login into your PLC and download the program to the PLC. After that, create a boot project (“Online
=>» Login”, “Online = Create Boot Project”.

A L L

7. » The download of the the current program stops the PLC (display shows STOP). You can restart the
project by selecting: “Online = Start”.

8. » Call the URL (e.g http://xxx.xxx.xxx.xxx/webvisu.htm) and verify that the new Applet is loaded.

3.2 Using Java V1.7 (Not Recommended)

To make the variable update on the web visualization work without updating the Java applet files on the
PLC, you have to install the Java 7 update 67 runtime. The latest version can be downloaded here:
http://www.oracle.com/technetwork/java/javase/downloads/java-archive-downloads-
javase7-521261.htmi#jre-7u67-oth-JPR
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Solutions

Using Java V1.7 (Not Recommended)

1. ) Open the Microsoft Windows control panel and navigate to Java.

=S el =

@T’:\J-@ + Control Banel » All Contral Panel tems »

Adjust your computer’s settings

Action Center
Credential Manager
Display

HomeGroup

Location and Other
Sensars

Parental Controls
Programs and Features
Speech Recognition
User Accounts

By
n_] Windows Update

Administrative Tools

Date and Time

Ease of Access Center

Indexing Options

Mouse

Performance Information
and Tools

Recovery

Sync Center

Windows CardSpace

@ AutoPlay

# Default Programs
l Folder Options

Internet Options

Network and Sharing
Center

Personalization
Region and Language
L

System

% Windows Defender

Backup and Restore

Device Manager

Fonts

~ [ ¢ ||| Search Controt Panei o]

&

E

Java

RF2LE|EF &

Notification Area Icons

Phone and Modem

RemoteApp and Desktop
Connections

Taskbar and Start Menu

Windows Firewall

Viewby: Largeicons ¥

Color Management

Devices and Printers

Getting Started

Keyboard

ODBC Data Sources

Power Options

Sound

Troubleshooting

Windows Mobility Center
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2.

Solutions

Using Java V1.7 (Not Recommended)

Select the “Java” tab and click “View...” button.

b

| £ Java Control Panel

(o] & |we)

| General | Update |

View and manage Java Runtime versions and settings for Java applications and applets.

=

0K ] [ Cancel

Apply
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3. » Deactivate the Java V8 runtime like this:

Solutions

Using Java V1.7 (Not Recommended)

o

| £/ Java Runtime Environment Settings
User | System
Platform Product Location Path Runtime Parameters Enabled
g 8.0 1 A3 ogra a3
1.7 1.7.0_71 tp:/fjava.s... rogram Files\Java... W
Find ] [ Add ] Remove
[ oK ] [ Cancel

4. , Click “OK” button.
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Solutions

Using Java V1.7 (Not Recommended)

5. ) Select “Security” tab and click “Edit Site List...” button.

b

| £ Java Control Panel

| General | Update | Java] Security

Advanced |

Enable Java content in the browser

Security level for applications not on the Exception Site list

@ Wery High - Only Java applications identified by a certificate from a trusted authority are
allowed to run, and only if the certificate can be verified as not revoked.

I High - Java applications identified by a certificate from a trusted authority are allowed to
run, even if the revocation status of the certificate cannot be verified.

Exception Site List

Applications launched from the sites listed below will be allowed to run after the appropriate security

prompts.
http://10.0.0. 10/ "
http://10.0.0.199/ ; Edit Site List... ]l
Restore Security Prompis ] [ Manage Certificates. .. ]
0K ] [ Cancel Apply
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Solutions

Using Java V1.7 (Not Recommended)

6. » Add the IP address or hostname of your PLC like this: http:/xxx.xxx.XxX.Xxx/

o

| £:| Exception Site List

(5]

Applications launched from the sites listed below will be allowed to run after the appropriate security prompts.

Location

Ul +10.0.0.10

p—

I hittp://10.0.0.199/

Add

Remove

Ul FILE and HTTP protocols are considered a security risk. We recommend using HTTPS sites where available.

| oK

] [ Cancel

-

7. » Click “OK” button.
= A security prompt appears:

8. Accept with “Continue” button.

Security Warning - HTTP Location

Including an HTTP Location on the Exception Site List is
considered a security risk

Location: http://192.168.0.10

computer, We recommend induding only HTTPS sites on the Exception Site List.

Click Continue to accept this location or Cancel to abort this change.

9. . Access the URL via Internet browser: http://xxx.xxx.xxx.xxx/webvisu.htm

Locations that use HTTP are a security risk and may compromise the personal information on your

& ——
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Solutions

Using Java V1.7 (Not Recommended)

= Another security prompt appears:
Security Warning @

Do you want to run this application?

rumn.

_ ': An unsigned application from the location below is requesting permission to
/ L ]

Location: http://10.0.0,199
More Information

Click Cancel to stop this app or Run to allow it to continue.

Run
10.,. Click “Run” button.
= The webvisualization appears.
i i e (e e Cae oy
+..:"-“.“ = n ﬁphi:-.:;

Invrarmany AL o e Rl Buvicas

PR I A P W S A S PR ——— Illm!

| s ] e |

If you forgot to add the correct IP address to the Site List, this prompt will appear instead of the web visuali-
zation:

12 Notes for Java Runtime Environment 8 AC500 05.11.2014



Solutions

Using Java V1.7 (Not Recommended)

-

Java Application Blocked @

Application Blocked by Java Security ||8.|

For security, applications must now meet the reguirements for the High or Very High security
settings, or be part of the Exception Site List, to be allowed to run. More Information,

Hame: Weblisu

Location: http://10.0.0,199

Reason: Your security settings have blocked an untrusted application from running

If this is the case, please retry the steps 5 - 7.
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