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1. INTRODUCTION

ABB Drives SREA-01 and SREA-50 monitoring products are based on legacy Netbiter hardware and
software versions from HMS Industrial Networks AB. Products have a software version which is no
longer actively maintained. In May/June 2017 a security issue was announced:

“Bertin Jose and Fernandez Ezequiel has found a vulnerability in legacy NetBiter products.
The vulnerability can make files in the product’s internal filesystem accessible by non-

authenticated users.

By using the vulnerability, the internal password file can be retrieved and then the password

can be identified using a brute force attack of the password hash.

When the password is decoded the attacker is able to login to the device.”

Successful exploitation of this vulnerability may allow a remote attacker to remotely log in to the
target device and viewing data, change device configuration and send commands to connected

devices.

A Software patch for HMSSAR-2017-05-24-001 has been released to fix the described issue. This
document is bundled with ABB specific patch ABBVU-RMDR-3AXD10000621970. This document

describes how to install the patch.
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2. SECURITY RECOMMENDATIONS FOR SREA-01 AND SREA-50

It is highly recommended to install the provided patch, which will blocks the reported security issues.
However in addition to applying the patch, ABB recommends the following mitigations:

- VPN (Virtual Private Networking) access should be used to connect to the web interface of
the SREA-01 module from further locations than the local network, as the web pages use
unencrypted HTTP communication.

o0 The VPN solution including devices and software should be also kept up to date with
latest security information

o0 The web interface of the SREA-01 and SREA-50 Remote Monitoring Tools should never
be exposed directly to public Internet.

- Recommended security practices and firewall configurations can help protect the Remote
Monitoring Tools from attacks that originate from outside the network. Such practices
include that Remote Monitoring tools are physically protected from direct access by
unauthorized personnel, have no direct connections to the Internet, and are separated from
other networks by means of a firewall system that has a minimal number of ports exposed,
and others that have to be evaluated case by case. Portable computers should be carefully
scanned for viruses before they are connected to the network.

- More information on recommended practices can be found in the following documents:
3AXD10000492137, Technical guide: Cybersecurity for ABB drives
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3. APPLYING THE PATCH TO FIX THE ISSUE
On ABB SREA-01 the patch can be applied as follows:
1. Log inas administrator:
ABB SREA-01
Username ||
2. Navigate to main menu bar item Setup
Logged in as: Administrator f_'J Logout
Select page v Status Alarm  Log Configuration Setup

Users Modbus Modem Regional E-Mail SNMP  ‘Webserver FTP  DynDNS Ethernet System

3. Navigate to sub navigation bar (gray background) item System

a. Recommended step: take a backup of SREA-01 setting by clicking the button “backup”
next to text “Backup settings to local hard drive”. Store the settings backup in case if
patching fails and if would need to restore factory settings.
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Select page v Status Alarm Log Configuration Setup
Users Modbus Modem Regional E-Mail SNMP ‘Webserver FTP  DynDNS  Efhernet System
Backup Settings
Backup settings to local hard drive
Restore medule from backup Choose File | Mo file chosen restore
H H wrer 7
4. Find on the page a panel titled “Firmware
Firmware
Select an update file { nbu or .nbp) Choose File | Mo file chosen update
Name Version Information
Kernel version 1.2.23
Application version 3.31.5 {build 184}
H H ey ” H 13 H %L
5. Within the “Firmware” panel click button “Choose file
6. Navigate to extracted patch files, choose file
WS100_EC150 _NB100 Security patch_2017_05 24 1.nbp
Logged in &5: Administrator 3 Logout
Selzct page A Status Alarm Log Configuration Setup
Users Modbus Modem Regional E-Mail SNMP ‘Webserver FTP DynDNS Ethernet System
Backup Settings
Backup settings to local hard drive backup
Restore module from backup Choose File | Mo file chosen restore
Firmware
Select an update file (.nbu or .nbp) Choose File | Mo file chosen update
r? Open E-‘
Name —, ——— =
Kernel version @uv| . » SREA_patching_for_Antiweb - |‘,| | Search SREA_patching for Ant... O [
Application version Organize Mew folder =~ 0 @
Security_patch_2017_05_24 -
¢ F Il MName Date modified Type Size
Y avor
Tools M Des B SREA-01_and_SREA-50-patching_for_Antiweb.doc 77,2017 10:24 Microsoft Word 9... 197 KB
Get system log files 8 Doy | L] ws100_EC150_NB100_Security_patch 2017 0524 1nbp  24.5.201714:37 MEP File 70 KB
Restart module \ Mo|=
i Rec
Reset to factory default settings
& On|
Check for firmware updates at wana || 5 Librai
@ Dot
&' Mu
&= Pid
B vid T
File name: W5100_EC150_MBL0OO_Security_patch_2017_05_24_1.nbp - [AH Files V]
[ open |v] [ concel |

7. Choose the file and click “Update”

8. When a dialog box appears asking whether to continue, click OK
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x |

192.168.0.33:8080 says:

Updating may reset all configuration, continue anyway?

| Cance'
[

N

9. After a successful update you should be directed back to login page of the SREA-01.:

Y 1 SREA-01

Username | |
Password

login
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Patching procedure is similar for the SREA-50 as described for the SREA-01 except for the page
layout. An example while of applying the patch for a SREA-50 using Chrome web browser:

X
192.168.11.105 says:

A\ 1P ED
mpmw

Logged in as: Administrator

SREA-50
4,

test (G Logout

Updating may reset all configuration, continue anyway?

Select page
Modbus

v| Status Ev

Users IModem Regional E:

Backup Settings

Backup setfings to local hard drive
Restore medule from backup Mo file chosen

Firmware

Select an update file {.nbu or nbp)

WS100_EC1._24_1nhp | update |

Name Version Infermation
Kernel version 1225
Application version 2.32.1 {build 355}
Tools
Get system log files save
Restart module reboot

Reset to factory default settings

Check for firmware up at www.abb ives

.. and after applying the patch for SREA-50
i nDn

ADD SREA;50 '

Logged in as: Administrator test a Logout

Select page h Status Event Log Configuration Setup
Users Modbus Modem Regional E-Mail SNMP Webserver FTP DynDNS Ethemet System
Backup Settings
Backup settings to local hard drive backup
Restore moedule from backup Choose File | Mo file chosen restore
Firmware
Select an update file ( nbu or .nbp) | choose File | No fie chosen | update |
Name Version Information
Kernel version 1225
Application version 3.32.1 (build 355)
Security_patch_2017_05_24 1.0 HMSSAR-2017-05-24-001
Tools
Get system log filez save
Restart module reboot
Reset to factory default settings | reset
Check for at www.abb ives
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4, VERIFYING THE INSTALLATION OF THE PATCH

Patch can be verified after logging in, under the Setup -> System, Firmware section, as an additional
software name and version (“Security_patch_2017_05_24"):

4i HD HD

ARIPEP SREA-01
Logged in as: Administrator '_7! Logout
Select page v Status Alarm Log Configuration Setup

Users Modbus WModem Regional E-Mail SNMP  Webserver FTP DynDNS Ethermnet System

Backup Settings

Backup setfings to local hard drive backup
Restore module from backup Choaose File | Mo file chosen restore
Firmware
Select an update file {_nbu or .nbp) Choose File | Mo file chosen update
Name Version Information
Kernel version 1223
Application version 3.31.5 {build 164)
Security_patch_2017_05_24 1.0 HMSSAR-2017-05-24-001
Tools
Get system log files save
Restart module reboot
Reset to factory default settings reset

Check for firmware updates at www.abb.com/drives

5. DOCUMENT VERSION HISTORY

2017-07-10  Draft Initial instruction, ready for getting a document number
2017-07-10 Rev.A Added screenshots after patching

2017-08-11 Rev.B Updated screenshots. SREA-50 screenshot included.



