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Firmware update of KNX devices

Firmware is an essential part of a product, beside application
software and hardware

Components are getting more comprehensive and powerful,
resulting in powerful firmware

New firmware versions might appear, due to necessary adaptions
or new features

As a KNX system is not online, firmware updates have to be
initiated by the user, system integrator or installer

Smarter Solutions for Home and Building Automation
ABB i-bus® KNX — Overview
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Firmware update

ABB i-busTool ETS App “KNX Bus Update” WebUI

— IP Router IPR/S 3.1.1 — DALI Gateways DG/S x.64.1.1 — Security Panel GM/A

— |IP Interfaces IPS/S 3.1.1 — Busch-Presence detector 6131/x — Energy Analyzer QA/S

— Logic Controller ABA/S1.2.1 — Universal Dim Actuators — Application Controller AC/S 1.x.1

— ClimaECO devices

Important:

IP Router IPR/S 3.1.1: Firmware

IP Interfaces IPS/S 3.1.1: Firmware

Security Panel GM/A: Firmware and ETS application

Logic Controller ABA/S 1.2.1: Firmware

DALI Gateway DG/S x.64.1.1: Firmware and ETS application

Please note:

Following products have to be updated now (Status Feb. 2019):

— Only the latest firmware updates ensure an optimal operational

performance and the long-term stability of the application

— Devices must be updated at the earliest possible opportunity

— IP Interface IPS/S 3.1.1, IP Router IPR/S 3.1.1, Security Panel
GM/A 8.1, Logic Controller ABA/S1.2.1
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ETS Apps

In principle, the ETS Professional is sufficient for users wishing to
install and configure KNX systems P RITT. =Tt

An ETS App is a functionality extension
— It adds functionality to ETS

- It adds functionality to a product in addition to parameters
(DCA - Device Configuration App)

All ETS Apps (“*.etsapp”) must be downloaded and installed

Non DCA Apps (“*.etsapp”) must be additionally purchased and
licensed

The apps are only available in the “My.KNX”, Device Configuration
App’s (DCA) also from the manufacturer

Apps of the manufacturers are mostly free of charge
Usable in ETSS5, partly also in ETS4, DCA only in ETS5
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ETS Apps

How to get an app and license file?
— Visit MyKNX: https://my.knx.org
— Signin with your KNX partner account

Go to “Shop” = “ETS Apps”, order your desired ETS App and
follow the steps

— The app appears in “My account” 2 “Products”

— Download the app file (*.etsapp)

— Enter the license ID of your ETS dongle and press “Add key”
— Download the product license file

= [E=RTEN
i KNX - MyKNX x
& CcC 0O @  https://my.knx.org/en/my-account/products o Q Y Q e :
= ETSeCampus  &Jirgen Schilderv G Log out
N e 3 ®
K N x ® English ~ e

Shop Support My account = Downloads

[ Homepage / My account Products] Q
@@ Group by: | License v | Sortby: | Product name v| Product: | All v | Export v Obtain licenses
a License #9000000268727 ABB AC/S Configuration App Download all software
Product Name License Number Product License 1 Software [
= ABBAC/S Configuration App 9000000268727 Q KNX»FGOOZ%F Add key

E.D ETS Apps
ABB Stotz-Kontakt GmbH

~ License #9000000268727 ABB AC/S Configuration App Download all software
Product Name License Number Product License Software
— ABB AC/S Configuration App 9000000268727 Q KNX-F60GHE#RS 3. Download
a ETS Apps

ABB Stotz-Kontakt GmbH
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ETS Apps

How to install an app and license file?

— Start your ETS5

— Click on the item “Apps” to open the app list window
* Then click the “+” icon on top to install the “*.etsapp” file
* Locate the app file, select it and then press “Open” button
* Your ETS App is now installed

* You will see the new entry appearing in the list of available Apps

— Click on the item “License ETS” to open the license list window
* Then click the “+” icon on top add a license
* Locate the license file, select it and then press “Open” button
* Your ETS App is now installed and licensed

— Check regularly if there are updates available
- The ETS does not check automatically!!!

¢

22 active / 23 installed

KNXT Apps 'lk ,N Check For Updates

Celeb 5 =

Ese;nr: NaJ Install App i Vendor Version
To celet / ass ABB AC/S Configuration App ABB 0103
present

our cele /A8 ABB Automation Builder ABB 1.0.00
KNX bo

The rect Ass ABB KNX Bus Update ABB 10.37.0

License

r will be randomly picked
pnts who answered correctly and
bn the page together with the

manns v Arallbnvoan fzAuant.

iin't win? No problem, you can Certlfied KNX Products

ETS Version ETS 5.6.6 (Build 1190;

License ETSS Professional

Apps 21 active I
2

Licenses 4& B

AutoBackup

ETS App Device Reader

Add a license

py Convert

KNX Adverfar Game - Win KNX Devices

“  KNX-F6002235

Firmware Version
Licenses

many years. The integrated bus coupler serves as IP
interface for ETS and powers the device directly
e A MAIV bonom Foimdimm PN

2.0.29.4051
20

Jrograms are
ncrypted web
jects, telegram
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is the graphical
oroject manager.
ing is possible. A
¢ and shows
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ABB ETS Apps

Overview

- SUG/U 1.1 Configuration (Split Unit Gateway)
EE——————

— KNX Bus Update

— Update Copy Convert E ﬁk ====

— MOOVNGROUP by ABB France J'

— Export for IP-Project (ComfortPanel)

— DCA: AC/S Configuration (Application Controller)
— DCA: Automation Builder (Building Automation Controller)

Update Copy Convert
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ABB ETS App: “SUG/U 1.1 Configuration”

— This App is needed for configuration of the ABB SUG/U 1.1 Split O o —
U n]t Gateway © Close Project Undo L5 Repoits \r@'ace - Catalogs M Diagnostics [IEF] Topology  [Bf Buitding [Z3] Group Addresses >
Topology ™ i Properties >
— The manufacturer of the split unit and the remote type are | 4+ sccoeces |+ X Dace ®: Dourins |+ @ s 9 tighign Changes Dt Paramess ﬁ l
stored -in a database to be |Oaded .into the ETS appﬁcation u:ls;o::jtm Fomers‘ 5.3.1 SUG/U1.1 Split Unit Gateway > Split Unit settings ttings

Manufacturer

The download into the device is done by normal ETS download

AN Split Unit settings  Remote control (type)

. . . . . 20000 iinctions ! i
— Price €0.- (licensing is required) Q- ~
53.1SUG/UL.. =Pt Limit setpoint temperature range No © Yes Set point tempel ange

— Commissioning - o 15 vew oo . o | S

Max. heating setpoint temperature
Operating modes

Min. cooling setpoint temperature 18 < Automatic, Heating, Coolla

* Add the Split Unit Gateway to the building or topology view i

Note: The setpoint temperature limit is activated after the download. R S

Automatic, Low=1, Medjm=3,

* Click on the Gateway and start the app (menu Apps” > “ABB“ \ g [y
> “ABB SUG/U Configuration”) €)

* Click the Gateway in the window of the “ABB SUG/U
Configuration” app and select the remote control
manufacturer and type in the “Properties” window

Scenes

Horizontal, Vertical

Group Objects Parameter

Silent mode
ABB SUG/UL.1 Configuration App ¥

* Options Import (% Reload ¥ Unconfigured & Selectall

Device Room Manufacturer Remote (type)
"W5.3.1 SUG/U1.1 Split Unit Gateway DAIKIN 4 U-DK1 2
i 15.1.1 SUG/UL1 Split Unit Gateway CANDOR RO7_BGE

i 5.1.3 Gastezimmer 4-013: Split Unit Gateway DAIKIN U-DK1_2 (V]

@ Todo Items
¥ Pending Operations

Undo History

* The settings are transferred to the ETS parameters

USB Interface (MDRC)
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ABB ETS App: “KNX Bus Update”

— The ETS app “KNX Bus Update” serves for the firmware update of | | == et

ETS Edit Workplace Commissioning Diagnostics Appsm\’igdow

various ABB KNX devices via the ETS & CloseProiect | ¥\ Undo £ Redo | o4 Rer BB T e ——
. . . . Topology ~ Busch Jaeger Elektro »  Am ABBSUG/UL1 Configuration App @
— The current firmware files can be downloaded automatically or via T et Lo N .
impo rt file “*.fwu pd” from the ABB product page f] Topology *  Address * Manufacturer ¢ KNX Association b Ro De Adr Prg Par Grp Cfg Order Number

[5 Dynamic Folders 11110 AB3 IPR/52.1.1 IP Router MDRC IP Router/2.0 Q QS & © 2006110175R0g

° ECU 12G18 Co”ect-ion ﬁle Contai ns on Iy f] rmware Of DALI 4 P g 4  HERR) AB3 6127/01-500 ctrl. el, solo® sta... Control element, solo®.. = = = = = 6127/01-500
ABB KNX Bus Update v

Gateways, ClimeECO devices,... | [

Device type:  [ECUI2.G18......... - pdate toversion: (0043 v] | b Update firmware [y Options

Import (% Reload

In addition, an Upd ate of the ETS application is req uired! 4 IIEATilufzn(s) Address Product [ Update Firmware of the selected devices
. . . . . -LLned, @]1N\205 DG/S264.11 DAL-Gateway,Basic2fMDRC 009 A Update possible
Via ETS Ap P, U pdate Co Py Convert* an existin g param etrnzation 4 FE Fs éi-,lear:Zalkzl)(Z) Ji] 11¥ DG;sz.sa.m DALI-Ga:e\-:ai/,Basic.Zf,MDRC X Esz;u:d >

£ 15.15 New line (1) J11 DG/S2.64.1.1 DAU-Gateway,Basic,2f MDRC ~ 0.0.13 =» Equal Version

can be adopted

* 61xx/xx...: Single file per device incl. firmware & ETS application, ECUL2G18

ECU12 G18
.g. Busch-Presen r T
e.g. Busc esence detecto Iggf-igxggg [
. . . 3 ’ i 3 xX-
— Target is to update future devices only in this app Teior 20 500 | PM/A 15x.1 !

6131/21(-500) | PM/A 2.5x.1
6131/30(-500) | PM/A 1.8.x.1
6131/31(-500) | PM/A 2.8.x.1
6131/40-(500) | PM/A 1.22.1.1
6179/02(-500) | BM/A 2.x.1
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ABB ETS App: “KNX Bus Update”

— The app shows automatically all possible devices that are used in
the currently open project and compares it with the installation

— Select the corresponding devices and press ,Update firmware”

— During the update process there is a high amount of telegrams
- The KNX interface should be physically in the same KNX line as
the updated device. It is not recommend to update across lines
(e.g. vialine coupler)

— Price €0.- (licensing is required)

— To perform the update process, a technical bulletin is available for

the DALI Gateways DG/S x.64.1.1 (ABB product page)

ETS Edit Workplace Commissioning Diagnostics AppsD@Nigdow

@ Close Project Undo 1 Redo (=i Rer  ABB > Am ABBKNXBus Update A [22] Group Addresses
Topology ™ Busch Jaeger Elektro 4 A8 ABB SUG/UL.1 Configuration App @
X Delete ¥ Download |+ @ Il“ IT GmbH » A ABB Update Copy Convert g
E Topology ¥ Address “ Manufacturer KNX Association () Ro De Adr Prg Par Grp Cfg Order Number

[55 Dynamic Folders 10 ABB
4 T ey L ABB

IPR/53.1.1 IP Router MDRC IP Router/2.0
6127/01-500 ctrl. el,, solo® sta... Control element, solo® ...

©Q © © O © 200G10175RY
----- 6127/01-500

ABB KNX Bus Update ¥

Device type: [ECUIZGi8

4 1 1Areal ()
E 11line11(3)
E 12Line12(2)
4 15 New area (1)
E 15.15 New line (1)

i »| Update to version: 0013—‘| ‘ P Update firmware|,3:/ Options Import (% Reload
7\ Update Firmware of the selected devices i

Address Product
I [¥1§]11.205 DG/S2.64.1.1 DAU-Gateway,Basic 2fMDRC  0.0.9
J11155 DG/S2.64.1.1 DAU-Gateway,Basic,2f, MDRC
411173  DG/52.64.1.1 DAU-Gateway,Basic, 2, MDRC ~ 0.0.13

ABB KNX Bus Update v

Device type: |ECU12 G18

X Update possible |
X Not found
=» Equal Version

Update to version: |0.0.13 b Import

4 ¥ 1 Area1(5)

Address Product Firmware Status

"W 11205 DG/S2.64.11 DALI-Gateway,Basic 2fMDRC  0.0.9

47% - Load new firmware |

L1155
1173

ABB KNX Bus Update v

Device type: [ECUIZ G18 V] Update to version: [0.0.13 v| P Update firmware 5 Options Import @ Reload
4 {¥ 1Area1(5)

E 11line11(3)

DG/S2.64.1.1 DAL-Gateway,Basic,2f, MDRC
DG/S2.64.1.1 DAU-Gateway,Basic, 2f MDRC ~ 0.0.13

X Not found
=» Equal Version

Address Product Firmware Status

E 12lne12(2) "M 11205 DG/S2.64.11 DALI-Gateway,Basic 2, MDRC  0.0.13 & Updated 100% - Finished |
4 V15 New area (1) 11155 DG/S2.64.1.1 DAU-Gateway,Basic, 2f, MDRC X Not found
E 15.15 New line (1) §11173  DG/S2.64.1.1 DAL-Gateway,Basic. 2fMDRC ~ 0.0.13 =¥ Equal Version

MmPpp
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ABB ETS App: “Update Copy Convert”

— This app provides a series of useful functions for device
configuration (parameters and group addresses) in an ETS
project
+ Update: Changes the application program to a later or earlier
version while retaining current configurations

» Convert: Transfers/adopts a configuration from an identical
or compatible source device

* Copy Channels: Copies a channel configuration to other
channels on a multichannel device

» Exchange Channels : Exchanges configurations between two
channels on a multichannel device

* Import/Export: Saves and reads device configurations as
external XML files

— Price €0.- (licensing is required)

— This is the former ETS plug-in “Copy, Convert/Exchange”
(plug-ins are no longer allowed)

[}] ETS5™ - KNX Demo board

ETS Edit Workplace Commissioning Diagnostics ~ Apps m/\’igdow
Q Close Project Undo v Re[;|
Topology ™
X Delete W Download |~ @ It
\T:I’: Topology ¥ Address * Manufacturer -

[& Dynamic Folders

4 FE

110 AB3
i ABB

1lreal

IPR/53.1.1 IP Router MDRC

BB » A ABB KNX Bus Update ® o [%] Group Addresses
Busch Jaeger Elektro 4 Ass ABB SUG/UL.1 Configur ]

IT GmbH Ass  ABB Update Copy Convert

KNX Association () Ro De Adr Prg Par Grp Cfg Order Numb

IP Router/2.0

6127/01-500 ctrl. el,, solo® sta... Control element, solo®...

QO © © @ 200610175R0N

6127/01-500

B Update

ABB Update Copy Convert v

€ Convert

Phys. A Name

Copy channels .C'

Exchange channels

* Export @ Import

Application Program  Application Vers Manufactur Order Code

Device Type Update Avail: Numbe Device Supported

4 [F] New cabinet

I 4]11.28 SA/S4.166.
I E1.1.29 solo standarg

I 41136 6730+61xx

Edit Parameters

Download

4 ﬁBuildmgs Unload
I ¥ Dynamic Folders Info
4 | rt
Byerg Reset Device
“ floo‘;

Plug-In

4]1.1.30 612x/01-500 Unlink

[“m]

Get Object Description from

3 Convert

ddresses

Name
General

Output A
Output A
Output B
Output B

Copy/Exchange channels

3 Write config to logfile

[¥]List all compatible devices

[1.0.354/58.16.6.1 Switch Actuator,8-fold, 164, MDRC. (v3.2) -

Copy configuration into target device:

8. 16.6. 1 Switch Actuator, 8-fold, 16A,MDRC (v3.2)

former ETS plug-in

AL Ik D
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ABB ETS App: “Update Copy Convert” - Update

Change the application program to a later or earlier version while
retaining current configurations

— The parameterization and the linked group addresses were
retained during the update

— Open the project that contains the DALI gateways (e.g. 2.1.1 with
application program V1.0)

- Import the new application in the product catalog (available on
ABB product page)

— Insert a new DALI gateway with the new application as a
reference product into the project (e.g. 2.1.- with V1.1)

— Based on this new product the app is able to reference all
gateways within the project

— Start the ,,ABB Update Copy Convert” app via the menu bar
»APPS”

— Select the DALI gateway that should be updated

— The selected DALI gateway will be displayed in the app view ...

;i) _ETSS“‘ - Test ALPHA

ETS Edit Workplace Commissioning Diagnostics™ Apps Window

> 2.1 Line 1.1000¢

ABB Update Copy Convert

% Update € Convert

Phys. A Name

: = o
@ Close Project Undo =% Repe ABB »  Ase ABB KNX Bus Update ® 5 |22 Group Addresses [{]
Topology, Catalog X  Diagnostics Busch Jaeger Elektro Ass  ABB SUG/UL.1 Configuratio °
Topology ¥ IT GmbH » A ABB Update Copy Convert
= Add Devices | + ¥ Delete * Download | v @ Info v ¥) Reset Unload ¥ =% Print
fizE] Topology 33 Addr¢e Manufacturer  Product Application Program  Room De Adr Prg Par Grp Cfg|
[55 Dynamic Folders 41211 Ass DG/S52.64.1.1 DALI-Gateway,Ba... DALI Basic 2f/1.0 | X N N N}
4F 1 Area Lxy 121~ A8 DG/S2.64.1.1 DALI-Gateway,Ba... DALl Basic2f11 | = = = = =
4 Y 2 Area2xy

211 DG/S2.64.11 DALI-Gateway,Basic,2f MDRC DALI Basic 2f/1.0 10 2CDG 110 199 R0011 $AOAB

= Export

#= Import

Application Pifgram  Application Vers Manufactur Order Code Device Type Update Availz: Numbe Device Supported

DG/S: Ind. address 2.1.1 and application program V1.0

AL Ik D
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ABB ETS App: “Update Copy Convert” - Update

— Activate the update process

— By setting the checkbox ,Update all devices with this application
version” all existing devices within the project will be displayed

— The lower part of the window is showing the available versions
of the application

— The process starts with the ,,Start Update” button

— The change of the application or full download to the
corresponding device can last several minutes

— Therefore, the download of the new application should be done
within the same line 2 It is not recommend to update across
lines (e.g. via line coupler)

— If interfaces are used which supports ,long-frames” (e.g. IPS/S
3.1.1) the process can be shortened

ABB Upda py Convert v

(o1 Update@ € Convert Copy channels Exchange channels ™ Export @ Import

N

Phys. A Name Update ation Vers Manufactur Order Code Device Type Update Avail: Numbe Device Supported
& Changes the application program to a later or earlier version. ABB 2CDG 110 199 R0011 $A0AB ! 2 J

[¥] Update all devices with this application version

There are 1 available application versions.

DALI Basic 2f/1.1 V1.1

2CDG 110 199 R0011 $AOAB

Phys. Address Name Application Program  Application Version Manufacturer Order Code
DG/S2.64.1.1 DALI-Gateway,Basic,2f, MDRC DALI Basic 2f/1.0 10

Update Devices O e

Device Type

> 2.1 Line 1.100¢

Start Update {b
Topology ¥
o Add Devices | ¥ ¥ Delete * Download | v @ Info v ¥) Reset Unload ¥ &= Print
[EE] Topolo v Addr¢ Manufacturer  Product Application Program Room De Adr Prg Par Grp Cfg|
5| topology
[55 Dynamic Folders |EZ' AB3 DG/S2.64.1.1 DALI-Gateway,Ba... DALIBasic2fil | = = = = =
i 1Arealxy 21~ Ass DG/52.64.1.1 DALI-Gateway,Ba... DALl Basic2f17 = = = = =
4 Y 2 Area 2xy

DG/S: Ind. address 2.1.1 was updated to application program V1.1

AL Ik D
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ABB ETS App: “Update Copy Convert” — Convert

Transferring the parameterization and linked group addresses
from a source device to an identical or compatible destination
device

Example: Convert SA/S 4-fold to SA/S 8-fold

— Add and select a destination device in the project
e.g. Switch Actuator SA/S 8.16.6.1 with individual address 2.4.7

— Start the ,,ABB Update Copy Convert” app via the menu bar
~Apps” and press the button “Convert”

— By setting the checkbox ,Show compatible devices” all existing
identical or compatible source devices within the project will be
displayed

— Select the source device that should be converted, e.g. 2.4.1

— Set the behavior of copying the group addresses in the
destination device and deleting the source device ...

Topology ¥
o Add Devices | v X Delete W Download |+ @ Info v ¥ Reset Unload ¥ =4 Print

Application Program De Adr Prg Par Grp Cfg Order Number

Q © & © © 200610113 ROON

----- 2CDG 110 114 ROON

4 24 Line 2.2500¢

E 24.1 SA/S4.16.6.1 Switch Actuator,4-fold, 16..
‘i] 2.4.7 SA/S8.16.6.1 Switcactuator,8-fold,16...

i) Topology ¥ Addre Manufact. Product
& Dynamic Folders 2 B SA/S41661 Switch Actuator4-fold 16A MDRC Switch 4f16CS/32b
4 1 Area 1xy 41247 As8 SA/S58.16.6.1 Switch Actuator,8-fold,16A,MDRC Switch 8f 16C5/3.2b
4 [{¥ 2 Area 2.xy

ABB Update Copy Conve
Convert
Update &) Convert

© Transfer configuration (parameters and group addresses) from source device to destination device

SA/58.16.6.1 Switch Actuator,8-fold, 16AMDRC Switch 8f 16CS/3.2b 3.2

Phys. Address Name Application Program  Application Version Manufacturer Order Code
2CDG 110114 RO011 $A0SD

Device Ty Update Number ¢ Device Supported

M\ transferred Ul P —

[¥] Show compatible devices

1142 SA/S52.10.2.1 Switch Actuator,2-fold, 10A MDRC Switch 2f 10A/3.2b 32
SA/54.16.6.1 Switch Actuator,4-fold, 16AMDRC Switch 4f 16CS/3.2b
318 SA/S2.16.6.1 Switch Actuator,2-fold, 16A MDRC Switch 2f 16CS/3.2b 3.2

Copy configuration to destination device (2.4.7) SA/58.16.6.1 Switch Actuator,8-fold, 16A MDRC

[¥] Copy group addresses

[T Delete source device

Channel Assignment

Start

Phys. Address Name Application Program Application Version Manufacturer Order Code Device Type
2CDG 110 155 R0011 $A06D
2CDG 110113 RO011 $A05C

ABB

ABB

2CDG 110 112 R0011 $A05B

AL Ik D
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ABB ETS App: “Update Copy Convert” — Convert

— The channels are assigned directly Configuration transfermed — - fed
[¥] Show compatible devices
. S ource d evice “O u t p ut A” to d est] N at] on d evice “ O ut p u t A” Phys. Address Name Application Program  Application Version Manufacturer Order Code Device Type
1142 SA/52.10.2.1 Switch Actuator.2-fold, I0AMDRC Switch 2f10A/3.2b 3.2 ABB 2CDG 110 155 R0011 $A06D
. SA/S4.16.6.1 Switch Actuator,A-fold, IGAMDRC Switch 4f16CS/3.2b 3.2 2CDG 110 113 RO011 $A0SC
oo 318 SA/S2.16,6.1 Switch Actuator2-fold, 16AMDRC Switch 2f16C5/3.20 3.2 ABB 2CDG 110 112 R0011 $A05B
— If necessa ry, adJ ust channel assi gnme nt, e.g. Copy configuration to destination device (2.4.7) SA/S8.16,6.1 Switch Actuator,8-fold, 16A MDRC
[¥] Copy group addresses
A {3 ” A - - {3 ” = . .
* Source device “Output A” to destination device “Output F [ Delete source device
[Ty
[ )
°c Start

— Press the ,Start” button

ChannelSelection 0 0 — =]
. . . Source device Destination Device vailable Channels
— The parameterization and linked group addresses are AB _ Az _ o
. . . . (2.4.1) SA/S4.16.6.1 Syitch Actuator,4-folc (2.4.7) SA/S8.16.6. tch Actuator,3-folc utput A
transferred from a source device to the destination device — 1 ] ’ Ik
i Output W 4
. . . . . — Output C
— Download the converted application to the destination device Output B -/ Outputs X OUIZUID
Output C «~/  Output C /g‘ PO
— utpu
Output D «~/ Output H \X‘ Ot Y,
Output G
Output H Y 4
ADD
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ABB ETS App: “Update Copy Convert” — Copy channels

] ETS5™ - Test ALPHA |
ETS Edit Workplace Commissioning Diagnostics ~Apps[\Window

Copy a channel parameterization and linked group addresses to

other channels on a multichannel device O Corepriec | ) Undo (4 e = Repc ASB b BBV Bus Upcat * 4[] coup acereses [ owvics [§
Topology, ABB Update. X | Diagnostics Busch Jaeger Elektro » Ass  ABB SUG/UL.1 Configuration App 1
Example Switch Actuator SA/S: Copy channel A to channel C-F I G pepr—— |
= Add Channels | * ¥ Delete t Download | ~ 0 Info v ¥J Reset Unload ¥ =% Print
- CO nfi g u re a. Chan nel of a. d evi Ce a.s a te m p I ate, e. g . Ch an n el A E‘ Topology X Addr¢ Manufactt Product Application Program De Adr Prg Par Grp Cfg Order Number
[55 Dynamic Folders "W231 ABB SA/58.16.6.1 Switch Actuator,8-fold,16A, MDRC Switch 8f 16CS/3.2b 2CDG 10 114 ROOTI
— Select the device in the project g gy

e.g. Switch Actuator SA/S 8.16.6.1 with individual address 2.3.1 + 1 2Avea 20y

4 | 23 Line 2200

— Start the ,,ABB Update Copy Convert” app via the menu bar e ik i

” 143 ”
~Apps” and press the button “Copy channels” ... ABB Update Copy Convert ~ Copy charmels
Update € Convert Copy channels Copy parameters and group addresses between channels
Phys. Address Name Application Program Applicatic Manufact Order Code Device Type Upda Numbe Device Supported

SA/S12.16.6.1 Switch Actuator,12-fold 16A MDRC Switch 12f 16CS/3.2b 3.2 ABB 2CDG 110 138 R0011 $AOSE
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ABB ETS App: “Update Copy Convert” — Copy channels

— Select the source channel, e.g. channel A Copy channel =
— Select the destination channel(s), e.g. channel C-F I Source ‘ Destination l
— Set the behavior of the group addresses in the destination Output B
Output C
channel(s) i D
* Retain | Output E
Output F Cutput G
. Copy Output G Cutput H
Outpit H Select All  Delete Selection
e Delete ‘

O’ Retain group addresses in destination

— Press the ,,Copy channels” button
Copy group addresses

— The configuration (parameterization and group addresses) are s A AR 1

transferred from a source channel to the destination channel(s)

Copy channels

AL Ik D
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ABB ETS App: “Update Copy Convert” - Exchange

. . . ™ _ 1
Exchange of the channel parameterization and linked group L = ———

—

addresses between two channels on a multichannel device @CosePoiect ) Unde [\ fedo =i Rep  ABB A ABBKNXBus Upcte wiigo [38] Group Addresses [i3] Devics
Topology, Catalog X | Diagnostics Busch Jaeger Elektro » Ass  ABB SUG/U1.1 Configuration App
Example Binary Input BE/S: Exchange channel C and channel H I G  am 238 Update oy Comver %h

== Add Channels | ¥ ¥ Delete * Download | * @ Info  ¥) Reset Unload * =% Print

- C O n fi g u re t h e C h a n n e I s Of a. d evi Ce, e . g . C h a n n e I C a n d H E Topology = Addr¢ Manufacte Product Application Program De Adr Prg Par Grp Cfg Order Number
[55 Dynamic Folders "W257 ABB BE/58.230.2.1 Binary Input,8-fold,230V,MDRC Binary 8f 23021/13a 2CDG 110 093 ROOTI
— Select the device in the project S

e.g. Binary Input BE/S 230.2.1 with individual address 2.5.7 + 55 2ven 2y

E 2.5 Line 2.2

— Start the ,,ABB Update Copy Convert” app via the menu bar
~Apps” and press the button “Exchange channels” ...

ABB Update Copy Convert ¥ Exchange channels

@ Update € Convert Copy channels 0" Exchange channels ” Exchange parameters and group addresses between channels

Phys. Address Name Application Program Applica Manufact Order Code Device Type Update 2 Numbe Device Supported
BE/S8.230.2.1 Binary Input,8-fold 230V,MDRC Binary 8f 23021/13a 13 ABB 2CDG 110 093 RO011 $AO4F
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ABB ETS App: “Update Copy Convert” - Exchange

— Select both channels, e.g. channel Cand F

— Set the behavior of the group addresses in the channels
* Retain
+ Copy
* Delete

— Press the ,,Exchange channels” button

— The configuration (parameterization and group addresses) are
exchanged between two channels on a multichannel device

Exchange channels

=]

Source

Destination

Input A

Input D
Input E
Input F
Input G
Input H

In@ut B | ‘ Input B

Input A

Input D
InEut E ‘

Input G
Input H

O’ Retain group addresses in destination

Copy group addresses to destination

Delete group addresses in destination 1

Exchange channels
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ABB ETS App: Export for IP-Project

— This ETS App is intended to exchange Group Address
information of ComfortPanel between ETS and IPP (IPProject)

— The ETS App provides
* |IPP data with recent changesin ETS
* viceversa ETS the data from IPP

— By pressing the import button you can import into ETS XML files
that were created by IPP

— Using the export button you can generate an XML file for import
into IPP

— Price €0.- (licensing is required)

i nte
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ABB ETS App: MOOVNGROUP by ABB France

— Graphical studio for KNX integration, offering a graphical, flexible
and user-friendly interface based on building layouts

- Ideally suited for commercial building, hospitals, hotel
automation and any flexible room automation

— With MOOVNnGROUP it is possible to template devices of other
manufacturer

— A deviceis turned into a collection of objects (lamps, switches ...)

— The objects are graphically linked to each other functionally,
whereby group addresses are automatically generated and
connected

— The objects are gathered under a zone (e.g. office, hotel room)
which applies group addresses templates (with group objects)

— All the templates created can be exported and reused

— Price: In-App purchases

o ]
B BB
m [m
3 8 8
Work with ‘ l . 8
appliances e e e e Yo'y
o LN

Graphical device
template

Graphical
(re)zoning

m/_\m

am A

~r
r

Collection of
parameters set
in profile

|
) \
o' o' o B

Smart grouping
algorithm and

Automatic parameter set

plit your device
in detailed
functions
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DCA ETS5 Apps

A DCA (Device Configuration App) adds functionality to a KNX

productin the ETS beside the parameters

Different from the other App’sit ...

— ... can be downloaded also from ABB’s homepage at the product

— ... heeds no license

— ... works only with ETS5

Topology

X Delete ¥ Download

[fi] Topology
[55 Dynamic Folders
Vi 1 Arealxy

4 [ 1.1 Line 11x

> "N 1.1.1 AC/51.2.1 Application..

VPN Arbeitszimmer

E&value
€8 Link

4 Room HVAC
£2 Room

“&" Room setpoint

Room setpoint: 20,0 °C

Room temperature: 20.0 °C

Linking view | (@ Multiple selection
Hotel
& Room

4 Central HVAC
4 Heating

“81] Heating distribution circuit

“7 Heat generator

BHotel

Group Objects ~ Channels  Parameter

4| 11Line 11x

Value

Value: temperature (°C)

111 AC/51.2.1 Application Controller 3ACnet

~ x
U & 0
e
e R
[+ Genera |
Name Room
Description
Reinstall
-
er... Display -
None v
... None v
None w-
]
O
O
|
None v
None -
None v
None -
O

cToapp|  Summ

/: Version 1.0.

nan, En

-6,65MB

lish, Spanish,

Software (.ETSAPP) [XX] AC/S1.x.1 DCA AC/S Configuration App

French, Italian, Dutch, Polish, Russian -

* ETSAPP
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DCA ETSS5 Apps: Concept KNX Organization

DCA (Device Configuration App) is the implementation of software
options for devices in the ETS5

Replacement of different Plug-In’s (Ul Plug-In‘s, Data handler Plug-
In‘s, Download Plug-In‘s) provided in the past from many
manufacturers for their products

Advantages:

— Better maintenance in case of ETS updates, even with updates
of the operating system Windows

— Easier handling for the users and manufacturer

— DCA for products only if needed, focus still on native ETS
parameters

o

o |
A

R -l'

www.knx.org
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DCA ETS5 App: AC/S Configuration

This app is used to configure the Application Controller AC/S 1.x.1

The graphical user interface of this app allows an intuitive
parameterization of all functions like application-specific
automation modules (ASM), WebUI, BACnet-interface and freely
configurable functions

Group address assignment and download is executed as usually in
the standard environment of ETS5

The app can be downloaded from the “My.KNX” and ABB product
page

There is no licensing required

Price €0.-

Topology ~
v X Delete i Download | * @ Info v ¥) Reset Unload v
i Topology 2 ® @ X O~ % Linkingview | (@ Multiple selection
[55 Dynamic Folders <
4 [55 1 Arealxy ASM library Hotel
4 E 1.1 Line 112 4 Generic ~
E ine.1.1x @A s % Room
» "W 1.1.1 AC/51.2.1 Application... utomatien
Value Room setpoint: 20.0 °C
@ Link Room temperature: 20.0 °C
4 Room HVAC
% Room
g Room setpoint temperatures
4 Central HVAC
4 Heating Valde

VPN Arbeitszimmer

P
1 Heating distribution circui
B eating distribution circuit Value: temperature (°C)

?j Heat generator
v
Structure + i1}
!Hotel
Group Objects Channels Parameter DCA
+ | 11Line 11 1.1 AC/51.2.1 Application Controller3ACnet

~ X
>
-
4 General
Name Room
Description
Reinstall
“ Interfaces
Room setpoint temper... Display
Controller On/Off None

Heating/cooling opera... None

4 4 4 4

Operating mode None

Window status O

Presence detector O

Rel. humidity (|

CO2 value O

Fan coil unit None D
Radiator None v,
Floor heating None o
Cooling ceiling None .
Split unit O

P BACnet
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DCA ETS5 App: Automation Builder for BAC/S 1.5.1

— This app integrates the software suite “ABB Automation Builder”
into ETS5

— The Automation Builder is used to create the automation
programs for the BAC/S Building Automation Controllers and the
ABB AC500 Programmable Logic Controllers (PLC)

— With this app, the data exchange of the KNX Group Objects
defined in the automation program takes place with the ETS5

— This app transfers the KNX Group Objects used in the automation
programs to the ETS (export file *.XML)

— It supports the BAC/S1.x.1 Building Automation Controllers as well
as the ABB AC500 Programmable Logic Controllers (PLC) with
activated KNX runtime license (PS5604-KNX)

— The app can be downloaded from “My.KNX” and ABB product page

— Group address assignment and download is executed as usually in
the standard environment of ETS5

— Thereis no licensing required, Price €0.-

Topology ~

il Topology
[%5 Dynamic Folders

real.xy
.1 Line 1.1x

4 [FB
4 IR

"N 1.1.1 BAC/S1.5.1 Building A...

VPN Arbeitszimmer

Rece
Reset

Load Configuration

3 30-Objeise
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ABB i-bus® Tool

The ABB i-bus® Tool can be downloaded free of charge at
www.abb.com/knx

- Services & Tools

- Engineering Tools

— Benefits at a glance
— Latest Plug-In's
- Download

— Link to webinar recording and presentation

ABB ...

ABB i-bus® Tool

A professional service tool for KNX system integrators

|
| Aeepresentsa fully new and innovative software concept with the ABB i-bus® Tool. It supports
= system integrators during commissioning and service of KNX installations. The ABB i-bus® Tool
e accesses one ABB i-bus® KNX device via a standard KNX interface (RS232, USB, IP) with the

assistance of the physical address. The integrator can trigger the desired functions, read values,
simulate states and make settings for the connected device. Internal information and states of the
device hardware and software applications, which were not available to the integrators or only
available after considerable effort, are now available in a transparent manner and can be specifically
retrieved and partly influenced. The information from status bytes can, for example, be represented
as plain text.

An important principle is that no divergences to the ETS project can result through the ABB i-bus®
Tool. The ABB i-bus® Tool is optional, 5o that the ABB i-bus® KNX devices are still be commissioned
using the ETS.

Diagnostics and Commissioning Support for the Professional

[e] A8 provides a unique user interface within the ABB i-bus® Tool, a so-called plug-in, for every
: supported device. The device-specific information is displayed via this plug-in, and the required
settings can be made.
The ABB i-bus® Tool is being expanded continuously with new functions and supported devices. The
expansions are automatically made available by an online update and can be installed if required.
The ABB i-bus® Tool supports the following languages:
Dutch, English, French, German, Italian, Polish, Russian, Spanish
The presentantion language can be changed via "Settings" menu.The ABB i-bus® Tool is free-of-
- charge.

Latest Plug-in's

DALI Configuration FAN Coil Controller IP Discovery EnOcean Gateway

Information and Download

Latest Version of ABE i- binar on ABS i-buse
bus® Tool Tool



http://www.abb.com/knx
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ABB i-bus® Tool - Webinars

Webinars from March 2014 and March 2017

— Innovative software concept

— Software features

— Discovery of IP devices

— Connection to a device

— Addressing of a DALI device

— Practical demonstration with various devices
— Options for testing and diagnostic

Videos and slides are available on “Training & Qualification
Database”

www.abb.com/knx or https://go.abb/ba-training
- Training and Qualification - Training Database

Training & Qualification Database

* Presentati
* Videotutor
* Webi

BU EPBP GPG Building Automation

W:binar i-busTool - benefit in practice
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Programming

ABB i-bus® Tool - Overview
via ETS

— It supports system integrators during commissioning and

service ks ; ', i-bus Tool

I
1
— Internal information and states of the device hardware and i
software applications are now available in a transparent manner :
— Thei-bus® Tool is optional, i.e. the ABB i-bus® KNX devices must ;-- P
still be commissioned using just the ETS E Router )
— Animportant principle is that no divergences to the ETS project O
can result through the i-bus® Tool !" Secur.
- Panel
— Performing of firmware updates : —
' — !
r Logic
g Contr.
Ethernet / 3
LAN KNX
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ABB i-bus® Tool - Overview

— The i-bus® Tool accesses an ABB i-bus® KNX device via a
standard KNX interface (USB, IP) with the assistance of the
individual address

— When the i-bus Tool is connected to a KNX device, the device-
specific plug-in displays the functions that are possible for this
device type

— The system integrator can trigger the desired functions, read
values, simulate states, make settings for the connected device
(e.g. scenes) and update the IP firmware

— Functions are only available if they have been enabled in the ETS
— Disabled functions are greyed out or not visible
— Help function

AL Ik D
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ABB i-bus® Tool - Check ETS parameter settings

— KNX devices provide numerous options of parameter settings

— After parametrization and downloading, the behavior of the
devices have to be checked and tested

— Send group telegrams with the group monitor (cumbersome)
— Use thei-bus Tool !!!

— For example Blind/Shutter Actuator JRA/S

— Wind: Shutter UP

— Rain: Shutter DOWN

— Frost: Shutter height 20%

— Forced Operation: Shutter height 50%

— ? Order of priority
- Wind, rain, frost and forced operation at the same time

1.1.14 JRA/S4.230.5.1 Blind/RollerShutterAct, TD,M,4f,230V > A: Safety/Weather

General

Manual operation
Weather alarms
A: General

A: Drive

A: Blinds/Shutter
A: Functions

A: Status messages
B: General

B: Safety/Weather
B: Drive

B: Blinds/Shutter

B: Functions

Parameter settings

Output reacts on communication object
for wind alarm no.
4 \
Position on wind alarm

Position on rain alarm
Position for frost alarm

Position Height in % [0..100]
(0% = top; 100% = bottom)

Position Slat in % [0...100]
L (0% = open; 100% = closed)

(Block ]

-
Forced operation (1 bit/2 bit)

Position Height in % [0..100]
(0% = top; 100% = bottom)

Position Slat in % [0...100]
L (0% = open; 100% = closed)

Position on reset of weather alarm,
blocking and forced operation

Position will only be carried out
with inactive autom. sun protection

Disable automatic sun protection
on reset of safety function

Order of priority for safety alarm
functions

Standard ©' User defined

Activated - up
Activated - down

Activated - individual position

20

20

O Deactivated Activated

Activated (1 bit

50

50

No reaction

<-- Note

Yes © No

1.Weather alarm - 2.Block - 3.Forced operation
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ABB i-bus® Tool — Supported devices V1.9.35.0

Analogue Actuators AA/x and Analogue Inputs AE/S
DALI Gateways DG/S, DGN/S, DLR/x

Energy Module EM/S and Energy Actuator SE/S
EnOcean Gateway EG/A

Fan Coil Actuators FCA/S and Fan Coil Controllers FCC/S
Heating/Cooling Circuit Controller HCC/S
Blind/Roller Shutter Actuator JRA/S

Line Coupler LK/S

Light Controller LR/S

Split Unit Gateway SUG/U

Power Supplies SV/S

Universal Dim Actuator UD/S x.x.2.1

Valve Drive Controller VC/S

Weather Station WS/S

Weather Unit WZ/S

. and new devices are added continuously
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ABB i-bus® Tool - DALI-Software-Tool inside

The DALI Tool is mandatory for setting up the KNX DALI devices

— Addressing DALI devices, e.g. ballasts, dimmers

— Assignment of the DALI devices into DALI groups

— Display of all lamp and ballast faults

— Commissioning of constant light control (DALI Light Controller)

% i-bus® Tool 19.35.0. e s
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ABB i-bus® Tool - Demo mode

— The demo mode is intended to demonstrate the possible et e —_
functions without a connection to the KNX bus -

— All the available devices are displayed

— The desired device must be selected and the user interface is
opened via Demo mode

The display is intended solely for demonstration purposes
— No functions are available and there is no connection to the bus

FCC/S1411

FCC/S1511
FCC/S152.

AL Ik D
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ABB i-bus® Tool - Connections

Configuration of a KNX interface

— USB interface (not parallel with ETS)
— KNXnet/IP Tunneling

— KNXnet/IP Routing

uss

Previously configured interfaces are displayed P Tumei e

KNXnet/IP Tunneling )¢

KNXnet/IP Tunneling
KNXnet/IP Routing
usB
Devices 1PS/S3.1.1 IP-Schnittstelle] Vv Refresh

Address

Port

NAT mode
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ABB i-bus® Tool - Connection to a device (twisted pair)

Recently connected physical addresses are displayed

The required physical address can be read out directly using the
“Search” button

For this purpose, the programming button of the KNX device must
be pressed

Alternatively, the individual address can also be entered directly
“Connect” sets up the connection to the device

Important: When the connection with a device has been
established, Display mode is active

AL Ik D
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ABB i-bus® Tool - IP devices: Discovery

The list displays all supported IP devices

If individual devices or all of them are highlighted (set
checkmarks), then actions can be performed using the buttons in
the upper toolbar:

— Open web browser: If the selected device has a web server, it is
opened. Only a device may be selected for this

— Flash LED: The LED of the selected device flashes for 5 seconds
— Restart device: The selected devices restart
- Firmware update

— The Checkbox “Detailed data” shows more details about the
selected device

#* i-bus® Tool 1.9.35.0

ABBIP Rox

Detailed data

00:0C:DE:CA:B

Prog. LED
|
|
|
||
|
]
|
]
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ABB i-bus® Tool - IP devices: Supported IP devices

These devices are supported and displayed
- IP Router IPR/S - - . SV/S 30.640.5.1
— IP Interfaces IPS/S i e

— Telephone Gateway TG/S
- IP Gateway IG/S

WS/S4112

— Security Panel GM/A G
— Logic Controller ABA/S | o i

— Application Controller AC/S e TGrs32

— Energy Analyzer QA/S p s

QA/S364.1
QA/S416.1
QA/S4.64.1

... and new devices are added continuously

ABB GM/A8.1

v Llog

A PlumelDBFloorNo110 v ¥ |

AL Ik D
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ABB i-bus® Tool - IP devices: Firmware update

Look at the page “IP firmware updates” to check whether a new
firmware version for a device is available

The firmware file is then loaded from the server when the
checkbox is placed in front of the appropriate file and the
“Download" button is clicked (an Internet connection is required)

The firmware files are stored in the “i-bus Tool” folder
“..\binaries\firmware\...”

The firmware of the following devices can be updated
(Status Feb. 2019):

- IP Router IPR/S 3.1.1 (V2.0.493.enc)
— |IP Interfaces IPS/S 3.1.1 (V1.0.494.enc)
— Logic Controller ABA/S1.2.1 (V1.0.5185.0.enc)

[ ibus®Tool 19350

<=
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ABB i-bus® Tool - IP devices: Firmware update

— In the "Firmware Status" column, you can check now whether a
firmware update for a listed device is available

— Starting an update:

* The devices to be updated can be selected by adding a
checkmark

* Click the green arrow "Start update*
* A window opens, in which the firmware can be selected

* Pressing the "Start" button starts the update process

Available firmwares (IPR/S3.1.1)

Dev ame 1P Address irmw version rogress urrent action Status

IPR/S3.1.1 IP-Router,REG  10.49.121.1] 2048 Not started Detailed data

AL Ik D
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ABB i-bus® Tool - IP devices: Firmware update

Important:

— Depending on the user rights, the program must be started as
an administrator (right mouse click)

— The configuration of the devices (ETS) is backed up during the
update and then reloaded in the device

— If, during the update, there is a power failure (auxiliary voltage
or TP), then this backup may be lost. In this case, the device
must be reprogrammed with the ETS.

— All the selected devices are updated in parallel (entire
installation), i.e. with a larger number of devices, the update
process does not last significantly longer than for one device

ABB
[JE

[¥oe

‘302.‘0

2
g

Open

Classify and protect
Troubleshoot compatibility

Open file location ,

Run as administrator L\\s‘

McAfee File and Removable Media Protection
Scan for threats...

Zip and Share (WinZip Express)

WinZip

Pin to Taskbar
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Firmware Update KNX Security Panel GM/A 8.1

— The firmware of the
& C @ O Notsecure | 10.49.121.99/webui/spa/user/main_menu o % 0@ :
* Security Panel and

* KNX Bus Couple Unit Main menu

is updated in the web user interface of the GM/A

— For this the user rights “Programming” are required

— Download the following files from the product page
WWW.abb.Com/an 9 KNX Secu I’ity Panel GM/A 8.1 Operation and display Events User management

* “GMA_81 FIW_XX.bin” (firmware panel)
* “GMA_81-KNX-Firmware_FW_XX.eup” (firmware KNX BCU)

* “GMA_81 Fl_en_XX.pdf “ firmware information incl. instruction
for firmware update

05/02/2019 09:49
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Firmware Update KNX Security Panel GM/A 8.1
Firmware (Status Feb. 2019): e < G -E w

<« C ( @ Notsecure | 10.49.121.99, spa/ac

— A I f-i rmW r V r i n 1. Main menu » Programming Logged in: Administrator ~ ABb
ctua are version 1.6 I
1 1 System General | Language | Date and time = Encryption
- Apphcatlon: 000.005.000758 C‘;mmunication ‘ i

Areas

Bart Simpson
System components

di ti
— Runtime: 1.1.105.118358

Alarming Ngibackup
Setting

— KNX firmware: 1.0c - .
- Web interface: 1.3.6
- Language package: Version 1.4 [

Import configuration Export configuration

Runtime: 1.0.1108.52589
KNX: ABB SA07D 1.0

Web interface: 1.0.32

SD card Load SD card

It is always the latest firmware version provided to use. Any
defects from an earlier version can not be claimed.

05/02/2019 09:48
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Firmware Update KNX Security Panel GM/A 8.1

Instruction for firmware update
— Follow the instructions in the firmware information file
(GMA_81_FI_en_XX.pdf) for updating

— After a successful login to the Web Interface, the firmware
update can be imported via the menu item “Programming” -
“System - General”

— The programming is retained

— Export of existing configuration for backup
» Push “Export configuration” button
* An export file is created (*.bak)
» Safe the configuration file

Communication
Areas

General Language Date and time

Bart Simpson

System components

Disable groups
Alarming
Setting

KNX

Restore latest backup

Import configuration

Restore factory settings

Dactart panel

======

gou

000.005.000744
1.0.1108.52589

ABB SA07D 1.0

e: 1.0.32

SD card

t

Encryption

Date of last backup:
backup file

Export configuration

Export KNX configuration

KN

according to EN standard

Export configuration

Configuration is being prepared, please wait...

Pe

05/02/2019 09:48
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Firmware Update KNX Security Panel GM/A 8.1

Instruction for firmware update “Security Panel”

<

:
i
:
”\
i
L
o

Logged in: Administrator Al

— Push “Firmware update” button ]

System General Language Date and time Encryption
Communication

— Enter “Manufacturer password” (see : firmware information file)

Areas S"S‘e’“t Bart Simpson

. . System components escyhog
— Push “Search” button, choose update file (GMA_81_FIW_XX_.bin) Disbie roups I ey oo o et vk

Pgssword request

Please enter manufacturer's
password
‘l.....

Setting
KNX

Import configuration Export configuratjd

and push “Import” button

Restore factory settings

- Update will take about 20 minutes

Restart panel

Application: 000.005.000744

— Do not switch off the system

1.0.1108.52589

Runtime:

OK Abort
— Restart of panel will be automatically done
— Check firmware version L [pr—— T——
— Verify existing configuration Applicsions.  1000;:005,000758 |
Runtime: 1.1.105.118358 h % h File: GMA_81_FIW_XX_V1-6_18-11-14.bin
KNX: ABB SA07D 1.0 Please do not suichosgfzrgems‘fjteer: Update will take
Web interface: 1.3.6
ADRD
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Firmware Update KNX Security Panel GM/A 8.1

Instruction for firmware update “KNX Bus Couple Unit ”

— The Security Panel must be connected to KNX

— Push “KNX Firmware update” button

— Enter “Manufacturer password” (see : firmware information file)

— Push “Search” button, choose update file (GMA_81-KNX-
Firmware_FW_XX.eup) and push “Import” button

— Update will take some minutes
— Do not switch off the system
— Check KNX BCU firmware version

— Verify existing configuration

Language

Date and time

Bart Simpson

Import configuration

Restore factory settings

Restart panel

Application: 000.005.000758
Runtime: 1.1.105.118358
KNX: ABB $A07D 1.0

Web interface: 1.3.6

Encryption

nnnnnn
nnnnnn

Date of last backup:

No backup file

Password request
Export configuration

Please enter manufacturer's
password
‘l.....

OK Abort

N

System General
Communication
Areas System
System components e=cgehog
Disable groups System
Alarming figurati
Setting
KNX
Fire
SD card
int
Application: 000.005.000758 |,
Runtime: 1.1.105.118358“
KNX: ABB SA07D 1.0c

Web interface:

1.3.6

Firmware update

e

Please do not switch off the system.

Firmware update

ile: GMA_81-KNX Firmware_FW_XX_V1-0c_18-11-
14.eup
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Firmware Update EQmatic Energy Analyzer QA/S

The firmware of the EQmatic Energy Analyzer QA/S is updated
in the web user interface

For this the user role “Admin” is required

The data and configuration in the device are retained during an
update

The current version and other device-specific information can be
retrieved via the menu item “Device information” in the main
menu

Download the following files from the product page
www.abb.com/knx 2> QA/S x.yy.1 Energy Analyzer

* “QAS_yxx1l_SOW_xx.txz” (firmware)
* “QAS_3xx1_SI_EN_XX.pdf“ software information
Alternatively, an automatic update can be activated

o ..,
W

--------



http://www.abb.com/knx
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Firmware Update EQmatic Energy Analyzer QA/S

Instruction for firmware update - Manual

Go to the menu: “System” - “Update” - “Manual update”
Push “Select update” button

Load update file (QAS_yxxl_SOW_xx.txz) and push “Install”
button

Update will take some minutes
Do not switch off the system

The device will be rebooted after the update and you will have to
log in again

Check firmware version

Verify existing configuration

Update (2]

Clear all | Close

—~
1 System is going to be updated and will be locked soon
\L/
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Firmware Update EQmatic Energy Analyzer QA/S

Instruction for firmware update — Automatic

— Go to the menu: “System” - “Update” - “Automatic update
settings”

— Enable “Automatic updates”
— Use default link to an update server or enter an alternative URL
— Push “Save” button

— The “Notifications” icon in the menu bar will inform you when a
new update becomes available

— Click on the notification and follow the instructions

— The device will be rebooted after the update, and you will have
to login again

— Verify existing configuration

"l‘==== EQmatic E= pashboard Bt Analytics i@ Management 8¢ system

eeeee ate and Time etworl SMTP Configuration SSL Certificate ccess

2019-02-05 12:28

Automatic updates enabled
* Update ver URL -]
http://www.knx-gebaeudesysteme.de/sto_g/MLC
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Analyzing of KNXnet/IP telegrams on IP level

Situation: Weather Unit and Shutter Actuator

— The weather unit cyclically sends the telegram "No wind alarm”
to the bus

— The shutter actuators in the building are listening to this
telegram

— If the shutter actuators no longer receive the telegram cyclically,
they move to the safety position

— How can the communication between the weather unit and the
actuators in the building be checked?

IP
Switch

IPR/S
1.2.0

Line 1.2.xxx

L

KNXnet/IP telegram:
224.0.23.12 <1/4/1 “0”>

192.168.0.109

Filter table: 1/4/1, ...

00

00000000

(=]

ooco
il

]

ooo

O

IR S

0l12.6

Weather Unit and
Weather Sensor
1/4/1,0“

-2 No wind alarm

LAN

IP
Switch OO

192.168.0.xxx ]

IPR/S
3.8.0

Line 3.8.xxx

192.168.0.172

Filter table: 1/4/1, ...
|
0000000000 A Shutter
t: 2™ M| Actuator
nl | W 1/4/1
| > safety
position
| I
s KnNX
A\ HR HD
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Analyzing of KNXnet/IP telegrams on IP level

How can the communication between the weather unit and the
shutter actuators in the building be checked?

— In the line of the weather unit

» ETS diagnostics: Read out “Device Info with group
communication” of the weather unit

* ETS group/monitor: Record and analyze telegrams

* i-bus® Tool: Simulate wind alarm and read out parameter
settings of the weather unit

IP
Switch

KNXnet/IP telegram:
224.0.23.12 <1/4/1 “0”>

192.168.0.109

IPR/S
1.2.0 Filter table:

1/4/1, ...

00000000

0000

Line 1.2.xxx

J

B

Weather Unit and
Weather Sensor

nl12.6 1/4/1,0“

+ ’ = No wind alarm

ETS: Group/bus monitor
i-bus Tool

IP
Switch

LAN
192.168.0.xxx ]

wlw

192.168.0.172

IPR/S

3.8.0 Filter table: 1/4/1, ...

Line 3.8.xxx

0666000000 A Shutter

:: ™ M| Actuator

nl | W 1/4/1

> safety

position
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Analyzing of KNXnet/IP telegrams on IP level

How can the communication between the weather unit and the
shutter actuators in the building be checked?

— On the IP network directly at the IP Router (line of weather unit)

* Record and analyze KNXnet/IP telegrams with special
software (IP monitor tool, e.g. Wireshark)

* Checkif the KNX IP Router IPR/S forwards the KNX telegram
to the IP network

 KNX Multicast address: 224.0.23.12

+ KNX telegram incl. group address is embedded into an IP
telegram (useful data)

IP
Switch

KNXnet/IP telegram:
224.0.23.12 < 1/4/1 “0”>

I ‘ monitor

192.168.0.109

IPR/S
12.0

00

00000000

(=]

ooco
il

]

IP

tool

Filter table: 1/4/1, ...

Line 1.2.xxx

ooo

O

0

L

e

1.2.6

Weather Unit and
Weather Sensor
1/4/1,0“

-2 No wind alarm

LAN
P 192.168.0.xxx ]
Switch oo
192.168.0.172
IPR/S
3.8.0 Filter table: 1/4/1, ...
x
X N |o o« 8 s ¢ 8 s &
X
0
™ |
(O]
£
.| 0000000000 A S h Utte r
== M| Actuator
nl | W 1/4/1
| = safety
position
| I
a knx
A\ B HB
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Record and analyze KNXnet/IP telegrams with special software (IP monitor tool, e.g. Wireshark)

‘ *Ethernet
Datei Bearbeiten Ansicht Navigation Aufzeichnen Analyse Statistiken Telephonie Wireless Tools Hilfe
A0 BRBRes=F o5 EHaaan
[i lmz&@eﬁlter anwenden ... <Ctrl-/>
No. Time Source Destination Protocol Length Info
‘ 92 5.488252 192.168.0.109 224.8.23.12 KNXnet/IP 60 RoutingInd L_Data.ind 1.2.6->1/4/1 GroupValueWrite $@1
; 93 5.539876 192.168.0.107 192.168.0.1 DNS 96 Standard query 9xb6c8 A culpehnswss@l.servicebus.windows.net
i 94 5.560845 192.168.0.107 192.168.0.1 DNS 88 Standard query @xfc35 A parental.rest.gti.mcafee.com
E 95 5.561666 192.168.0.188 224.0.23.12 KNXnet/IP 60 RoutingInd L Data.ind 1.1.10->1/4/2 GroupValueWrite %01
E 96 5.895736 192.168.0.167 192.168.0.1 DNS 86 Standard query @x52ec A updatekeepalive.mcafee.com
[97 6.281394 192.168.0.109 224.9.23.12 KNXnet/IP 6@ RoutingInd L Data.ind 1.2.6->1/4/1 GroupValueWrite $@@ ]
98 6.361176 192.168.0.108 224.0.23.12 KNXnet/IP FQ DontinaTed | Aok dnd 1 9 90 29 /473 feovel/alualiedsa 000
99 6.368691 WistronI_4c:1f:49 Broadcast ARP IP address of KNX IP Router: 192.168.0.109
100 6.403460 192.168.0.1687 192.168.0.1 DNS .
101 6.672286 192.168.0.107 192.168.0.1 DNS MUIt1ca‘St aderSS: 224’02312
182 6.746145 HewlettP_Sb:ec:8a AbbStotz_4a:8@:f2 ARP 42 Who has 192.1638.0.1087 Tell 192.163.0.1087

Frame 97: 6@ bytes on wire (480 bits), 6@ bytes captured (480 b on inter{ KNX telegram:
thernet II, Src: AbbStotz ©8:80:58 (90:0c:de:88:80:58), Dst: IPv4mcast_17:0 Individual addreSS' 1.2.6

nternet Protocol Version 4,[ Src: 192.168.0.109, Dst: 224.8.23.12 ] “
User Datagram Protocol, Src Port: 3671, Dst Port: 3671 Group address 1/4/1, command Group

KNX/IP Routing Indication ’ Value Write” and value: “0”
cEMI L_Data.ind, P=Low, H=S,[ Src=1.2.6, Dst=1/4/1, GroupValuelWrite $00]

AL Ik D
MmPpp
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Analyzing of KNXnet/IP telegrams on IP level

KNXnet/IP telegram: LAN
How can the communication between the weather unit and the | | 22402312 <1/4/1 70" P e BT
shutter actuators in the building be checked? Switch Switch oo
IP
— On the IP network directly at the IP Router (line of shutter I_ l ‘ monitor
actuator) tool
192.168.0.109 192.168.0.172
* Record and analyze KNXnet/IP telegrams with special IPR/S _ IPR/S _
software (|P monitor tool e g Wireshark) 1.2.0 Filter table: 1/4/1, ... 3.8.0 Filter table: 1/4/1, ...
* Check if IP switches and routers forward the KNXnet/IP -
telegram to the KNX IP Router IPR/S 5 -3 | EXEEEET
* KNX Multicast address: 224.0.23.12 % i ) 3 I
C
» Useful data of IP telegram (embedded KNX telegram incl. 3 Weather Unit and 5 | pe===| [&] shutter
r r =) Weather Sensor 2! 2™ M| Actuator
group add eSS) 126 1/4/1,0“ ol |V 1/4/1
— - No wind alarm | > safety
position
. T KN
A RD
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Analyzing of KNXnet/IP telegrams on IP level

How can the communication between the weather unit and the
shutter actuators in the building be checked?

— In the line of the shutter actuator

* Check if the KNX IP Router IPR/S forwards the KNXnet/IP
telegram to the KNX line

* ETS group/monitor: Record and analyze telegrams

* ETS diagnostics: Read out “Device Info with group
communication” of the shutter actuator

* i-bus® Tool: Simulate wind alarm and read out parameter
settings of the shutter actuator

KNXnet/IP telegram: LAN
IP 224.0.23.12 <1/4/1 “0”> P 192.168.0.xxx ]
— switch EEEEEEEEEENENEN S SWitCh nﬂ
192.168.0.109 192.168.0.172
IPR/S mEmmml IPR/S
1.2.0 Filter table: 1/4/1, ... 3.8.0 Filter table: 1/4/1, ...
x X
;<<. §. llllllll
(\.! 00 n 0000 n Q
" ] | ™ |
Q ()
£ <
- 200 Weather Unit and - oooooocooo] [ 4] Shutter
O Weather Sensor = M| Actuator
nl1.2.6 1/4/1,0% ol () 1/4/1
— - No wind alarm > safety
position
ETS: Group/bus monitor m |
x i-bus Tool » ;- 1 o knx
A\ I IR
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Analyzing of KNXnet/IP telegrams on IP level

IP monitor tool, e.g. Wireshark

— Wireshark is the monitoring tool for developers, IT specialists,
but also integrators, who would like to observe the bus traffic
and analyze the telegrams in an installation

— Itis the world’s most widely-used network protocol analyzer
— Wireshark is available free of charge

— It lets you see what is happening on your network at a
microscopic level and is used by many commercial and non-
profit enterprises, government agencies, and educational
institutions

Go Beyond

With SharkFest Sponsors

— In the world of KNX, monitoring is essential to read each bit of
an IP frame, containing a KNX telegram

— Please note: Contact your network administrator whether it is
allowed to install

OABE ADRD
February 14, 2019 | Slide 62 RAPD
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Analyzing of KNXnet/IP telegrams on IP level

IP monitor tool, e.g. Wireshark
— Thanks to the ongoing mission of KNX to make the technology

more available to the world, KNX Association created a dissector

for Wireshark

— The dissector now allows everybody to use Wireshark in order to

understand not only the IP frame, but also the
* Containing KNX telegram
» Starting from its source and target address

* Going all the way to the telegram’s useful information, such as

values, functions, etc.

M *Ethemet
Datei Bearbeiten Ansicht Navigation Aufzeichnen Analyse Statistiken Telephonie Wireless Tools Hilfe
dm 0 IBRB =7 sEEHaaan
L] ]G-,"z::w;&H ter anwenden ... <Ctrl-/
No. Time Source: Destination Protocol Length Info
‘ 92 5.488252 192.168.0.109 224.9.23.12 KNXnet/IP 60 RoutingInd L _Data.ind 1.2.6->1/4/1 GroupValueWrite $01
i 93 5.539876 192.168.0.107 192.168.9.1 DNS 96 Standard query @xb6c8 A culpehnswss@l.servicebus.windows.net
i 94 5.560845 192.168.0.107 192.168.0.1 DNS 88 Standard query @xfc35 A parental.rest.gti.mcafee.com
95 5.561666 192.168.0.108 224.9.23.12 KNXnet/IP 6@ RoutingInd L_Data.ind 1.1.10->1/4/2 GroupValueWrite $@1
96 5.895736 192.168.0.107 192.168.8.1 DNS 86 Standard query @x52ec A updatekeepalive.mcafee.com
97 6.281394 192.168.0.109 224.0.23.12 KNXnet/IP 6@ RoutingInd L_Data.ind 1.2.6->1/4/1 GroupValueWrite $@@
98 6.361176 192.168.0.108 224.0.23.12 KNXnet/IP 60 RoutingInd L_Data.ind 1.1.10->1/4/2 GroupValueWrite $@@
99 6.368691 WistronI_4c:1f:49 Broadcast ARP 60 Who has 192.168.1.12 Tell 192.168.0.100
100 6.403460 192.168.0.107 192.168.0.1 DNS 73 Standard query ©x4@813 A www.google.de
101 6.672286 192.168.0.107 192.168.0.1 DNS 87 Standard query @x7be4 A inference.location.live.net

102 6.746145 HewlettP_Sb:ec:8a AbbStotz_4a:80:f2 ARP

42 Who has 192.168.0.108? Tell 192.168.0.107

Frame 97: 6@ bytes on wire (480 bits), 6@ bytes captured (48@ bits) on interface @
H cast_17:0c (01:00:5e:00:17:0c)

thernet II, Src: AbbStotz 98:
Src: 192.168.0.109, Dst: 224.0.23.12

Internet Protocol Versi

User Datagram Protoc c Port: 3671, Dst Port: 3671

KNX/IP Routing Indj
CcEMI L_Data.in

‘on
A H=5,[ Src=1.2.6, Dst=1/4/1, GroupValueWrite $0@ ]

IP address of KNX IP Router:
192.168.0.109
Multicast address: 224.0.23.12

KNX telegram:
Individual address: 1.2.6
Group address 1/4/1,
command “Group Value
Write” and value: “0”
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Analyzing of KNXnet/IP telegrams on IP level

Getting started and where to download Wireshark and the KNX
dissector? KNX

— Wireshark (WIN32/WIN64, macOS, ...) can be downloaded free of R Suprort R
charge at www.wireshark.org : s

n / General information / W

— After a quick, installation, you can start analyzing telegrams sl '"st2ling KNX/IP Dissector plug-in :
. . . . . . (3. Vassilios Lourdas DOWnload ereShark
— The KNX dissector (KNX-/P Wireshark dissector plug-in.zip) is W Lyt o

Test data The current stable release of Wireshark is 2.6.6.

avaj I a- b | e i n t h e K N X H e I p Ce nt re h tt p S . //S u p p O rt . kn X- O rg 1. Ensure the correct use of the binaries for the Wireshark installation
— Copy the dissector file “Knxlp.dll” to the Wireshark plugin folder, ;e e e
typically “C:\ProgramFiles\Wireshark\plugins\2.6\epan\” \ 2 Copy s e e g ol Sl s = i el
o Windows PortableApps® (32-bit)

lissector plug-in :u;] macOS 10.6 and later Intel 64-bit .dmg

— Run Wireshark and capture KNXnet/IP telegrams T —
— Decrypting KNXnet/IP Secure data

Stable Release (2.6.6) « January 8, 2019

Source Code

0ld Stable Release (2.4.12) « January 3, 2019

[’ Windows (C:) > Programme > Wireshark > plugins > 2.6 > epan

* Go to Wireshark: Menu - Edit 2 Preferences = Protocols = 5 Kendpadl
Kanet/IP % mate.dll

*| opcuadil

b Decryption keys mUSt be imported frOm a. “ Keyring file“ Rarse N ArHaingadatinn GroRe T Development Release (2.9.0) « December 13, 2013
(*.knxkeys) exported from ETS 3 gyphon.di 132KB  Anwendur Documentation
7 irda.dll [ 63 KB Anwendur More downloads and documentation can be found on the downloads

246 KB Anwendur] page.

87KB Anwendu

228 KB Anwendur



http://www.wireshark.org/
https://support.knx.org/
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Analyzing of KNXnet/IP telegrams on IP level

IP monitor tool, e.g. Wireshark
— Analyzing KNX telegrams is interesting for diagnostic, fault
detection and more
» Multicast Address
* Source address of TP and IP device
* Group address
« Command
* Value

— In combination with ABB i-bus® Tool, the feature “bus monitor”
in ETS, which is used for a full analysis of the KNX telegram in
the installation, users have a full insight on both, the IP telegram
and the KNX telegram

KNXnet/IP telegram: LAN
IP 224.0.23.12 <1/4/1 “0”> P 192.168.0.xxx
— switch HEEENENNRNNRNNN & [ m— SWitCh nﬂ
I IP P
-EI ‘ monitor I_-[l ‘ monitor

192.168.0.109

Weather Unit and
Weather Sensor
1/4/1,0“

- No wind alarm

IPR/S
1.2.0 Filter table: 2/4/1, ...
b
X
><' 00 r 0000
N
—
(]
(=
'j ocoo
O
0l12.6
— "
Knx =

ETS: Group/bus monito
« i-bus Tool

192.168.0.172

IPR/S
3.8.0 Filter table: 1/4/1, ...

Line 3.8.xxx

0666000000 A Shutter
2! 2™ M| Actuator

nl |V 1/4/1
1 > safety
position
W&
A I D
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Webinars of the KNX Association

KNX Association offers many webinars to inform you about
various KNX-related topics

These are online live presentations about both technical as non-
technical matters you can follow from behind your computer and
interact if you have questions

Click on the webinar title to see more info, dates and registrations
-2 www.knx.org
- Webinars

Webinars

register



http://www.knx.org/
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Webinars of the KNX Association

Webinar Recordings

— Viewing recorded webinars:
https://www.youtube.com/playlist?list=PLONWvzOcOjNPtGIwo

u3H80-GFrRQwYOUV

— YouTube Channel:
https://www.youtube.com/user/knxAssociation

Suchen

3 YouTube ™

» Alle wiedergeben

Webinar Recordings

43 Videos * 12.173 Aufrufe + Zuletzt am 25.01.2019

aktualisiert
= A 4
-
[
KX KNX Association ABONNIEREN e
K
; g
5]

Q +) : - : ANMELDEN

KNX Secure Presented by ABB
KNX Association

KNX - Evolving from a system based on group address to offering true
semantics

KNX Association

KNX Secure - The new era of security for smart homes and buildings

KNX Association

Object Flags Webinar

KNX Association

ETS Live Demonstration (part 2)
KNX Association

KNX Applications and Solutions - Dimming LED Lamp Retrofit Webinar N

KNX Association



https://www.youtube.com/playlist?list=PL9NWvz0cOjNPtGJwou3H80-GFrRQwYOUV
https://www.youtube.com/user/knxAssociation
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Training & Qualification - Database

In In this database you can find the complete online training
portfolio for ABB Home and Building Automation

The database includes the following types of training content:

— Application Manuals

— E-Learnings

— Presentations

- Video tutorials

— Webinar slides and videos

www.abb.com/knx or https://go.abb/ba-training
- Training and Qualification

- Training Database

Training & Qualification Database

* Presentati
* Videotutor
* Webi

Enghish

R2018
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Training & Qualification - Calendar 2019

In addition to the online modules and the traditional training
programs offered by your local ABB sales team, we offer a variety
of on-site trainings conducted by our specialists at different ABB
training facilities

In this Training & Qualification Calendar you can find the
educational events that are taking place during 2019

If you are interested in a training please click the training und you
will be forwarded to register in “ABB myLearning”

www.abb.com/knx or https://go.abb/ba-training

- Training and Qualification
- Training Calendar

ABB

Training & Qualification Calendar

}“IEIE MyLearning

HOME

5

CATALOG  PROFILE  ADMINISTER  REPORTS MY LEARNING

CERTIFIED KNX BASIC COURSE
Code : 9C5C007151-GLE-EN-20190218_22

Certified KMNX Basic Course at ABB in Heidelberg, Germany, 5 day

4 Share



http://www.abb.com/knx
https://go.abb/ba-training
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KNX Certified Training 2019

Certified KNX Courses in Heidelberg

— Basic Course : 18th to 22" Feb.

— Advanced Course: 22" to 26t Jul.

— Tutor Course: 09th to 13t Sep.

— Basic Course : 215t to 25t Oct.

— Followed by two day application training

And many more training courses in the calendar
“International Training Dates 2019”

www.abb.com/knx or https://go.abb/ba-training

AL Ik D
MmPpp


http://www.abb.com/knx
https://go.abb/ba-training

Webinar “Various software tools for KNX”
Next Webinar

KNX Secure and ABB IP Router Secure IPR/S 3.5.1

— Overview IP Router
— Situation and Threat scenarios IP Secure :?é = Visu.
— KNX Secure (KNX IP Secure and KNX Data Secure) ‘ @ LAN m
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Disclaimer

The information in this document is subject to change without notice and should not be construed as a commitment by ABB. ABB
assumes no responsibility for any errors that may appear in this document.

In no event shall ABB be liable for direct, indirect, special, incidental or consequential damages of any nature or kind arising from the use
of this document, nor shall ABB be liable for incidental or consequential damages arising from use of any software or hardware described
in this document.
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