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Introduction

This application note details how the Secomea SiteManager 1149 can be used to remotely connect a collection of ABB devices
and the settings that will have to be made in the remote connection gateway manager and the ABB devices to allow a
connection. The SiteManager has connections for Devices over USB, Serial and Ethernet. For more information on available

devices and to secure your domain certificates go to: httgs://secom ea.com/contgct/international-distributorsj. Upto5
connections can be served by the SM1149 unit in question though up to 25 can be served by other units.

Pre-requisites
You will need to have the following to work through this application note:
e Secomea Sitemanager 1149
e LinkManager software loaded onto your PC and a valid certificate to use it.
e Your PC must be Windows 7, 8.1 or Windows 10.
e You must disconnect any other VPN services that might be running on you PC before connection as this may will
disrupt the redirection.

Plus the relevant programming software
e A copy of the latest workbench (http://www.abbmotion.com/support/SupportMe/productsupport.asp?ID=WB_55)
e A PC or laptop running Automation Builder 1.2 with Panel Builder 2.0.1 or later
e A copy of Drive Composer Pro 1.12 or later.
e A working knowledge of the ABB software you will use to manage the connection.

Plus the relevant hardware

e An AC500PLC

e A CP600HMI

e A Nextmove €100 controller

e A working knowledge of the hardware you plan to connect to
Explanation of system
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Application note Setting up remote access to ABB Hardware AN00254

The concept we are discussing in this app note is that of a remote connection gateway manager device hosting a connection
which will appear to the remote user as if it is a local connection to their PC. There are several steps to get to this connection
such as user authentication, setting up the connections in the SiteManager and logging on but once these have been completed
the system topology as shown below can be used for a remote connection.

GateManager Portal SiteManager Embedded
Central Administration EXTENDED
-

S

SiteManager
Connected via Intranet

Connectwith any
Pragramming software GateManager
Cloud or Own server

IP devices

1SR attached device

LinkManager
Technician or Programmer

SiteManager
~. Connected via 2G/306/40

Local Ethernet network
Direct IP connections (UDP/TCP)
Yirtual COM connections (RS232, MPl etc]

- Remote Management of Secomes Equipment

__________ USB redirect connections * All remote networks can have identical 1P subnets

The SiteManager has 3 methods of connection to local hardware devices;
e viathe DEV1 Ethernet port,
e viathe SERIAL port to wired RS232 or 422/485 devices
e viathe USB ports connected to USB devices.

There must also be a connection to the web either via;
e alocal wired connection to a the company network,
e a Wifi connection into the company network via the UPLINK1 port
e a 3G/4G signal (additional SIM card required installed within the unit).

Before installation

Before the installation can begin you will need a ‘domain confirmation email’ and a ‘LinkManager User Certificate’ from the IT
Manager at the point of purchase, your local Secomea partner (https://secomea.com/contact/international-distributors]). This will
confirm that your domain has been set up on their server and what the domain information is. This will all be arranged with your
local Secomea partner during you the purchase of the first SiteManager unit.

Initial setup
Below are the steps required to configure the SiteManager;
e Download the ‘Appliance Launcher from here; https:/support.secomea.com/kb/downloads/
e Connect to locally to UPLINK1 port of SiteManager (this must be on same subnet as PC)
e UPLINK1 Port should be connected to a network that has access to the web
e DEV1 (Ethernet), USB or SERIAL port should be connected to the device in question.
e  Power up with 24v dc and wait 1 minute
e  Start Appliance Launcher
e Search form the SiteManager (software will use MAC scan to detect) and click next from the list once it's detected.
e Follow the Appliance Launcher set up (see the example below)

An example of a configuration of the SiteManager via Appliance Launcher is shown below;
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About

Device Name (optional)
IP Address

Subnet Mask

%) Appliance Launcher v7.1 (Build 16444)

[&=]
sechmea

Enter LAN/DEV1 Parameters

[Eite*anager
192.168. 0 . 2
255.255.255. 0

To set LAN/DEV1 parameters only, press [Save/Reboot]

To continue the Launcher press [Next >]

Advanced Options

Exit <Back | mea> | savemeboot|
(%) Appliance Launcher 7.1 (Build 16444) 2]
1
| e sechmea
Enter WAN2/UPLINK2 Parameters
WAN2JUPLINK2 Settings
Mode: PPP
IP Address: 0,0.0.0
Subnet Mask: 255,255.255.255
Default Gateway: [T G000
~ ISP JViiFi Settings
SIMPIN Code:
APN:
Wi SSID:
WiFi Password:
Bt | <pack | pest>
| %) Appliance Launcher v7.1 (Build 16444) Bl
|
| Boaut sechmea
Enter WAN/UPLINK Parameters
WAN/UPLINK Settings
Mode: DHCP |
IP Address:
Subnet Mask:
Default Gateway:
ISP Settings
Username:
Password:
Exit I < Back ‘ hext > |
) Appliance Launcherv7.1 (Build 16444)
About sechmed

GateManager Hostname:
Domain Token:
Appliance Name:
Web-Proxy IP address:
Web-Proxy Account:

Web-Proxy Password:

Exit ]

Enter GateManager Parameters

fozsecomEs.com [l
[Aopliedautomation. g8
[~ & = | s
I
7

< Back 1 Next = ] I

AN00254

DEV 1 just needs to match the subnet of your devices — here if we
were connecting to a default AC500 PLC the settings shown
would be correct.

In WANZ2 settings you would need to enter the SSID and
password if using Wifi.

UPLINK is normally left as default which is set to DHCP,
occasionally the end user site might want to specify an IP
address to use or proxy for the internet connection.

The GateManager parameters are;

0 Hostname in this case is the Secomea host in the cloud
provided, so it will always be GM04.SECOMEA.COM
(just select the DNS button and type the address in)

o Domain Token will always be your domain, as confirmed
by your local Secomea partner. It will be in the form
[Local Secomea partner].[Your domain]

o Finally give your SiteManager a name that you will
recognise in the LinkManager to log into, e.g. Project
number, name of Customer, etc.

Once the configuration is complete, finish off the configuration by

rebooting the device. If all the details entered are correctly then you should be able to access and reconfigure any of
the settings as well as add devices via the LinkManager cloud service which we will cover in the next section.

Note: For the Secomea device we used for this application note the password is left at default which is the MAC Address
00CO0A2011AF2. There is the option to change the password during the steps above. If it is lost you will need to send the device
back to have the password reset.
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Application note Setting up remote access to ABB Hardware AN00254

Connecting to GateManager
As mentioned earlier once your domain is configured you will be sent a .gmc certificate along with logon credentials and a link to

download LinkManager software which will need to be installed on the PC that requires the remote access.

Follow the steps below to contact and access the remote LinkManager cloud;
e Open the from Programs > LinkManager
e Icon will appear in the system tray

LinkManager 6041: Running
- GM: Disconnected
SRR U

e Icon will go Green and Red once ready to connect

e  Click on Icon — this will launch the (SiteManager GUI)
LinkManager login page in your default browser

e Select the option ‘Certificates’

| Login || Certificates | Shutdown | About il_ﬁdvam:ed |

e Then
‘New’
e  Enter the password that was selected during commissioning and then click on ‘Choose File’

Install LinkManager User Certificate

Select a certificate file on your local computer, give it a descriptive
name [alias) if you like, and enter the password for it below.

Certificate file: || Choose file | Mo file choses

Alias:

Paszsword: i.ooooooooo

| Remember password

Install | | Cancel | | About |

e Point towards the .gmc certificate on your PC and select ‘Install’. This should now take you back the first login page
e You should now be able to select Login

Certificate: | RichardABB-LM ¥
Password: [sesssssses | | Change |
#| Remember password

|#*| Open last domain: gm04.AppliedAutomation.ABB

| Login | | Certificates | | Shutdown | About | I_Advanced |

e You should now have access to the LinkManager Console. One the left you can see the Domain(s) you have access to
and on the right you can see the connected Items in the selected domain;

Domain description:

ElHir— amO4.ApplizdAutamation
} ABB ROBOTICS

—gh Aea

0"" ABB_Secomea_1 <No active agents> e‘

1 RichardABE-LM [GB-L-7002511]

i Show all H Refresh |

| é};mrali H lE‘xpand“:-‘J‘I‘I“|| “Ri.:;ra;h |

In the example the domain token that was set up for is called AppliedAutomation.ABB so within the server — we have
our own area for our devices to be connected and displayed. On the right you can see the connected Items in this
domain - the PC that we dialled in with and the SiteManager named as we selected before; ABB_Secomea_1.

e Once we have gotten to this point we can now start adding connections to devices for remote access.

Adding connection agents to the SiteManager
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Application note Setting up remote access to ABB Hardware AN00254

Now we have a ‘remote’ connection to the SiteManager we can use it to configure the connections that it will serve to our PC.
Though this is done via the cloud, these settings are being loaded into the SiteManager so all data and configuration is real

time.

Please follow the steps below to configure the connections;

In the LinkManager Domain window click on the globe icon next to the connect all icon,
Wf' ABB_Secocmea_1 =N active agents> ﬁ;’(::l

This should open a new web page within the LinkManager - Select Item 5. Device Agents from the list on the setup,
which is named device agents, select the Fix or Edit button

SiteManager 1149 [WiFi] - Setup Assistant

1. GateManager: GM04.SECOMEA.COM Connected to 193.242.155.114:443 (UPLINK) | Edit |

2. Uplink port: 192.168.1.4/24 (DHCP) Up Edit |

3. Uplink2 (WiFi): Down | edit |

4. DEV port: 192.166.0.2/24 Mo cable | Edit il

5. Device Agents: 1 up, 2 down 1 failed | Fix <::|
6. Chat [ Scratchpad: Empty Edit |

7. Admin Password: Using default password (MAC address) Fl_x

¥ou can open the Setup Assistant at any time by clicking on in the top menu.

On the next screen, select New.

In the Device Name box give it a name eg “PLC”
Then select the Device Type — there are some ABB devices already installed in the unit (such as PLCs, Robots etc)
but not all the ones we need are so some will need to be added via Custom (advanced) settings or scanning.
Advanced settings can be accessed from a small list Icon at the end of the row of the connection once added. The
option is always in the same place regardless of protocol.

Status Disable S/N Device Name Device Type Device IP & Parameters Easylog Comment
IDLE #00 PLC ABB ¥ | PLC v 151.16_5,0,10 tep=25 LdP=25
Refresh | Save | New || Seach || swwp=> |
The settings that can be made here for Ethernet are things such as e [ Sennen Sate s

192.168.0.50

o Port forwarding

Setting the connection to always be live
Opening TCP, UDP or GTA ports s e
Enable WWW service — if device has a web page to allow acces ===+
Enable VNC (Virtual Network Computing) connection e
Enable RDP (Remote Desktop Protocol) connection

Customer settings e 7

Ensbls RDP

Bypazs Ga

LinkManager Only Ne OUTPUTY signal

O 00 O0O0OOo

o OUTPUTL signal

e OUTPUTL signal

Custom Settings:

There are much fewer settings that can be made here for USB, these are done in the custom settings

0 From here you can change the data flow settings & %yt Galeioyer 15 1 e st s, or e e s
0 You can use this to prioritise connection types SRR e L e U bl

Jout (to attempt optimization of data flow to the device)
|all (to attempt optimization of data flow in both diractions)
4, Check if thers is an update to the SiteManager and/or LinkManager firmuars.

Other than manually configuring these settings there is an inbuilt scanner utility to simplify this process that will detect
any recognisable USB devices as soon as they are connected.

o0 Devices detected will appear as ‘Unhandled xxx
Umhamdied USE dewices

device’ in the ‘Device agents’ window when
connected.
0 You can add items from here to the main list by

using the ‘Add’ button.

Connecting to an AC500 PLC over Ethernet
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Application note Setting up remote access to ABB Hardware AN00254

To connect to an AC500 PLC remotely over Ethernet for remote programming only there is no special configuration required in
the Automation Builder programming software as a selection of Device Type ABB and PLC will automatically open port 1201
which you need to establish a connection to the PLC. To configure the connection in the SiteManager make the settings shown
below;
e Add a connection (as shown in section ‘Adding connection agents to the SiteManager’)
e Assign it a Device Name e.g. PLC
e Select Device type ABB and PLC from the drop down menus
e Go to advanced settings
e Then add the device address e.g. 192.168.0.10 (ABB default)
the GateManager and subsequently not on LinkManagers aither.
Help Continue Setup »
Device Address: 192.168.0.10
Address on LinkManager:

address on GateManager:
e Ensure Enable WWW service is ticked if
you plan on using Web visualisations in the PLC.
e Press Save and the configuration is complete

If you wish to add a Mail server then the SMTP ports (or any other services that require ports to be opened) must be opened in
‘Extra Ports’ in advanced settings. As we can see from the AC500 SMTP Client, it uses port 25 so we must open this up for TCP
and UDP communications in addition to the settings above.

Automation Builder SMTP Connection configuration in SiteManager GUI

SR i Sty Davice Addrass: 152,168.0.10
Address on LinkManager:

SMTP configuration
Address on GateManager:

Server 0 .. 0 . 0 Abas. Oni
Port 25
Mail address Extra TCP ports: 25
User name Extra UDP ports: 25
Password Extra GTA Service:
Domain
Bypass GateManager HTTPS proxy:
Sender name
Authentication scheme | AUTH LOGIN - Enable WWW service: 2 LinkManager Only No OUTPUTL signal
Once these settings are saved we should end up with a connection as shown below.
Status Disable S/N Device Name Device Type Device TP & Parameters Easylog Co
IDLE w0l pLC ABB v | pLc ¥ | 182.168.0.10 tepm2T wdpm2t [iar ]
To test the connection; Ping 192.168.0.10
e connect the PLC to DEV1 port on the Sitemanager
° Go to advanced settings PING 192.163.0.100 (192.165.0.10 ): 5& data bytes

: icmp segq=0 ttl=255 time=734.7 ms
: icmp seg=l ttl=Z55 time=l1.l1 ms
: icmp segq=Z ttl=255 time=0.3 ms=

e Press the Ping Button at the bottom of the screen.

e You should get a response if the connection is good
——— 152 .162.0.10 ping statisties —-——
3 packets transmitted, 3 packets received, 0% packet loss
round-trip minfavgi/max = 0.3/245.5/734.7 ms

Now the connection is configured you can set up a connection to the device;
e Go Back to the LinkManager web page
e We should see now that the connected PLC appears as a connection in the ABB_Secomea_1 SiteManager.

M"E} ABB_Secomea_1 <Connect all> @

{937 pLC (ABB_Secomea_1) - 192.168.0.10 y
— . - T

e We can now click on this PLC connection and the SiteManager will make this device available
e This connection is now available to be used with Automation Builder (you can quickly test this using the IP
Configuration tool, when you scan you should see the remote PLC is visible)

[ Scan

MAC address Device name  Position Serial number  DeviceID Current IP Address ~ Configured IP Address  Auth. supp
00-24-59-01-45-FD PM591-ETH Slat 0 0000000157 0x00 192.168.0.10 192.168.0.10 no

|
Connecting to a CP600 HMI over Ethernet
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Application note Setting up remote access to ABB Hardware AN00254

To connect to a CP600 HMI over Ethernet for remote programming there is no special configuration required in the Automation
Builder programming software as a selection of Device Type ABB and PLC will automatically open port 1201 which you need to
establish a connection to the HMI. To configure the connection in the SiteManager make the settings shown below;

e Add a connection (as shown in section ‘Adding connection agents to the SiteManager’)

e Name it a Device Name e.g. HMI

e Select Device type ABB and PLC from the drop down menus

e Go to advanced settings

e Then add the device address e.g. 192.168.0.50 (configured on the unit)

Help | Continue Setup »

Device Address: * |192.168.0.50

Address on LinkManager:

e Ensure Enable VNC service is ticked if you plan on using remote VNC dial in to control and/or view HMI program.
Press Save and the configuration is Complete

If you wish to add a Mail server then the SMTP ports (or any other services that require ports to be opened) must be opened in
‘Extra Ports’ in advanced settings. As we can see from the CP600 SMTP Client it uses port 25 so we must open this up for TCP
and UDP communications in addition to the settings above.

Panel Builder SMTP Connection configuration in SiteManager GUI
. . . Help | | Continue Setup » |
Configuring the email server
\ : * [192.168.0.50
To configure the email server, enter the following information for the EmailConfig setting: o
o
Parameter Description : =
Alwiays On:
SMTP Address SMTP server address.
Extra TCP ports: E5]
Server Port Port for SMTP semver connection (defaul| = 25) Eitra UDP ports: >
. N N Extra GTA Service:
Require Auth Select if the SMTP server requires authentication.
. Bypass GateManager HTTPS proxy:
User Name Username for sending mail using SMTP server.
Password Password for sending mails using SMTP server. ERLLWRN sardo: taam ol
Enable VINC service: v No OUTPUTI signal
Encryption Encryption type (none or SSL). Enable RDP service: LinkManagar Only Ho OUTPUTY. signal
Custom Settings:
Flick + tn add mara amail canare

Once these settings are saved we should end up with a connection as shown below.

1IDLE #0323 HMI ABB ¥ | PLC ¥ | 1{152.168.0.50 tcp=25 udp=25 +vnc m CPe00 HMI

To test the connection; Ping 192.168.0.50
e  Connect the HMI to DEV1 port
e Go to advanced settings
e Press the Ping button at the bottom of the screen.
e You should get a response if the connection is good

0: icmp_seq=% tt

0 ping stati
i 4, 2
round-trip min/avg/max = 2_6/3.6/4.6 ms
Now the connection is configured we can set up a connection to the device;
e Go back to the LinkManager web page
e We should see now that the connection HMI appears as a connection in the ABB_Secomea_1 SiteManager.

wr

M“’E ABB_Seccmea_l1 <Connect all= L)
{23 HMI (ABB_Secomea_1) - 192,168.0.50 §

4

e We can now click on this HMI connection and the SiteManager will make this device available

e  This connection is now available to be used with Panel Builder. We can quickly test this by going to the download tool
and clicking the dropdown button. If detected the HMI should show up expressed as HMI@[IP Address].

192 ., 168 . 0 . 50

HMI@192.168.0.50
Advanced...

e Once this connection is established you can download and manage the remote CP600 HMI.
If you wish to launch the CP600 webpage you can do this via clicking on the globe icon next to the connection
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P e, = Connects Packets Bytes
ok fail tx rx tx rx
g3 H hm @&iﬁg?sg?gam IDLE 0 0 0 0 o o
e IDLE 0 o 0 0 o o
123 1DLE i} (v} a a a a
{udp) UP:1 0 o 5 0 450 o
125 (udp) IDLE o o 0 0 0 0
GB-L-7002511 IDLE 1] 1] 1] (o] 1] v]
GB-L-7002511 (udp) 1IDLE 0 (v} a a a a

e  This will launch device webpage in your browser

e Username is admin
e Password is admin

e From here you can manage the internal data of the HMI

Nome Vaiue Error Code Value Qualiy

CGI TAGS WRITE

Nome Value Error Code Value Quality

If you wish to launch the CP600 VNC you can do this via clicking on the PC icon next to the connection

Connects Packets Bytes

Agent Address Status

e M{::l CPE00 HMI
R 152.168.0.50:5300  OLE g g g g g

@

ok fail tx rx tx rx

(=}

IDLE o ] o o o o

125 IDLE o o o o o o

(udp) UP:1 ] 0 ] ] 450 ]

125 (udp) IDLE o ] o o o o
GB-L-7002511 IDLE 0 ] 0 0 0 0
GB-L-7002511 {udp) IDLE 0 o 0 0 0 0

Many compatible VNC viewers are available for free download (for example, TightVNC). The viewer selected by the user should
allow a remote connection to the HMIs running program.

[ vC Viewer

File View Help

[E=E EoR =X5)

Enter a VNC Server address o search & signin.. -

HMI Panels CP600
Connect to PLCs, Drives, Baldor Products and More

Any Modbus RTU
or Modbus TCPIP
Device

AC500 and ABB ACS or ABB Baldor
ACS00eco DCS Drive Drives

Connecting to a MotiFlex €180 or MicroFlex €190 servo drive over Ethernet
In the following example a MotiFlex €180 drive is used as an example but the exact same steps can be followed for a MicroFlex
€190 as well. To connect to an €180 servo drive remotely over Ethernet for remote programming and diagnostics there are a
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few settings you must change in Workbench to avoid any problems in connection. As these settings are saved from your last
connection in Workbench its best you make these settings when connected to another drive locally first, then disconnect and

connect to the remote €180 using the new settings. The settings are as described below;
e Connect to local drive as per normal
e Right click in terminal window and change the update rates to 5000ms;

raw trace as ..

100 ms update
200 ms update
500 ms update
1000 ms update
2000 ms update
¥ 5000 ms update

4[» 1\ Terminal / Buid', Breakpoints /

e As there may be a delay in Ethernet communications the time outs governing these connections must be increased. To

do this in Workbench go to Tools > Options > Timeouts Tab — Increase all Timeouts as shown below.

Options
| Program Settings Compiler Options I Refresh
Commuicatin | Tmeots Dafa Logging |
usB
Read: 5p00 z Read: 10000
| iir
Wite: 5000 2 Write: o
{r i
Connect: 3000 =
Serial
Response: 3000 =
ir
[ ok || cemcel || fepy |[ Heb

e Exit Workbench Project — don't save

Once Workbench is ready to connect we can go about setting up our connection in the SiteManager. To do this make the
settings shown below;
e Add a connection (as shown in section ‘Adding connection agents to the SiteManager’)
e Name it a Device Name e.g. €180
e Select Device type ABB and PLC from the drop down menus
e Go to advanced settings
e Then add the device address e.g. 192.168.0.1 (to match the default €180 configuration)
WorkBench Host Port Configuration Connection configuration in SiteManager GUI
Metwork "e180" - ABB PLC Agent - Setup Assistant
This page allows you 1o eanfigure the controller's netwerk interface.
rm:* ’ When you configure an agent to menitor a TCP/IP enabled device located on either the DEV network

Appiying new network setings can stop the communication between the wizard and the drive, The wizard must be restarted  or Uplink network of the SiteManager, you must specify the device IP address below.

Host port (£3) Click [Save] and then [Back] to make the SiteManager instantly try to connect to the device.

DMCP Enabled ] the GateManager and subsequently not on LinkManagers either.

IF not successful, the Agent will report an error, and the agent will not be registered on

Addres 192.168.0.1 [ .|;|e|p Ll e Setup » |
Mask 552552550 i B
Device Address: *1192.168.0.1
Gatewy 1921680241
Address an | inkMananar:
e Ensure Enable WWW service is ticked if you plan on using the e180 web pages.
e Press Save and the configuration is Complete
Once these settings are saved we should end up with a connection as shown below.
Status Disable S/N Device Name Device Type Device IP & Parameters Easylog Comment
Up:3 £00 2180 ABB ¥ | pLC ¥ | 1192.168.0.40 | FHl =180
To test the connection; Ping 192.168.0.1
e connect the Drive to DEV1 port
e Go to advanced settings ROE o e P St ey 3 o
€3.0.1 : icmp_segq=l ttl=€4 time=0.4 ms
£2.0.1 : icmp seq=2 ttl=6% time=0.5 ms

--- 132.1€3.0.1 ping statisties ——-
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Application note Setting up remote access to ABB Hardware AN00254

e Press the Ping Button at the bottom of the screen.
e You should get a response if the connection is good

Now the connection is configured you can set up a connection to the device;
e Go Back to the LinkManager Webpage
e We should see now that the connection PLC appears as a connection in the ABB_Secomea_1 SiteManager.

w‘fE ABB_Secomea_1 <Connect all= .ﬁ’_j

L 93 =180 192.168.0.1 (ABB_Secomea_1) - 192.168.0.1 2
o

e We can now click on this connection and the SiteManager will make this device available
e This connection is now available to be used with Workbench

To connect to the €180 follow the steps below;
e Ping device from the Windows Menu;

#= 5ee more results

ping19216801] L < | | Shutdown | » |

e Aresponse should be seen;
2| CAWindows\system32\ping.exe = _EI_|@

Pinging 192.168_.8.1 with 32 hytes of data:
Heply from 192.168.8.1: hytez=32 time=117ms TTL=64

Reply from 192 168 . B.1: hytes=32 time=11ims TTIL=64
Reply from 192 168 _ B.1: hytes=32 time=38%Yms TIL=64

e  Open Workbench

e  Start Online Project

e Currently we cannot add the LinkManager adapter to the workbench Ethernet settings so we have to add the controller
manually. To do this go to ‘Add Specific controller’ in the ‘Select connection” window.

e  Enter the settings below;

o
Seanning USB - done

s 5
Speaify Controller Settings | 2 ﬁ]
r
E.Dnlmllers s Enter a controller's settings then click on
W Wirtual Ca ‘0K to search for that contraller
fi 180 Mol
Platform: | MoiiFlex 180 |

Channel: Ethemet 5

IP &ddress: 192 0162 . 0 . 1

[7] Use port forwarding:

Advanced | Uﬁ?_| | Cancel |

él ports v |

Search up ta senal node: 3 [Hex 03] !

File M anager | Ethemmet Settings ‘ | Add Specific Controller... |

e Click on the ‘MotiFlex €180 on 192.168.0.1’ that now should appear in the list
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Application note Setting up remote access to ABB Hardware ANO00254

] Scan status

[ Scan

Scanning PCI - done
Scanning through Mint HTTP Server - done
Scanning JSE - done

Cantrallzrs found

D' Wirtual Contraller
B 180 [MotiFlex €180 on 192.168.0.1

e Connection may take a short while but should connect.
e This connection is now ready to be used for remote connection and diagnostics

If you wish to launch the e180 webpage you can do this via clicking on the Globe icon next to the connection

e180_192.168.0.

Round-trip time: Min: 107.8 ms, Avg: 118.9

e  This will launch device webpage in your browser

e From here you can manage the internal data and diagnostics of the €180
poAmaels (i Cronctuctl - Wakch o (21 ol bt Maiee - [B ooty Boching Hakon 90 BGC Spart- Fontiadl 0 nalrifoce ORUME o] hotetioncom - o 0 Super 8| Home [l Reninions [l Ames (@ commtimplont - ©

ARB

MotiFlex 180

Tha todorneg THTTHEE Diidd 3 Nt

B MR Gy

Carc Pebrl Flaod & 480

Exmid Dacs 18 Dol 2018 1420615
Busld oyt [

By Raikcny | 10300

Wisaon MigtFlgn & 50 Muld L3800 0

Boot mode

Rtary mwitch Q"
Bicaf mede ESmCAT sl

Fialdbus descrniption files

Faghdbis Feemat  Fla

EthaCaT = AEE WPl 150 Burde? ST 3 (Cok) wm

PR DD DOCCHHNT_kberilin_u10_S5E5_3 xad

PROFNET GSOWL  GEDMLAVE 22 ABD-Heot Fli o1 0 SRE0 250185214 o

License

et

EthrCAT Wkl
e TP Clant
Pamats Aug Suppont
Dby Wode
Lrrwe aed Fedsed

Connecting to an ESB-2, €100 and €150 range of Motion products over USB
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Application note Setting up remote access to ABB Hardware AN00254

A wide range of ABB motion products have a USB port on them including Nextmove ESB-2, NextMove €100, MicroFlex €100,
MicroFlex e150). In the below example we are using the example of connecting a Nextmove €100 though this connection will
work for any ABB motion product that supports USB.

To connect to a NextMove e100 remotely over USB there are a few settings you must change in Workbench to avoid any
problems. As these settings are saved from your last session in Workbench its best you make these settings when connected to
any device locally first, then disconnect and connect to the remote €180 as using the new settings. The settings are as
described below;

e Connect to local drive as per normal

e Right click in terminal window and change the update rates to 5000ms;

aw trace as ..

100 ms update
200 ms update
500 ms update
1000 ms update
2000 ms update
v 5000 ms update

4[» 1\ Terminal / Buid', Breakpoints /

e As there may be a delay in USB communications the time outs governing these connections must be increased. To do
this in Workbench go to Tools > Options > Timeouts Tab — Increase all Timeouts as shown below.

Options e
I Program Settings _i__C_,mEiIer Options ! Refresh |
| Communication |  Tmeous | Dofalocoina.. |
Ethemet UsB
Read: 5p00 z Read: 10000
| iir
Wite: 5000 2 Write: 10000 =

{r i

Connect: 3000 =
{

Serial

Response: 3000

[ ok || cemcel || fepy |[ Heb

e Exit Workbench Project — don't save

Once workbench is ready to connect we can go about setting up our connection in the SiteManager. To do this make the
settings shown below;

e Add a connection (as shown in section ‘Adding connection agents to the SiteManager’)

e Name it a Device Name eg NextMove

e Select Device type Custom and USB from the drop down menus

e Go to advanced settings

e Then add the USB Vendor:Product ID: type ‘12AF:0001'. 12AF is the vendor ID for ABB Motion products and ID 0001
is correct for all €100 products (0003 for €150 products).

e In Custom settings type ‘|all’. This will attempt optimization of data flow in both directions

e Press Save and the configuration is Complete

Once these settings are saved we should end up with a connection as shown below.

IDLE =04 MextMove CUSTOM (Advanced) ¥ |USB v 124F:0001 |all Fo' Tl |MextMove e100

NB: The connection as configured above will work for any €100 product connected over USB.
€150 drives show up automatically in the device scanner so can be added using this method instead.

Unhandled USBE devices
Bus V:PID Manufacturer Product

2-1 12af:0003 Baldor UK Ltd MicroFlex e150 | Add |

|E| Unhandled Ethernet Devices

Now the connection is configured you can set up a connection to the device;
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Application note Setting up remote access to ABB Hardware AN00254

e Go Back to the LinkManager Webpage
¢ We should see now that the connection Nextmove appears as a connection in the ABB_Secomea_1 SiteManager.

W"-EI— ABB_Secomea_1 <Connect all= E

LY Neweve iEoa saamanty
#

¢  We can now click on this connection and the SiteManager will make this device available. After a few seconds out PC
should show that the device has been recognised

@ Mint HTTP Server ™ %
Found: MextMove €100 on USB

e This connection is now available to be used with Workbench

To connect to the Nextmove follow the steps below;
e  Open Workbench
e Select ‘Start Online Project’
e Click on the ‘NextMove €100B on USB node 1’ that now should appear in the list

Select Controller
Scan status

Scanning PCI - done
Scanning through Mint HTTP Server - done
Scanning USE - done

Controllers found

i MicroFlex €150 on USE node 2
i f N exttave 2100 on USE node 1
W Wirtual Controller

e Connection may take a short while but will connect.
e  This connection is now ready to be used for remote connection and diagnostics

This connection can also be used for a redirected connection to EPL slaves connected to the master.

e To use this open Mint Machine Centre — go to USB and click Scan
H Untitled - Mint Machine Center
Fie Edt View Hep B
DM [@0@|e=» 8|50 2+
B~ 5% Host
- W Virtual
“’ PCl

% USB - Node Address: -

e Then any drives connected to the NextMove e100’s EPL network should appear and can be connected to.
File Edit View Help

L:_‘F{,’ Host
W Virtual
H PCl
= Lt\b USB
E| & u NextMove e100B on USB node 1
EI <& CAMopen
. @ [] wexthove 1008 (Node 1)
E|_.L Ethernet
E| & ﬂ MicroFlex e100 { Node 3 ) (redirected over
i CANopen - Refreshing node 1
. Ethemet
e Jri MicroFlex e100 { Node 4 ) (redirected over
o A, TORIP

Connecting to an ACSx80 Drive via a USB connection on the BCBL-01
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Application note Setting up remote access to ABB Hardware AN00254

In the below example we are using an ACS380 though this connection will work for any drive in the ACSx80 product range
(ACS380, ACS580 and ACS880). The cable we are using; the BCBL-01 is a USB to serial converter with an RJ45 connector on
the end to connect directly with the drive.

Note: We cannot currently connect via the USB port on ACS-CPI keypad as we cannot adjust the timeouts for this device.

To connect to an ACS380 remotely over USB we must ensure that our PC has the driver installed for the BCBL-01.
e To do this simply plug it in to your PC and the drivers will install. If you experience any problems ensure you are
connected to the internet and try again.
e Once installed we will need to change the driver settings to accommodate the delays incurred by a remote connection.
To do this we must open Control Panel > System > Device Manager and navigate to the ‘Ports’ section and look for
‘USB serial port’

e Click on the USB serial port and go to advanced;
.

=4 Device Manager

File Action View Help

T e ] O (7 L L
4 USE Serial Port (COMG) Properties | %=

General | Port Settings | Driver I Details

Bits per second: 57600 -
Data bits: [8 ~|
Partty: | None -

Stop bits: [1 ~|

Flow cortrol: | None -

[ Advanced. .. ] ’ Restore Defaults |

e From here you can configure the operation of the USB to serial converter. Set the number of transmit and receive
bytes to 64, Latency timer to 30ms and the Min Read and write Timeouts to 1500ms;

<
Advanced Settings for COM6 PR3
COM Port Number: COM& - ¢ ]
USB Transfer Sizes
Select lower settings to correct performance problems at low baud rates.
Defaults
Select higher settings for faster performance.
Receive (Bytes): 64 i
Transmit (Bytes): 54 =
BM Options Miscellaneous Options
Select lower settings to correct response problems. Siriad B akor A
Serial Printe |
Latency Timer {msec): 30 = b @
Cancel If Power Off D
Timeouts )
Event On Surprise Removal D
Minimum Read Timeout (msec): 1500 G Set RTS On Close =
2 =
Minimum Write Timeout (msec): 1500 'I Disable Modem Ctrl At Startup o

A v,

e Accept all changes and close the dialog boxes

We are now ready to configure the BCBL-01 in the SiteManager so disconnect it from your PC.

Next we must configure our SiteManager connection. To do this make the settings shown below;
e Go to SiteManager Agents page (as shown in section ‘Adding connection agents to the SiteManager’)

ABB Motion control products 14 Power and productivity ‘\I‘.
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Application note Setting up remote access to ABB Hardware AN00254

e Plug BCBL-01 into either USB port on the SiteManager
e Press Refresh
e Device should appear as an Unhandled USB Device (showing the FTDI default values)

nhan [evices
Bus V:P ID Manufacturer Product

2-2 0403:6001 FTDI FT232R USB UART

Using 5 of 5 agents

Status Disable S/N Device Name Device Type Device IP & Parameters Easylog Comment

pown [ | [#00 |[[acssso | [222 M ~v|[132.158.0.40 | O ©®
ile  [] [205 |[acsxso | [cusTom (advanced) w[use V] [0403:6001 |all | i

pown [ | [:01 |[s1=0 | [222 ~v[eLc v | [192.158.0.104 tcp=80 udp=5050 |

pown [ | [#03 [[Hm1 = wv|eLc v |[192.158.0.50 tcp=25 udp=25 +vnc | [ |

ERROR [ | [#204 [[wextmove | [cusTom (advanced) w[use v| [124F:0003 |all | i

1 USB device not connected.

[ search | [ sump>=

e Click ‘Add’
e This will move it into the list below as a CUSTOM USB Device

It will automatically add the correct settings for the USB Vendor: Product ID: type of ‘0403:6001 [all. 0403 is the
vendor ID for ABB Drive products and ID 6001 is correct for the BCBL-01. If it does not add this data manually as
shown above.

e Nameitin ‘Device Name’ eg ACSx80

e Add ‘ACS380 drive’ in Comment

e Press Save and the configuration is Complete

e Once these settings are saved we should end up with a connection as shown below.

e[| [#05 |[acsxeo | [cusTom (advanced) w[uss v| [0403:6001 |all E'

Now the connection is configured you can set up a connection to the device;
e Go Back to the LinkManager Webpage
e We should see now that the connection ACx380 now appears as a connection in the ABB_Secomea_1 SiteManager.

y"-E} - ABB_Secomea_1 <=Cennect all= &"
L @Y HKcsxso {AEI-EI-_Secumea_J}LL
s

e T o N

e We can now click on this connection and the SiteManager will make this device available.
e This connection is now available to be used with Drive Composer on your PC

Connecting to an ACSx80 Drive over Ethernet
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Application note Setting up remote access to ABB Hardware AN00254

To connect to an ACS880 drive remotely over Ethernet there are no special settings that have to be made in Drive Composer.
However the drive does require that a FENA-x1 Ethernet module be added and configured. In the below instance the module is
fitted in Slot B and is a FENA-21.

Fit FENA-21 module
Power drive up

Enable slot

- 50. Fieldbus adapter (FBA)

;31 FBAE enable Option slot 1 MolUnit
Configure address eg 192.168.0.40

w 54. FBEA B settings
1 FBAB type Ethernet Molnit None
2 Protocol/Profile MB/TCP ABB C NoUnit MB/TCF ABB C
3 Commrate Auto NoUnit Auto
4 IP configuration Static IP MoUnit Static IP
5 IP address 1 192 Molnit 0 255 0
B IP address 2 168 Molnit 1] 255 0
7 IP address 3 0 Nolnit 0 255 0
B8 IP address 4 40 NoUnit 0 255 0
9 Subnet CIDR 24 NoUnit 1] 32 0

Then lastly Refresh via Parameter 54.27

27 FBA B par refresh
28 FBA B par table ver
29 FBA B drive type code

Once Drive Composer Pro is ready to connect we can go about setting up our connection in the SiteManager. To do this make
the settings shown below;

Add a connection (as shown in section ‘Adding connection agents to the SiteManager’)
Name it a Device Name e.g. ACS880

Select Device type ABB and PLC from the drop down menus

Go to advanced settings

Then add the device address e.g. 192.168.0.40 (To match ACS880 configuration)

DriveComposer Pro Configuration Connection configuration in SiteManager GUI

LF i
= el Wham you configure am agent bo monites » TCP/IP erakled dev siwd on wither the DEV nebwork
! FBAEB type Ethernet or Uplerd: nabwork of the SiteManager, you must specify the o 1P addruss balow
) ProtocoliPrefile MBTCPABE C Click [Save] and then {Back] io make the Sitsbanager ingtanthy try b conmmect bo bhe davics
3 Commrate Aute

: 1 mat successful, the Agant will repcst an arror, and the agent will not ba registered on

¢ 1P configuration Static IP the Gatelanager and subssquantly rot ce LinkManagers e:ther.

1P address 1 192
3 1P address 2 168 Halp | | Continue Setup »
r 1P address 3 ]
3 1P address & 40 152, 168.0.40
) Subnet CIDR )

Ensure Enable WWW service is ticked if you plan on using the FENA-x1webpage.
Press Save and the configuration is Complete

Once these settings are saved we should end up with a connection as shown below.
#00 |ACSEB0 ABB ¥ | PLC ¥ | |192.168.0.40 ﬁﬁ |ACSEB0

To test the connection; Ping 192.168.0.40

connect the Drive to DEV1 port

Go to advanced settings

Press the Ping Button at the bottom of the screen.
You should get a response if the connection is good

DING

52.168.0.40): 56 data bytes

Bia

ved, 0% packet loss
round-trip min/avg/max = 0.4/0.5/

Now the connection is configured you can set up a connection to the device;

Go Back to the LinkManager Webpage
We should see now that the connection PLC appears as a connection in the ABB_Secomea_1 SiteManager.

Wf - ABB_Secomea_1 <Connect all= q_—i
L g™ ACSE80 (ABB_Secomea_1) - 192.168.0.40 @

We can now click on this connection and the SiteManager will make this device available. The FENA-21 module
should show active communications;
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Profisafe OK

e  This connection is now available to be used with DriveComposerPro

To connect to the ACS880 follow the steps below;
e Ping device from the Windows Menu;

I +~ Seemore results

|ping 192.168.0.40| % | | Shutdown | » |

e Aresponse should be seen;

AN00254

] C:AWindows\system32\ping.exe

Pinging 192_168_.08.48 with 32 bhytes of data:
Reply from 192_168.8.48: hytez=32 time=11%m=z= TTL=64

Reply from 192 .168.0.48: hytes=32 time=11ims TTL=64
Reply from 192 .168.08.48: bytes=32 time=387m=z= TIL=64

e  Open DriveComposer Pro

e  Start Online Project - This will connect to the drive over Ethernet

e Connection may take a short while but should connect.

e This connection is now ready to be used for remote connection and diagnostics

ACSSS0 (ABB_Secomea_1) - 192.168.0.40

Connects Packets
Agent Address Status
ok fail Ex rx
) &’(::b ACSEBD

feh SEED b e IDLE 0 0 0 0

{udp) IDLE o o o

GB-L-7002511 IDLE o o o

GB-L-7002511 (udp) IDLE 0 0 o

e  This will launch device webpage in your browser
e  From here you Default user name: Admin.

If you wish to launch the ACS880 webpage you can do this via clicking on the Globe icon next to the connection

Bytes

tx rx
o] o

o
(o]
o

Password: The last six digits of the MAC ID of the adapter module, without hyphens.

Connecting multiple devices at once

It is common that a connection to all of the hardware on the machine is beneficial simultaneously, in this case we have all or

some of the 5 devices available to connect to.
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Application note Setting up remote access to ABB Hardware AN00254

To provide a simultaneous connect to multiple devices we must simply connect the them all to the SiteManager and then select
the option for ABB_Secomea_1 <Connect all>

Vf-EI-- ABB_Secomea_1 <Connect all> i’
|3 ACSxE0 (ABB_Secomea_1)
(23" M1 (ABB_Secomea_1) - 152.166.0.50 @ H
L -Q‘{ NextMove [ABB_Secomea_1)

In this instance we can see that the CP600 HMI, ACS380 and NextMove e100 are all available to connect at the same time;

| Disconnect | | Logout | | Services | | Sniffer | | Chat |

gm4.AppliedAutomation. ABB

ABB_Secomea_1

Connects Packets Bytes
Agent Address Status
ok fail tx rx tx rx
v ACS380 Drive ]
= ACSxB0 i UP:1 2 o 15 17 672 1,976
&’ & Gw/SitaManager 152,168.0.2:80 1DLE 0 0 0 0 0 0
o CPEOD HMI
&Y 85 aw 152.168.0.50:5500  O-F £l £l £l £l £l £l
et up:2 58 0 154 207 76,602 22,052
125 IDLE o o o o o o
125 (udp) IDLE o o o o o o
{udp) IDLE 0 0 0 0 0 0
GB-L-7002511 IDLE o o o o o o
GB-L-7002511 (udp)  IDLE o o o o o o
+ NextMove =100 :
- MextMove SE LN uP:1 2 o 55 B4 5200 7,052
x 2180
&2 =i5a 152,168.0.40 DONN
{udp) DOWN
GB-L-7002511 DOWN

GB-L-7002511 {udp) DOWN

Round-trip time: Min: 106.4 ms, Avg: 10%.2 ms, Max: 113.1 ms f:, Bandwidth: 128 KB/s Auto-tune: |#

It should be noted that connecting mutliple devices at once will effect the delays in the connections provided by the
SiteManager.

Note on emails

Once the email system is set up its worth sending a test email to see how your mail system accepts the email — as it's not from
a ‘trusted source’ it may be possible it will end up in your junk email folder — if this is the case then please create an exeption for
emails from this source.

& Junk * | & Block Sender
X Delete MNever Block Sender
% Conyert to Adobe PDF Mever Block Sender's Domain (@example.com)
E-_-I Append to Adobe PDF Mever Block this Group or Mailing List
Mot Junk
Contact us

For more information please contact your

) ) © Copyright 2017 ABB. All rights reserved.
local ABB representative or one of the following:

Specifications subject to change without notice.

new.abb.com/motion
new.abb.com/drives
new.abb.com/drivespartners
new.abb.com/PLC

ABB Motion control products 18 Power and productivity ‘\I‘.
new.abbmotion.com for a better world™




